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NEW QUESTION 1
- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions

will not appear in the review screen.

You have an Azure subscription that contains the following resources:
* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.
Solution: You configure the firewall on storagel to only accept connections from Vnetl. Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 2

- (Exam Topic 2)
You are implementing the virtual network requirements for VM Analyze.

What should you include in a custom route that is linked to Subnet2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Address prefix: A4

0.0.0.0/0

0.0.0.0/32
10.1.0.0/16
255.255.255.255/0
255.255.255.255/32

Next hop type: A 4

None

Internet

Virtual appliance

Virtual network

Virtual network gateway

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 3
- (Exam Topic 3)

You configure a route table named RT1 that has the routes shown in the following table.
| 1

Name Prefix Next hop type
Route 0.0.0.0/0 Network virtual
| =1 _ _ -. apphance (NVA)
Route/ 10.0.0.0/24 Network virtual
| apphance (NVA)

You have an Azure virtual network named Vnetl that has the subnets shown in the following table.
K Name I| Prefix |
" DMZ i 2 : | 192.168.0.0/24
FrontEnd _ I 197

BackEnd

You have the resources shown in the following table.

Passing Certification Exams Made Easy

None
168.1.0/24 _ RT1
' None

|

Next hop IP address
192.168.0.4

192.168.0.4

Route table

visit - https://www.surepassexam.com



Ei/lsure Psxsa‘rg Recommend!! Get the Full AZ-700 dumps in VCE and PDF From _SurePassExam
https://www.surepassexam.com/AZ-700-exam-dumps.html (114 New Questions)
[ Name IP address Type
NVAT 192.168.0.4 NVA
-_‘;"M1 _ 192.168.1.4 Virtual machine
VM2 | | 192.168.2.4 1 Virtual machine

Vnetl connects to an ExpressRoute circuit. The on-premises router advertises the following routes:
*0.0.0.0/0

Yes No

*10.0.0.0/16
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area
Statements

internet traffic from NVA1 1s routed 10 the on-premise: network

Traffic from VM1 is routed to the on-premises network theough NVA

Traffic from VM1 is routed to VM2 through NVAT
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements
nternet traffic from NVAT is routed 1o the on-premises netw: rk
Traffic from VM 15 routed 10 the on-premises netw tk through NVA
? thiough MYAT

4 V. - # o [ |
Traffic from VM1 15 routed 1o Vivi

NEW QUESTION 4
- (Exam Topic 2)

Yes

What should you implement to meet the virtual network requirements for the virtual machines that connect to Vnet4 and Vnet5?

A. a private endpoint

B. a virtual network peering
C. a private link service

D. a routing table

E. a service endpoint

Answer: B

Explanation:

There is no virtual network peering between VM4’s VNet (VNet3) and VM5’s VNet (VNet4). To enable the VMs to communicate over the Microsoft backbone

network a VNet peering is required between VNet3 and VNet4.

NEW QUESTION 5

- (Exam Topic 2)

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes
From VM1, you can establish a Remote Desktop session with VM2 O

From VM2, you can ping VM1 O

From VM2, you can establish a Remote Desktop session with VM1 O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Yes

subnet1(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound->VM2) Yes

NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2€™s subnet (VNetl/Subnet2).

No

NSG11 blocks RDP (port TCP 3389) destined for € VirtualNetwork€™. VirtualNetwork is a service tag and means the address space of the virtual network (VNet1)
which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNetl is blocked.

NEW QUESTION 6

- (Exam Topic 1)

You need to configure the default route on Vnet2 and Vnet3. The solution must meet the virtual networking requirements.
What should you use to configure the default route?

A. route filters

B. BGP route exchange

C. a user-defined route assigned to GatewaySubnet in Vnetl

D. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 7

- (Exam Topic 1)

You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business requirements.
Which two actions should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.
B. On the peering from Vnetl, select Allow forwarded traffic.

C. On the peering from Vnetl, select Use remote gateways.

D. On the peering from Vnetl, select Allow gateway transit.

E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.

Answer: BD

NEW QUESTION 8

- (Exam Topic 1)

You need to recommend a configuration for the ExpressRoute connection from the Boston datacenter. The solution must meet the hybrid networking requirements
and business requirements.

What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Set the ExpressRoute gateway type to: Y
High Performance (ERGw2AZ)
Standard Performance (ERGwW1AZ)
Ultra Performance (ERGW3AZ)

To minimize latency of traffic to Vnet2: A4
Create a dedicated ExpressRoute circuit for Wnet2
Connect Vinet2 directly to the ExpressRoute circuit
Configure gateway transit for the peering between Vnet1 and Vnet2

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

For the first question, only ExpressRoute GW SKU Ultra Performance support FastPath feature.

For the second question, vnetl will connect to ExpressRoute gw, once Vnetl peers with Vnet2, the traffic from on-premise network will bypass GW and Vnetl,
directly goes to Vnet2, while this feature is under public preview.

====Reference

ExpressRoute virtual network gateway is designed to exchange network routes and route network traffic. FastPath is designed to improve the data path
performance between your on-premises network and your virtual network. When enabled, FastPath sends network traffic directly to virtual machines in the virtual
network, bypassing the gateway.
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To configure FastPath, the virtual network gateway must be either: Ultra Performance

ErGw3AZ

VNet Peering - FastPath will send traffic directly to any VM deployed in a virtual network peered to the one connected to ExpressRoute, bypassing the
ExpressRoute virtual network gateway.

https://docs.microsoft.com/en-us/azure/expressroute/about-fastpath Gateway SKU
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-about-virtual-network-gateways

NEW QUESTION 9

- (Exam Topic 3)

You fail to establish a Site-to-Site VPN connection between your company's main office and an Azure virtual network.
You need to troubleshoot what prevents you from establishing the IPsec tunnel. Which diagnostic log should you review?

A. IKEDiagnosticLog

B. GatewayDiagnosticLog
C. TunnelDiagnosticLog
D. RouteDiagnosticLog

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics IKEDiagnosticLog = The IKEDiagnosticLog table offers verbose
debug logging for IKE/IPsec. This is very

useful to review when troubleshooting disconnections, or failure to connect VPN scenarios.

GatewayDiagnosticLog = Configuration changes are audited in the GatewayDiagnosticLog table. TunnelDiagnosticLog = The TunnelDiagnosticLog table is very
useful to inspect the historical connectivity

statuses of the tunnel.

RouteDiagnosticLog = The RouteDiagnosticLog table traces the activity for statically modified routes or routes received via BGP.

P2SDiagnosticLog = The last available table for VPN diagnostics is P2SDiagnosticLog. This table traces the activity for Point to Site.
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics

NEW QUESTION 10

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2.

Solution: You download and reinstall the VPN client configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The VPN client must be downloaded again if any changes are made to VNet peering or the network topology. Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure application gateway named AppGWL1 that provides access to the following hosts:
* www.adatum.com

* www.contoso.com

* www.fabrikam.com

AppGW1 has the listeners shown in the following table.

Name Frontend IP address Type Host name
Listen1 Public Multi site www.contoso.com
Listen2 Public Multi site www _fabrikam.com
Listen3 Public Multi site www.adatum.com

You create Azure Web Application Firewall (WAF) policies for AppGW1 as shown in the following table.
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Name Policy mode Custom rule
Priority Condition Association
Policvl | Prevention 50 If IP address does contain Application gateway:
131.107.10.15 then deny AppGW1
traffic.
Policy2 | Detection 10 If IP address does contain HTTP listener: Listenl
131.107.10.15 then allow
traffic.
Policv3d | Prevention 70 If IP address does contain HTTP listener: Listen2
131.107.10.15 then allow
traffic.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

From 131.107.10.15, you can access www.contoso.com

From 131.107.10.15, you can access www.fabrikam.com

O OO
QO

From 131.107.10.15, you can access www.adatum.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/per-site-policies

NEW QUESTION 15

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions

will not appear in the review screen.

You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 19

- (Exam Topic 3)

You have two Azure virtual networks named Vnetl and Vnet2 in an Azure region that has three availability zones.

You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual machines in Vnetl host an app named Appl. The
virtual machines in Vnet2 host an app named App2.

You plan to use Azure Virtual Network NAT to implement outbound connectivity for Appl and App2. You need to identify the minimum number of subnets and
Virtual Network NAT instances required to meet

the following requirements:

* A failure of two zones must NOT affect the availability of either Appl or App2.

* A failure of two zones must NOT affect the outbound connectivity of either Appl or App2. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
| | SurePass https://www.surepassexam.com/AZ-700-exam-dumps.html (114 New Questions)

Answer Area

Mimnimum number of subnats

| Li
T
A Tea Blasl e % ~~F Llore =1 (T Y o T -
Jdimimum number of Virtual Network MNal instances _
‘
L

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

NEW QUESTION 23

- (Exam Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.
Name Connected to

VM1 Vnet1/Subnet1
VM2 Vnet1/Subnet2

Subnetl and Subnet2 are associated to a network security group (NSG) named NSG1 that has the following outbound rule:
> Priority: 100

> Port: Any

> Protocol: Any

> Source: Any

> Destination: Storage

> Action: Deny
You create a private endpoint that has the following settings:

> Name: Privatel

> Resource type: Microsoft.Storage/storageAccounts
> Resource: storagel

> Target sub-resource: blob

> Virtual network: Vnetl

> Subnet: Subnetl
For each of the following statements, select Yes of the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements No

From VM2, you can create a container in storagel

From VM1, you can upload data to a blob storage container in storagel

OO0 0%
Q0O

From VM2, you can upload data to a blob storage container in storagel

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes, Yes, Yes

NSG rules applied to the subnet hosting the private endpoint are not applied to the private endpoint.So the NSG1 doesn't limit storage access from either VM1 or
VM2.

https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints#network-security-group-rule
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NEW QUESTION 28

- (Exam Topic 3)

Your company has 10 instances of a web service. Each instance is hosted in a different Azure region and is accessible through a public endpoint.

The development department at the company is creating an application named Appl. Every 10 minutes. Appl will use a list of end points and connect to the first
available endpoint.

You plan to use Azure Traffic Manager to maintain the list of endpoints.

You need to configure a Traffic Manager profile that will minimize the impact of DNS caching. What should you configure? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca
Fraffic Manager aigonthm: [T

Endpoint Ty

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-
endpoint-types

NEW QUESTION 29
- (Exam Topic 3)
You have an Azure subscription that contains the following resources:

> A virtual network named Vnetl

> Two subnets named subnetl and AzureFirewallSubnet
> A public Azure Firewall named FW1

> A route table named RT1 that is associated to Subnetl

> A rule routing of 0.0.0.0/0 to FW1 in RT1
After deploying 10 servers that run Windows Server to Subnetl, you discover that none of the virtual machines were activated.
You need to ensure that the virtual machines can be activated. What should you do?

A. On FW1, create an outbound service tag rule for AzureCloud.

B. On FW1, create an outbound network rule that allows traffic to the Azure Key Management Service (KMS).
C. Deploy a NAT gateway.

D. To Subnetl, associate a network security group (NSG) that allows outbound access to port 1688.

Answer: B

Explanation:
Reference:
https://fryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop-wvd/

NEW QUESTION 34

- (Exam Topic 3)

Your company has an on-premises network and three Azure subscriptions named Subscription1, Subscription2, and Subscription3.
The departments at the company use the Azure subscriptions as shown in the following table.

Department
IT

Research
h Development

Testing
[ Distnbuthion

Subscription i

Subscnptiond
Subscnption
Subscnption/?
Subscnption?

Subscnption3

|
|

All the resources in the subscriptions are in either the West US Azure region or the West US 2 Azure region. You plan to connect all the subscriptions to the on-
premises network by using ExpressRoute.
What is the minimum number of ExpressRoute circuits required?

moow»
O NWDNPE

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-introduction

NEW QUESTION 39
- (Exam Topic 3)
You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. internal load balancers
B. storage account

C. serviice endpoints

D. service endpoint policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

NEW QUESTION 40

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG) and associate the NSG to Subnetl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 41

- (Exam Topic 3)

You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

FD1 uses a frontend host named appl.contoso.com to provide access to Azure web apps hosted in the East US Azure region and the West US Azure region.
You need to configure FD1 to block requests to appl.contoso.com from all countries other than the United States.

What should you include in the WAF policy?

A. a frontend host association

B. a managed rule set

C. a custom rule that uses a rate limit rule
D. a custom rule that uses a match rule

Answer: C

NEW QUESTION 46

- (Exam Topic 3)

You have an Azure subscription that contains a user named Adminl and a resource group hamed RG1. RG1 contains an Azure Network Watcher instance named
NW1.

You need to ensure that Adminl can place a lock on NW1. The solution must use the principle of least privilege.

Which role should you assign to Admin1?

A. User Access Administrator
B. Network Contributor

C. Resource Policy Contributor
D. Monitoring Contributor

Answer: B
NEW QUESTION 49

- (Exam Topic 3)
Azure virtual networks in the East US Azure region as shown in the following table.

Name | IP address space
Vnet1 l 192.168.0.0/20
Vnet?2 | 10.0.0.0/20

The virtual networks are peered to one another. Each virtual network contains four subnets.
You plan to deploy a virtual machine named VM1 that will inspect and route traffic between all the subnets on both the virtual networks.
What is the minimum number of IP addresses that you must assign to VM1?
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00w
oA DNPE

Answer: A

NEW QUESTION 52

- (Exam Topic 3)

You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network. Which two resources should you create? Each correct
answer presents part of the solution. NOTE: Each

correct selection is worth one point.

A. a virtual network gateway

B. Azure Firewall

C. alocal network gateway

D. Azure Web Application Firewall (WAF)
E. an on-premises data gateway

F. an Azure application gateway

G. a user-defined route

Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

NEW QUESTION 54

- (Exam Topic 3)

You have an Azure virtual network that contains a subnet named Subnetl. Subnetl is associated to a network security group (NSG) named NSG1. NSG1 blocks
all outbound traffic that is not allowed explicitly.

Subnetl contains virtual machines that must communicate with the Azure Cosmos DB service.

You need to create an outbound security rule in NSGL1 to enable the virtual machines to connect to Azure Cosmos DB.

What should you include in the solution?

A. a service tag

B. a private endpoint

C. a subnet delegation

D. an application security group

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

NEW QUESTION 55

- (Exam Topic 3)

You have an Azure Front Door instance named FrontDoorl.

You deploy two instances of an Azure web app to different Azure regions.

You plan to provide access to the web app through FrontDoorl by using the name appl.contoso.com. You need to ensure that FrontDoorl is the entry point for
requests that use appl.contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Answer Arca

| Add a PTR record to DNS.
| Add a LN;LAI: record to DNS.

Add a routing rule to FrontDoor
-Add & custom domain to FrontDoor 1.

Add a rules engine configuration to FrontDoor 1.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Table Description automatically generated

NEW QUESTION 57

- (Exam Topic 3)

You have two Azure virtual networks named Hubl and Spokel. Hubl connects to an on-premises network by using a Site-to-Site VPN connection.
You are implementing peering between Hub1 and Spokel.
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You need to ensure that a virtual machine connected to Spokel can connect to the on-premises network through Hub1.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Values Answer Area

RemoteVirtualNetworkld Sspoke.id Value

FemoteVirtualNetworklid shub.id Value

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-networking/hub-spoke?tabs=

NEW QUESTION 58

- (Exam Topic 3)

You have an application named App1 that listens for incoming requests on a preconfigured group of 50 TCP ports and UDP ports.

You install Appl on 10 Azure virtual machines.

You need to implement load balancing for Appl across all the virtual machines. The solution must minimize the number of load balancing rules.
What should you include in the solution?

A. Azure Standard Load Balancer that has Floating IP enabled

B. Azure Application Gateway V2 that has multiple listeners

C. Azure Application Gateway v2 that has multiple site hosting enabled

D. Azure Standard Load Balancer that has high availability (HA) ports enabled

Answer: A
NEW QUESTION 60

- (Exam Topic 3)
You have the hybrid network shown in the Network Diagram exhibit.

Arure
Wirtual Network

- Vinetd
e S| |
Pamisr g
( Fe W T — .-'f

On-premises network rrrE— Wirtual Metwork
Site-to-Site VPN Vnetl o~ —
CorureC o
e " Prering Azure
Virtual Network
Vinetd
T =

You have a peering connection between Vnetl and Vnet2 as shown in the Peering-Vnet1-Vnet2 exhibit.
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nﬁﬁ;ummwﬁ @
@ Atlow (defaulty
(D Block all traffic to the remote virtual network

C}MMMMMWIﬂﬂ this virtual network

wvirtual network gateway of Route Sener (&
_{3_ Use this virtual network's gateway or Route Sener
E:\'J Use I rerncte vertunl retwork's Qabtssway of Route Sdonser

Hllilplllﬂm' | l
Www:m ® i

@® Resource manager

@_m

Traffic to remote virtual network (D)
@ anow (detaui
@ Block all traffic to the remate virtual network

You have a peenng connection between Vnetl and Vnet3 as shown in the Peering -Vnetl-Vnet3 exhibit.

Mﬂ peering 5

%hmﬁwﬂmﬁ <)
?@uﬂwm
(O Block all traffic to the remote virtual network

m_mwnmwwmlm )
®) allow taetaut
() slock traffic that onginastes from outswde this virtual network

@- LU this wirtual netwerk's gatirway OF Rowute Seceer

@lﬂ-ﬂ-m“m network's gateway of Houte Server
@ nNone idefauim
Rémobe virtual network
Peenng link name =

I::"Eilri'-rM'l-vmt:

Elmwmuilﬂ ) . fii il I ' | ::“
m o '

| Subscriptiont - HHAHNI ~ |
Wirtual network *
| wnet1

Traffic to remote wrtual network (5 tad
(™) anew (detauly

. Block all traffic to the remaote virtual network
Pﬁtmm“umm @

@ Allow (default)

@ Block traffic that onginates from outsica this virtual netywork

u‘hlml network gateway or Route Semver (5)
‘ (Use thiy wirtual network's gatewsy on Route Seceer

.ﬂ_.lﬂlh PRTTOtE WITTLER Pl L YA TR Crf L L S (N
g d

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Arca

Statements

The resources in Vnet2 can communicate with the resources in Vnetl.

The resources in Vnet2 can communicate with the resources in Vnet3.

The resources in VnetZ can communicate with the resources in the on-premises network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements

The resources in Vnet2 can commumncate with the resources in Vnet1.

The resources in Vnet2 can communicate with the resources in Vnet3,

The resources in Vnet2 can communcate wath the resources in the on-premises network

NEW QUESTION 64
- (Exam Topic 3)

You have the Azure App Service app shown in the App Service exhibit.

e as12 =
XS

App Serace
> [ Browse st ¥, &) Restart
Y Your app is stopped. App Senvice plan charges stil apply.
#~ Essentials

Resource group (change)
RG1T

Status

Stopped

Location
Morth Europe

Subscription (change]
Subscnption

Subsenption 1D
B46f6nnt-ntBe-T94i-kdTE-64%ws 1576487

Tags (change)
Click here to add tags

B Delete

i— Get publish profile f} Reset publish profile

URL
hitpsy/fasi2.azurewebsites.net

Health Check
Configured

App Service Plan
ASPT (PIvZ:)

FTP/deployment user set
Mo FTP/deployment user set

FTP hostname
fipe/fwaws-prod-db3-167.azurewebsites. windows net/site/wwwroot

FTPS hostname
ftpsy/waws-prod-db3-167.azurewebsites windows.net/site farawnaroot

The VNet Integration settings for as12 are configured as shown in the Vnet Integration exhibit.
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7.5 VNet Integration
as12

&7 Disconnect O Befresh

lod> VNet Configuration

Securely access resources available in or through your Azure VNet. Learn mere

VNet Details

VMNet NAME Vnetl

LOCATION Morth Europe

VMet Address Space

Start Address End Address

10.100.0.0 10.100.255.255

Subnet Details

Subnet NAME Subnet]
Subnet Address Space
Start Address End Address
10.100.2.0 10.100.2.255

The Private Endpoint connections settings for as12 are configured as shown in the Private Endpoint connections exhibit.

<I> Private Endpoint connections

1
T
=

T

+ Add 'i_::' Refresh < Approve < Reject

< I > Private Endpoint connections

Private access to services hosted on the Azure platform, keeping your data on the Microsoft network Learn more

~ Filter by name or description All connection states b
Connection name T Connection state 7L Private endpoint TJ Description
Mo results.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements No

Subnet2 can contain only App Service apps in the ASP1 App Service plan

As12 will use an IP address from Subnet2 for network communications

OO0 &
QIO O

Computers in Vnetl will connect to a private IP address when they connect to as12
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet

NEW QUESTION 65

- (Exam Topic 3)

You have a website that uses an FQDN of www.contoso.com. The DNS record tor www.contoso.com resolves to an on-premises web server.

You plan to migrate the website to an Azure web app named Webl. The website on Web1 will be published by using an Azure Front Door instance named
ContosoFD1.

You build the website on Web1.

You plan to configure ContosoFD1 to publish the website for testing.

When you attempt to configure a custom domain for www.contoso.com on ContosoFD1, you receive the error message shown in the exhibit.

Md a custom domain ¢

| Add a custom domain to your Front Door. Create a DNS mapping from your custom
domain to the Front Door azurefd.net frontend host with your DNS provider. Learn more

o

Frﬁmend host name
.. FD1.azurefd.net - i i_.il'|i-“:j..| IE’I]

Custom host name * ()
WWW.CONtoso.com f

€ A CNAME record for 'www.contoso.com’ that points to ‘ContosofFD1.azurefd.net’ could
not be found. Before you can associate a domain with this Front Door. you need to
create a CNAME record with your DNS provider for ‘'www.contosa.com’ that points to
‘ContosofFD1.azurefd.net’.

You need to test the website and ContosoFD1 without affecting user access to the on-premises web server. Which record should you create in the contoso.com
DNS domain?

A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net

B. a CNAME record that maps www.contoso.com to Web1l.contoso.com

C. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net

D. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-afdverify-subd

NEW QUESTION 68

- (Exam Topic 3)

You have an Azure Front Door instance that has a single frontend named Frontend1 and an Azure Web Application Firewall (WAF) policy named Policyl. Policyl
redirects requests that have a header containing "string1" to https://www.contoso.com/redirectl. Policyl is associated to Frontendl.

You need to configure additional redirection settings. Requests to Frontendl that have a header containing "string2" must be redirected to
https://www.contoso.com/redirect2.

Which three actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a custom rule.

B. Configure a managed rule.
C. Create a frontend host.

D. Create a policy.

E. Create an association.

F. Add a custom rule to Policyl.

Answer: ABE

NEW QUESTION 72

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions

will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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1
“timeStamp®: “2021-06-02T18:13:45+00:00"
"ressureselD®: T/SUBSCRIPTIONS/489f2hht-aaTy=-30Tv=-g5 71 -463hu 167951 2 RESDURCEGROUPS /RG] M PROVIDERS /HICROSOFT . NETWORE/ APPLICAT IONGATERAYS/AGHL",
“operationMame®: “ApplicationGatewayFirewall®,
“category: “ApplicationGatewayFirewallLag™;
"propecties®: |
inztanceld”: “appgw_07;
"elientIp™t "137.135.10.247,
“clientPort®: **,
“requestUriT: "/legin®,

"ruleSetType”: “0OWASP CRS™

£l

[
"ruleSetVersion™: “3.0.0%,
“rgleld®: “920300%,
"Eesdadge™: “HRequest Missing an Accept Header™,
Taction™: “Matched™,
TEiteT: "Global®;
“details*: |
“mesaage”: *Warning. Match of “\W\*pm AppleWebEit Androidi\\" againat VV\\“EEQUEST HEADER:User-Agenti\\\* required. *,
=data®: =¥,
“file*: “rules\/REQUEST-%20-PROTOCOL-ENFORCEMENT .conf¥,
=line™: T1Z47"
.Il
“hostname®: "appl.contoso.com*,
"transactionld®: "fT546159¢1hikTwal 145621 5131 6ERT™,
"policyld®: "default®;
"policyScope: "Glaobal”™,
"popl leyScopeName® : “Global”™,
|
|

You need to ensure that the URL is accessible through the application gateway. Solution: You disable the WAF rule that has a ruleld of 920300.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 77

- (Exam Topic 3)

You have an Azure virtual network named Vnetl that contains two subnets named Subnetl and Subnet2. You have the NAT gateway shown in the NATgatewayl
exhibit, (Click the NATgateway1 tab)

& NATgateway1 =

MNAT gateway

¥ ] pelete () Refresh
-~ Essentials JSON View
Resource group (change) . RG1

Location : North Europe (Zone 1)

Subscription (change) : Subscription

Subscription 1D : 489f2hht-se7y-987v-g571-463hw3679512
Virtual netwaork : Vnetl

Subnets -

Public IP addresses : 0

Public IP prefixes '

Tags (change) : Click here to add tags

You have the virtual machine shown in the VM1 exhibit, (Click the VM1 tab)
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LI VM1 2

Virtual macrane

- “* Connect P start (Y Restart M Stop & Capture [ Delete ) Refresh

 Essentials

Resource group (change) Operating system

RG1 Windows

Status Size

Running Standard B1s (1 vcpus, 1 GiB memory)
Location Public IP address

Morth Europe (Zone 2)

Subscription (change) Virtual network/subnet
Subscription1 Vnetl/Subnetl
Subscription ID DNS name

489f2hht-se7y-987v-g571-463hw3679512

Availability zone
2

Tags (change)
Click here to add tags

Subnetl is configured as shown in the Subnetl exhibit, (Click the Subnetl tab)

Subneti

Vnetl

MName
Subnetl

Subnet address range * ()
| 10.100.1.0724

10.100.1.0 — 10.100.1.255% (251 + 5 Azure reserved addresses
D Add IPv6 address space ()

NAT gateway

I MATgateway ' |
Metwork security group

I MNone v |
Route table

| RouteTable1 v |

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your
virtual network over service endpoints. Learn more

Services (1)
Microsoft.Storage e |

Service Status

Microsoft.Storage Succeeded

Service endpoint policies
0 selected N |

SUBNET DELEGATION

Delegate subnets to a service ()
| None v |

For each of the following statements, select Yes if the statement is true. Otherwise, select No
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Answer Area

Statements Yes No
VM1 can communicate outbound by using NATgatewayl O O
The virtual machines in Subnet2 communicate outbound by using NATgateway1 O O
All the virtual machines that use NATgateway1 to connect to the internet use the same O O

public IP address

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Box 1: No

VML is in Zone2 whereas the NAT Gateway is in Zonel. The VM would need to be in the same zone as the NAT Gateway to be able to use it. Therefore, VM1
cannot use the NAT gateway.

Box 2: Yes

NATgatewayl is configured in the settings for Subnet2.

Box 3: No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs the use the NAT Gateway can
use different public IP addresses contained within the IP prefix.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

NEW QUESTION 81

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

“timwiTanp™ “HEZ1-BG-02T181 111 4%+00: 007, - - Tk Y
"pagourceld™ FRUNSCRTET IONS e Thbda® - AW La - #eda - BAET - Shdidte el Ju /AL SOURC TGROUSF MG /P TIRERS I C RSO . N TR A A

“ppErallonkase =applicatlonfatewayf lFewall™,
"category " "Applicat lasGatewayF lresal ILDg™ -

“propertles”
"finstanceld “EppEs=_ 8",

"sliemtIp®r “LAF.155. 08,347,

“¢ LismuPort”™

“regqueatitci™r T“Fflagln®,

“ruleSstType™ 1 "WASP _LCH:

"ol e e tVerialon” =50 0%

"raleld”™ S il Sl

"me T AR “Reguest Fisslag an Accept Meader

st ion™ Hatched™

=gite™: “Global™,

"detTalls"

“meiLage dm i L g iatel
"ders”
Pile=r “rulesS/EPOUEST - % 2= PRoTOCON - LR OR(
“iilns~ e L

T L = L T

S TP I L o S L g T L By P

“palileyia” dafault™

“malieyiaupe i Lol |

S Pa Ll gy e fabia

i

You need to ensure that the URL is accessible through the application gateway.
Solution: You create a WAF policy exclusion request headers that contain 137.135.10.24. Does this meet the goat?

A. Yes
B. No

Answer: B

NEW QUESTION 84

- (Exam Topic 3)

Your company has an Azure virtual network named Vnetl that uses an IP address space of 192.168.0.0/20. Vnetl contains a subnet named Subnetl that uses an
IP address space of 192.168.0.0/24.

You create an IPv6 address range to Vnetl by using a CIDR suffix of /48.

You need to enable the virtual machines on Subnetl to communicate with each other by using IPv6 addresses assigned by the company. The solution must
minimize the number of additional IPv4 addresses.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Create an IPv6 subnet that uses a CIDR suffix of: | i |
/20 |
/24 |
/48 |
. /64
For each virtual machine, create an additional: | \ AN

IP configuration
NIC
_Public IPv6 address

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add IPv6 configuration to NIC. "Configure all of the VM NICs with an IPv6 address using Add-AzNetworklInterfacelpConfig"
Source: https://docs.microsoft.com/en-us/azure/load-balancer/ipv6-add-to-existing-vnet-powershell

NEW QUESTION 86
- (Exam Topic 3)
You have an Azure firewall shown in the following exhibit.

. Firewall1 <

Firewall
—
1] Delete n Lock

o Visit Azure Firewall Manager to configure and manage this firewall, =

“ Essentials

Resource group (change) Firewall sku

RG1 Standard

Location Firewall subnet
North Europe AzureFirewallSubnet
Subscription (change) Firewall public IP
Subscription Firewall-1P1
Subscription 1D Firewall private IP
489f2hht-se7y-987v-g571-463hw3679512 10.100.253 .4

Virtual network Management subnet
Vnet1

Firewall policy Management public IP

FirewallPolicy1

Provisioning state Private IP Ranges

Succeeded Managed by Firewall Policy

Tags (change)
Click here to add tags

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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Answer Area

On Firewalll, management by Azure Firewall Manager [answer choice]

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1:

On Firewalll, forced tunneling [answer choice]

is enabled already

' cannot be enabled

is disabled but can be enabled

| is enabled already

cannot be enabled
is disabled but can be enabled

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced tunneling can only be enabled during the creation
of the firewall. It cannot be enabled after the firewall has been deployed.

Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is managed by Azure Firewall Manager.

NEW QUESTION 89

- (Exam Topic 3)

You have Azure App Service apps in the West US Azure region as shown in the following table.

Name App Service plan Mumber of instances
App ASPT =
Apps ASP1 =
App3 ASPZ 2
Appd ASP= 1

You need to ensure that all the apps can access the resources in a virtual network named Vnetl without forwarding traffic through the internet-How many
integration subnets should you create?

00w
o~ WPER

Answer: C

Explanation:

One integration subnet is required per App Service Plan regardless of how many apps are running in the App Service Plan.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration

NEW QUESTION 94
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