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NEW QUESTION 1
Refer to the exhibit.

Craco vidanage

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to
calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Which two image formats are supported for controller codes? (Choose two.)

A. .nxos
B. .qcow?2
C. .ova
D. .bin
E. Togz

Answer: BC

NEW QUESTION 3
Refer to the exhibit.

viManage

@ vEmart

Y vBond

The Cisco SD-VYAN is deployed using the default topology. The engineer v/ants to configure a service insertion policy such that all data traffic between Rome to
Paris is forwarded through the NGFW located in London. Which configuration fulfills this requirement, assuming that the Sen/ice VPN ID is 1?
A)
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London YWaN Edge

vpn 1
service netsvel address 172.16.10.2
service netsve? address 172.16.20.2

vamarl Folicy
palicy
lists
site-list ROME
site-id 2
site-Jist PARIS
site-id 4
control-policy NGFW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence 2
match routs
site-id PARIS
action accept
S8t service netsvel vpn 1
defaul-action accept
I
apply-policy
site-list ROME
control-policy NGFW-5I out

|
site-list PARIS
control-policy NGFW-51 out

B)

Longon YWAN Edge

vpn 1
service netsvci address 172 16,10 2
service netsvel address 172.16.20.2

vSmart P oliy
palicy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGFW- 51
sequence 1
match route
site-id ROME
action accept
sequance 2
match route
site-id PARIS
action accept
default-action accept

I
apply-policy :
site-list ROME control-policy NGFW-5I out

C)

ROME WaN Edge
service FW address 10.1.1.101

PARIS WAN Ed
service FW aﬁ?r%u 10.1.9.1014

vSmart Policy
pelicy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-pollcy NGFW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence I
match route
site-id PARIS
action accept
st service netavel vpn 1
default-action accept
I
apply-policy
site-list ROME
control-policy NGFW-51 out

|
site-list PARIS
control-policy NGFW-5I out

D)
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ROME WaN Edge
service FW address 10.1.1.104

PARS WATR LY Ermae
e

service FW address 10.1.1.101
W (= VAT -
policy
lists
site-llst ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGFW-5I
sequence 1
match route
site-id ROME
Jchon accept
sequence 2
match route
site-id PARIS
action accept
default-action accept
|
apply-policy
site-llst ROME control-pollcy NGFW-51 out

Cy

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 4
What is the role of the Session Traversal Utilities for NAT server provided by the vBond orchestrator?

A. It facilitates SD-WAN toners and controllers to discover their own mapped or translated IP addresses and port numbers

B. It prevents SD-WAN Edge routers from forming sessions with public transports among different service providers

C. It facilitates SD-WAN Edge routers to stay behind a NAT-enabled firewall while the transport addresses of the SD-WAN controller are unNAT-ed
D. It allows WAN Edge routers to form sessions among MPLS TLOCs using only public IP addresses

Answer: C

NEW QUESTION 5
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 6
Which two hardware platforms support Cisco I0S XE SD-WAN images" (Choose two)

A. ASR1000 series
B. ISR9300 series

C. vEdge-1000 series
D. ASR9000 series
E. ISR4000 series

Answer: AE

NEW QUESTION 7
On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub

C. vEdge at the hub
D. vSmart at the branch

Answer: C
NEW QUESTION 8
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time
B. System Status
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C. ACL Logs
D. Events

Answer: A

Explanation:

+ Using Cisco vManage

View the conhigured services on the Real Time monitoring page (Monitor > Network > hub-device > Real Time). For Device Options, select OMP Services

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 9
Refer to the exhibit.
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The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

policy
policer bursty-traffic
rate 1000000
burst 20000
exceed remark
access-list policer-bursty-traffic
sequence 10
match
source—-ip 36.0.1.0/24
action accept
rolicer bursty-traffic
default-action accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 10
What is the default value (in milliseconds) set tor the poll interval in the BFD basic configuration?

A. 300,000
B. 600,000
C. 900,000
D. 1,200,000

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 10
Which set of platforms must he in separate VMS as of release 16.1?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D

NEW QUESTION 15
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with
multiple WAN Edge devices How is this policy added using the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A
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NEW QUESTION 18

Which two different states of a WAN Edge certificate are shown on vManage? (Choose two.)

A. inactive

B. active

C. staging

D. invalid

E. provisioned

Answer: BE

NEW QUESTION 22
Refer to the exhibit.

LAB-ROUTER#show 1p route vrf 100
Gateway of last resort 1s 10.1.9.2 to

network 0.0.0.0

m* 0.0.0.0/0 [251/0) via 10.1.9.2, 06:10:53
[251/0]) via 10.1.9.3, 06:10:53
O 10.80.6.0/2¢
(110/300) via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
[(110/300] via 172.19.75.66, 1lwld, GigabitEthernet0/0/1.11
O 10.80.56.0/24
[110/300] via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
(110/300) via 172.19.75.66, 1lwdd, GigabitEthernet0/0/1.11

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are

verified by the output? [Choose two.)

A. The routing table is for the transport VPN.

B. The default route is learned via OMP.

C. This routing table is from a cEdge router.

D. The default route is configured locally.

E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 26

What are two benefits of installing Cisco SD-WAN controllers on cloud-hosted services? (Choose two.)

A. utilizes well-known cloud services such as Azur

B. AW

C. and GCP

D. accelerates Cisco SD-WAN deployment

E. allows integration of the WAN Edge devices In the cloud

F. installs the controllers in two cloud regions in a primary and backup setup
G. automatically Implements zone-based firewalling on the controllers

Answer: BD

NEW QUESTION 30
Refer to the exhibit.
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(1) (-1)
eth1 eth0
vManage
(:2) (-2) 150.5.1.0/28
eth1 eth0 Transport
14
vSmart (-14) u
Mgmt
HQ
(.3) ,i\ (.3)
oth0 W8 ge0/0
vBond
vManags w3t
Bys tam Fystes
syastsm-ip 10 .1D.10,101 system-ip 10.310.13,102
hast-name wManage host-pame vImart
atbea-id L aite-itd 1
clock timezone Eurcpe/lLondon clock timezgne EuropeSLondon
vhand 1%3.%. 1. % veomd 120 8% 1.3
organization-nane Cisco.com organiration-mame Cisoo.com
wpa @ vpr 0
interface athld interface sthi
ip addreas 150 _5.1.1/78 ip address 150.5.1 2728
mo shut et Shut
tunnel-interface tunnel-interface
allow-nervice all allow-ssrvice all
ip zoute 0.0.0.0/0 150.5.1.14 ip rowte ©.0.8.0/0 150.5.1.14
! '
aommi € cosmi ©

vBond

systam
system-ip L0Q.10.10 103
host-name wBond
site=1d 1
clock timsroms Europe/Lomdon
whond 150 .5.1.3
srganigition-nans Clisco . Som
1
vpa 0
intarface ol 0
ip addrean 150 5% 1 %28
no  shut
tunnel-interface
ancapsulation iLpsec
allow-amrvice all
ip route D 0.0 OFf0 150.5.7, 14

commt t

An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local

B. Configure the tunnel interface on all three controllers with a color of transport

C. Remove the encapsulation IPsec command under the tunnel interface of vBond.

D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmart

Answer: A

Explanation:
Conhgure the IP address of Cisco vBond Orchestrator, Cisco vBond Orchestrator’s IP address must be a public IP address, to allow ali Cisco

vEdge devices in the overlay network to reach Cisco vBond Orchestrator;
vBond (config-system) évbond ip-address local

In Releases 16.3 and later, the address can be an IPvd or an [Pv6 address. In earlier releases, it must be an [Pvd address. A vBond orchestrator is
effectively a vEdge router that performs only the orchestrator functions. The local option designates the device to be Cisco vBond Orchestrator,
not a vEdge router. Cisco vBond Orchestrator must run on 2 standalone virtual machine (VM) or hardware router; it cannot coexist in the same
device as a software or hardware vEdge router

NEW QUESTION 33
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?
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vpn 512

interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-service netconf
no allow-service ntp
no allow-garvice stun

vpn 0

interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

vpn 312

interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sshd
allow-zervice netcont

vpn 0

interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sshd
allow-service netconf
ne shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 38
Which two virtualized environments are available for a company to install the controllers using the on-premises model? (Choose two )

A. VMware vSphere ESXi

B. VMware Workstation

C. kernel-based virtual machine
D. OpenStack

E. Microsoft Hyper-V

Answer: AD

NEW QUESTION 43
What are the two impacts of losing vManage connectivity to fabric in the Cisco SD-WAN network? (Choose two)

A. Policy changes propagation stops

B. Statistics collection stops

C. BFD peering between WAN Edge devices are unestablished
D. Creation of templates is impossible

E. IPsec tunnels tear down for WAN Edge devices.

Answer: AB

NEW QUESTION 46
Which component is used for stateful inspection of TCP, UDP. and ICMP flows in Cisco SD-WAN firewall policies?

A. zones

B. sites

C. subnets
D. interfaces

Answer: A

NEW QUESTION 50

A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN
fabric?

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.

C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation:
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The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the wSmart controllers over each transport. The routers also form a permanent DTLS or TLS
conirol connection to the vManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN
Edge routers using IPsec lunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs

NEW QUESTION 52
Refer to the exhibit

Internet

L2
E Switch

Edge-1

SD-WAN Controllers (Cisco Hosted)

NAT

Router

&

Edge-2

Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?

A)

R1

vpn 512

Interface eth0

Ip address 10.0.0.21/24
no shutdown

|
Ip route 0.0.0.0/0 10.0.0.254

E

vpn 512

interface ethi

ip address 10.0.0.2r24
no shutdown

|

|p route 0.0.0.0/0 10.0.0.254

B)

R1

vpn 10

interface gel'2

lp address 10.10.10.9/29
no shutdown

f

lp route 0.0.0.0/0 10.10.10.41

=

Vpn 10

Interface ge0/2

ip address 10.10.10.10/28
no shutdown

I

Ip route 0.0.0.0/0 10.10.10.11

C)
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'-_ t

vpn 0

interface 10ge0/0

ip address 10.50.0.2/29
ne shutdown

]

Ip route 0.0.0.0/0 10.50.0.3

-
ha

vpn 0
interface 10ge0/0
ip address 10.50.0.1/29

no shutdown
I

Ip route 0.0.0.0/0 10.50.0.3

D)

K1

vpn 0

interface ge0'0

ip address 10.50.0.2/30

tunnel-interface
]

lp route 0.0.0.0'0 10.50.0.4

vpn 0

interface ge0/0

ip address 10.50.0.3/30
tunnel-interface

Ip routs 0.0.0.0/0 10.50.0.4

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 56

Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 58

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the

requirements?

A. Cisco Trust Anchor module
B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS

Answer: D

NEW QUESTION 63

When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 30?

A)
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apply-policy
site-list 20-30
vpn-membership disallow-vpn 1
!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
!
vpn-list VPN 1
vpn 10
vpn 20
!
!
vpn-membership disallow-vpn 1
sequence 10
match
vpn-list VPN 1
!
action reject
!
I

default-action accept
B)
policy
lists
site-list 20-30
site-id 20
site-id 30
!
prefix-list drop-list
ip-prefix 10.200.1.0/24
!
!
control-policy drop-unwanted-routes
sequence 10
match route
prefix-list drop-list
1
action reject
|
|
default-action accept
C)
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apply-policy
site-list 20-30
vpn-membership disallow-vpn1
1
!
policy
lists
site-list 20-30
site-id 20
site-id 30
|
!
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject
|
!
default-action accept
D)
policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequence 10
match route
vpn-list All-BPs
|
action accept
export-to vpn-list Enterprise-BP
|
!
!
default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 65

A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be

configured to get the fastest failover to standby?
A. lower timer interval

B. prefix-list tracking

C. higher group ID number

D. OMP tracking

Answer: B

Explanation:
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vEage (config-vrrp)+ track-prefix-list [ist-napms

NEW QUESTION 69
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 73
What is the default value for the number of paths advertised per prefix in the OMP feature template?

COow>
== oA
o N

Answer: C

NEW QUESTION 77
Which feature delivers traffic to the Cisco Umbrella SIG cloud from a Cisco SD-WAN domain?

A. L2TPv3 tunnel

B. IPsec tunnel

C. local umbrella agent
D. source NAT

Answer: B

NEW QUESTION 79
Which protocol detects path status (up/down), measures loss/latencyijitter, and measures the quality of the IPsec tunnel MTU?

A. OMP
B. IP-SLA
C.BFD
D. DTLS

Answer: C
NEW QUESTION 84

Two sites have one WAN Edge each WAN Edge has two public TLOCs with no restriction configured. There is full reachability between the TLOCs. How many
data tunnels are formed on each Edge router?

00 w»
A OOOKON

Answer: D

NEW QUESTION 85
Refer to the exhibit
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H

sp-organlzation-name
yrganlization-name
system-11

) :
root-ca-chain-status
rertificate-status

LS 3
L T

m o
L

T
L & T =

vManagefshow control local-properties

personallty
1

e

nage

s I 0
t -:_'111“_" 1
talled

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO

and share the same organization name, but the control connection is not initiated- Which action resolves the issue?

A. Synchronize the WAN Edge list on vManage with controllers.
B. Configure NTP on both controllers to establish a connection.
C. Configure a valid systom IP on the vBond controller.
D. Configure a valid vBond IP on vManage.

Answer: D

NEW QUESTION 87

Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?

A. Data

B. Orchestration
C. Management
D. Control

Answer: B

Explanation:

The Cisco SD-WAN solution is comprised of separate orchestration, management, control, and data planes.

o The orchestration plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay.

NEW QUESTION 88
Refer to the exhibit.

Q
Gﬁ\ﬁ
e
Customer A
Gel/2 Gel/2

R1

TLOC Extension

R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity

over the MPLS connection?
A)

R1
interface gel/2
ip address 34.34 34 1/30
tloc-extension gel/i
wnnel-interface
color mpls

R2
interface gel/2
ip address 34.34.34.2/30
tloc-extension ged/
tunnel-interface
color public-internet

B)
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Ri

interface ge(/2
ip address 34.34.34.1/30
tloc-extension geld/

R2
interface ge0/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)

vpn 0
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
I

route-policy OSPF_Route_Policy
sequence 1

match

address W2_Loopback

I

ﬁnn accept
set
metric 100
metric-type typel
D)
vpn 10
name """ Service VPN 10 ="
router
ospf
rcdl;u-iblm omp route-policy OSPF_Route_Policy
area
interface ge0/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
'

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
]

action acceot
A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 93
Refer to the exhibit
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vManage# show certificate installed

Server certificate

—— e e e e ——

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
d0:d1:£f0:e0:63:52:¢9:3a
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=UK, ST=ENG, L=London, O=ABC, CN=SDWAN.lab
Validity
Not Before: Jul 30 19:42:30 2020 GMT
Not After : Jul 30 19:42:30 2021 GMT
Subject: C=US, ST=California, L=San Jose, OQU=ABC,
O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9f££f5-
10e810£9ddab-0.vm

Subiject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?
A)

n— — e — e - e -

00T Gonerate tho HootGa Coartfealo

oy Wt e

openssl x509 -req -in vmanage_csr \
CA ROOTCA pem -CAkey ROOTCA key -CAcreateaserial \
out vmanage.crt -days 165 -shallbé

Step2 Install the RootCA Certficala |

vManage > Administration > Settings > Controfier Certficate Authonzation >
Enterprise Rool Certificalo

B)
Step1: Generale the RootCA Certificate
opensal x509 -req -in vmanage_csr \
=CA ROCTCA.pem -CAkey ROOTCA.key -CAcreateserial
~out vmanage.crt -days 365 -sha2SE
Step2: Install the RootCA Ceriifficate
vianage > Administration > Settings > Controller Certificate Authonzation >
Symantec Automated (Recommandad)
C)
Sep1: Generate the RootCA Cartificate
vManage: ~Sopenssl req -x509 -new -nodes -key ROOTCA. key -
shal56 -days 2000 %
~suby “/CoUK/ST=ENG/L=London/O=XYZ/CN= SDMAN.lab " \
=out ROOTCA.pam
Step2: Install tho RootCA Certificale
vManage > Administration > Seltings > Controlier Certificate Authonzation >
Enterprise Root Centificate
D)
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Stepl: Genosate the RoolCA Certificat

vManagelopenssl req -x509 -naw -nodes -key ROOTCA key -sha25s
-days 2000 %
-aubj “SCsUK/ST=ENG/L=London/O=ABC/CN= SDHAM.lak = %
~out ROOTCA. pom

Step2: Install thie RootCA Certficate

vidanaga > Administration > Seltings > Coaltroler Certificala Authonizatn =
Symaniec Aviomated [Recommendad)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

~

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step

NEW QUESTION 97
Refer to the exhibit

Cisco vManage
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vManage and vBond have an issue establishing a connection to vSmart Which two actions does the administrator take to fix the issue? (Choose two)
Install the certificate received from the certificate server.

A. Manually resync vManage and vBond

B. Reconfigure the vSmart from CLI with the proper Hostname & System IP

C. Delete and re-add vSmart Click Generate and validate CSR

D. Request a certificate from the certificate server based on the CSR for the vSmart

Answer: CD

NEW QUESTION 98
Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID

C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address

E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 103

How must the application-aware enterprise firewall policies be applied within the same WAN Edge router?
A. within and between zones

B. between two VPN tunnels

C. within zone pair

D. between two VRFs

Answer: C

NEW QUESTION 107
A network administrator is configuring an application-aware firewall between inside zones to an outside zone on a WAN edge router using vManage GUI. What
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kind of Inspection is performed when the “inspect” action is used?
A. stateful inspection for TCP and UDP

B. stateful inspection for TCP and stateless inspection of UDP

C. IPS inspection for TCP and-Layer 4 inspection for UDP

D. Layer 7 inspection for TCP and Layer 4 inspection for UDP

Answer: A

Explanation:

Cisco's Enterprise Firewall with Application Awareness uses a flexible and easily understood zone-based model for traffic

inspection, compared to the older interface-based modal.

A firewall policy is a type of localized security policy that allows stateful inspection of TCP, UDP, and ICMP data traffic flows.

NEW QUESTION 109

What is the maximum number of IPsec that are temporarily created and converged on a new set if IPsec Sas in the pairwise keys process during a simultaneous

rekey?

00w
oo ~N

Answer: B

NEW QUESTION 112
Refer to the exhibit.

Edgel# show control connections

PEER

EER PEER PEER SITE DOMAIN PEER PRIV PEER

PE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
smart dtls 10.2.2.2 1 1 10.50.0.5 12446 10.50.0.5
smart dtls 10.2.2.2 1 1 10.50.0.5 12446 10.50.0.5
bond dtls 0.0.0.0 (4] 0 10.50.0.9 12346 10.50.0.9
bond dtls 0.0.0.0 0 0 10.50.0.9 12346 10.50.0.9

anage dtls 10.1.1.1 1 0 10.50.0.1 12446 10.50.0.1

up

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves this goal?
A)

E_nom;mn | CERTWICATES
WAN [dge Lin Comtrplbery

o= Barad ts Costraliary Cork Sond i Contrallers 23 5y== P WAN [dge Iat om0l comtrnlen

* vidge Clowd  9a0cira0 2443 Tdoc-cS . vEdge! 1010101 BCAZAEID

° vidge Clowd  ccSdaae9bb)-Jowd s vidge? 1010107 [1rorsa
* vidge Cloud  d7D1EBBEITIBHINIE.  Widgsd 1010103 I SOAGAED
2 vidpe Closd  9abSMISdall Toe2cd vidged 1010104 BOSIIGYS
L) widge o Q1IR30 «T3e 411760 Wdged 1810105 FALLDIT &
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. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: A

NEW QUESTION 114

Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud

B. ISR4321, ASR1001,
C. ISR4321, ASR1001,

Nexus, ENCS
ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 119

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?

A)

vpn O

interface ethi
ip address 10.50.0.1/24
wnnel-interface
color mpls

B)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color biz-nternet

D)
vpn 0
interface ethi
ip address 10.50.0.1/24

tunnel-interface
color default

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 122

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
D. MD5

E. SHA-2

Answer: AB

Explanation:
Configure SNMPY3

Ldd
My

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 125

In which file format is a critical severity report downloaded from the MONITOR | ALARM tab in the vManage GUI?

A. .txt

B. .pdf
C.csv
D. xlsx

Answer: C

NEW QUESTION 129

Mawi | lear
00 IvEW Use

Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?

A. RIB
B. FIB
C. OMP
D. TLOC

Answer: C

NEW QUESTION 133
Refer to the exhibit
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SDWAN Topology

Islamabad HQ
Networks System IP:
192.168.1.0/24 10.10.10.1
193.168.1.0/28 10.10.10.2
10.10.10.3
vManage vomart

\’ System IP:
,\ 10.10.10.10

Internet
System IP p— e ~ _, "'éy‘stem“iP N, O \ SystemIP
101.11 _~ — ~_ .~ 10222 ~—_\ 10.3.3.3
Beiging __ Istanbul Mashhad
f#i B .J;.." ™ 4
> )
|r )‘L‘!J} 0*‘\ lx‘ fu- -*- m l.*.
CSR L3 CSR L3
1000v Switch 1000v Switch
Networks Networks Networks Networks
172.16.1.0/24 172.16.5.0/24 172.16.7.0/24 172.16.1.0/24
172.16.2.0/24 VPN 91 172.16.6.0/24 172.16.8.0/24 VPN 92 172.16.1.0/24
172.16.3.0/24 172.16.1.0/24
172.16.4.0/24 VPN 91 VPN 92 172.16.1.0/24
() Centralized Policy | () Localized Policy
CLI Policy CLI Policy
Lists Lists
Topology Forwarding Class/QoS
Traffic Policy Access Control Lists
Route Policy

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call
the SLA class and set the preferred color to MPLS?

A. Localized Policy, Route Policy

B. Centralized Policy, Traffic Policy
C. Localized Policy, Forwarding Class
D. Centralized Policy Topology

Answer: B

NEW QUESTION 136
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B

NEW QUESTION 139

What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager
D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond
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Answer: A

Explanation:
T

D o framem et | £ Farriae rantral fraffie auar carniira NT S A
* VPN Qs the transport VPN. It carries control traftic over secure DTLS or

gl o RIOE L U LDl ] = o

-

el e e e e e | i i irs WA K] $vancmmrt 1 o e e ¥ 15 AR i
the overlay network can function, you must configure WAN transport interfaces in VPN 0

NEW QUESTION 141
Which Cisco SD-WAN component the initial communication between WAN Edge devices to join the fabric?

A. WAN Edge Router
B. vSmart Controller
C. vManage

D. vBond Orchestrator

Answer: D

Explanation:

The Cisco vBond Orchestrator archestrates the initial control connection between Cisco vSmart
Controllers and vEdge routers. It creates DTLS tunnels to the Cisco vSmart Controllers and vEdge
routers to authenticate each node that is requesting contral plane connectivity. This authentication

NEW QUESTION 143

LS connections between vSmart controllers and
vEdge routers, and between vSmart controllers and vBond orchestrators. Initially, VPN 0 contains all a device's interfaces

r K a4 TRl 3 L T ot Fa o el Caeiaa #anmbral mnlsrma s aetakiis e mnlE B Haar
except for the management interface, and all the interfaces are disabled. For the control plane to establish itself so that

An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this

task in vSmart?

vpn 1
interface ge 0/4
policer policer-conp in

fpoticy
data-policy policy-ccnp
vpn-list list-cocnp
sequence number
action accept
sel policer policer-conp

policy
access-list ist-conp
G sequence number
achon accepl
policer policer-ccnp

vpn 1
] interface ge 0/4
policer pohicer-conp out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 146

Which Cisco SD-WAN component facilitates the initial communication between WAN Edge devices to join the fabric?
A. vSmart Controller

B. WAN Edge Router

C. vManage

D. vBond Orchestrator

Answer: D

NEW QUESTION 148
Refer to the exhibit
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The network team must configure EI GRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-mode| vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

A)

vpn 0
interface gel/D
description “*** Internat Clrcult ==
ip address 209.165.200. 229730
tunnel-intarface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28

redistnbute omp

vepn 312
interface eth0
shutdown

B)
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vpn 0
interface gel/0
description "= Internet Circuit ="
ip address 209.168.200.22%/20
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

vpn 312
interface eth(0
shutdown

C)

vpn 0
interface ge0/0
description “*** Intermet Circuir ~="
ip address 208.166.200.228/30
tunnel-interface
sncapsulation ipsec
color public-internet
allow-service all

vpn 1
router
sigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

Interface gel’
ip address 10.0.0.1/28

vpn §12
interface ethi
shutdown

D)
vpn 0
vpn 1
interface gel/0
description “*** Inmternet Circuit "™
ip address 200.168.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0
ip address 10.0.0.1/28

vpn 512
interface ethQ
shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 150

A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to

accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the
transport side.

NEW QUESTION 154
Which percentage for total memory or total CPU usage for a device is classified as normal in the WAN Edge Health pane?

A. more than 80 percent usage

B. less than 70 percent usage

C. between 70 to 90 percent usage
D. more than 90 percent usage

Answer: B

NEW QUESTION 157
An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)

L3 O WA T

C L e

[ Change Madde = 1 Upioad WAN (dge Unt (4 [nport Botownp Combugursnan | £ Syme Somart Aot |

WAN Edge Cloud Certificate Authorization Automatod

vidge Cloud 0 Automatled (W

Mamual ||

-

O CONFIGURATION

WAN Edge Livt

A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Devices

NEW QUESTION 162

An enterprise is continuously adding new sites to its Cisco SD-WAN network. It must configure any cached routes flushed when OMP peers have lost adjacency
Which configuration allows the cached OMP routes to be flushed after every 24 hours from its routing table?

A)
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Advertize

Graceful Restart for OMP

Owverlay AS Numnber

Graceful Restart Timer (seconds)

Number of Paths Advertised per Prefix

ECMP Limil

Shutdown

Yes

Off

® Mo

B)

Timers

Adverlise

Gracelul Restart for OMP

Cwerlay AS Number

Graceful Restart Timer (seconds)

Number of Paths Adverlised per Prefix

ECMP Limit

Shiddown

B

Yos

Mo

aw

C)

Advertise

Gracoful Restart for OMP

Overlay AS Humber

Graceful Restart Timer [seconds)

Wumber of Paths Advertrsed per Prefic

ECMP Limmt

Yes

oH

Mo

Advertise

Gracelul Restart for OMP

Overlay AS Mumber

Graceful Restart Timer [seconds)

Number of Paths Advertised per Prefix

ECMP Limit

Shiutdown

Yes

Off

4

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B
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NEW QUESTION 164
Refer to the exhibit.

vEdge-2(config-vpn-0)#interface ge0/2.101

vEdge-2(config-interface)#tloc-extension ge0/0
vEdge-2(config-interface #mtu 1496
vEdge-2(config-interface#no shutdown

vEdge-2(config-interface#ip address 10.1.100.0/24

What binding is created using the tloc-extension command?

A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service

B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport
D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport

Answer: D

Explanation:

tloc-extension

Bind this interface, which connects to another vedge router at the same physical site, to the local router's WAN transport interface (on vEdge routers only)

NEW QUESTION 166

An enterprise deployed a Cisco SD-WAN solution with hub-and-spoke topology using MPLS as the preferred network over the Internet. A network engineer must
implement an application-aware routing policy to allow ICMP traffic to be load-balanced over both the available links. Which configuration meets the requirement?

A)

app-route-policy VPN _10_AAR
vpn-list VPN_50
sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0

action

sla-class ICMP_SLA preferred-color public-internet

sla-class ICMP_SLA preferred-color mpls

B)
app-route-policy _VPN_10_AAR
vpn-list VPN_50
sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0

action
sla-class ICMP_SLA

C)
app-route-policy _VPN_10_AAR
vpn-list VPN_50
sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0

action
sla-class ICMP_SLA preferred-color mpls
backup-sia-preferred-color public-internet

D)
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app-route-policy VPN_10_AAR
vpndist VPN_50
sequence 21
maltch
app-ist ICMP
source-ip 0.0.0.000

action
sia-class ICMP_SLA preferred-color mpis public-internet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 169
An organization wants to discover, monitor, and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?
A)

Cisco viManage

X COMFIGURATION | POLIGIES |ocakized Palicy = Add Palicy
policy
!
app-visibility
1

E-T Application Firewall

2. gti)rect application traffic to a firewall
— 0

: |Classfﬂos maps for packet forwarding
1771 Service Chaining

s IRamuting data traffic through firewalls, load balancers and IDPs.
= Traffic Engineering

== Direct control traffic along a desired path.
Custom

Create a custom policy.

C)
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Cisco vManage

Dashboard L2 CONFIGURATION | POLICIES Contralized Policy > Add Policy

Monitor

policy
Contguration sla-class Gols
Tools latency 1
loss 1
jitter 1

Maintenance :

app-route-policy VPN10 App Route
vpn-list VPN1O

sequence 1
match

Administration

vAnalytics

app-list Telnet
sgurce-ip 0.0.0.0/0
!
action
ala-class Gold preferred-color mpls
backups-zla-preferred-color public-
internet

lists

app-liat Telnet
app telnetc

!

site-list ALL
site-id 1-4

!

vpn-list VPN10
vpn 10

apply-policy
site-list ALL
app-route-policy HFFHquApp_cht&

D)
Cisco wilanage

# CONFIGLRATION | POUGIES A2 Clficusd Peicy
N AAR
Deucription Mﬁ

Cllowd Template  active Fics Timeout 30-3600 seconds
Inmctren Flom Tameout 1-3600 seconds
Flow Babrash 60-86-400 records
Bamglieg teterval 1-65536 seconds
Collecter List
0 Maw Coleohon
S > st = { Cmmentpel
10 11119 65 fransport_Icp

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 174
Which controller is used for provisioning and configuration in a Cisco SD-WAN solution?

A. vBond

B. Manage

C. WAN Edge router
D. vSmart

Answer: B

NEW QUESTION 179
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

A. Azure private endpoint
B. GRE tunnel

C. IPsec tunnel

D. Azure peer link

Answer: C

NEW QUESTION 184

An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?
A. App-route policy

B. VPN membership policy
C. Control policy

D. Data policy

Answer: A

Explanation:
An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance charactenslics that are necessary to transmit the
applications’ data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices

NEW QUESTION 188
Which protocol is used to propagate multicast join requests over the Cisco SD-WAN fabric?

A. ARP

B. Auto-RP
C. OMP

D. IGMP

Answer: D

NEW QUESTION 190
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM

Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 195
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

A. queue 0
B. queue 1
C. queue 2
D. queue 7
Answer: C

NEW QUESTION 200
WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?
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A.1-19
B. 0-18
C.0-19
D.1-18

Answer: C

NEW QUESTION 203
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create the network structure to which
the policy applies

group
items that an engineer can call in the
match or action components of a policy

Associate a policy with sites and VPNs in
the overlay network

Create the match and action conditions
of a policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 208
A customer must upgrade the cisco SD-WAN devices and controllers from version 19.2 to version 20.3. The devices include WAN Edge cloud, vManage, vSmatrt,
and vBond. Which types of image types of image files are needed for this upgrade?

A. one file for vManage and one file for all other devices with extension tar.gz

B. one file for vManage, one for vSmart and one for vBond + WAN Edge Cloud with extension.bin
C. one file for vManaga, one for vSmart and one for vBond + WAN Edge Cloud with extension tar.gz
D. one file for vManaga and one file for all other devices with extension .bin

Answer: C
Explanation:
https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1
NEW QUESTION 212
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?
A. 2 seconds
B. 3 seconds
C. 1 second
D. 5 seconds
Answer: C

NEW QUESTION 216
Which VPN must be present on at least one interface to install Cisco vManage and integrate it with WAN Edge devices in an overlay network site
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ID:S4307T7E78F297?

A. VPN 512

B. any VPN number selected
C. services VPN range 0-511
D. VPNO

Answer: D

NEW QUESTION 220
Which protocol Is used by the REST API to communicate with network services in the Cisco SO-WAN network?

A. SSL

B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 221
How are custom application ports monitored in Cisco SD-WAN controllers?

A. Customers add custom application ports in vAnalytics and vManage.
B. Customers add custom application ports in vAnalytics and vSmart.
C. Cisco adds custom application ports In vAnalytics and vManage.

D. Cisco adds custom application ports In vAnalytics and vSmart.

Answer: A

NEW QUESTION 223
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers

B. Configure and monitor vEdge routers.

C. Authenticate and authorize vEdge routers.

D. Distribute the IP address from DHCP server to vVEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE
Explanation:
il Hnn il pardnllar - Tiis sofiiisns Siamal saumiimon sl b s aoo s el o n ds anmbes Eondd dmon] afem o e OV AR asbinids -
Vomar COnirone 1S Soitware-Dased component 1S responsible for the cenlraiized control piane of the SU-WAN network. It
somrmban e A AR P ok ta o masls THAM C s Aied b [ - limio 1o § 1 ka Puarl=u Mlanasamant
ma Sne if -lr\;n-,'. \ % Aol I.II | M F =14 " I 1M Be FAirae rﬁ iy nrﬁlrnn-l Wi no TT=T4 Aar Maman
aintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management
atAasnl |F'1.ip'. arding &e A& fraits r::.-'-‘nll F alea arslacteatae tha eariiras Aats nlana aannadtnaths hatuaan Hhe IAMAN EAr & FAiitare
p-rx-'l'-\.l\.-'.' I_'n_-ll'i' |, Y G2 d TWULG TG | i WGt GG IS SUWRIT Wakd LiC '-? Wi LLUVILY UETWEEH HIC VeRIN t'.-':_:.- IR
& l'l-'.-'_' bilsal H|'|.l1|'|n_ L {ul] -r'._'._r-rrv-l-llnn Afififating ;rn'ﬁ'. I|I|I|-I'|: i:l MA FRITareE allannm '._"‘-I ARl '".'.r'.';_ .,'f.':_'_'_' AFAH ',_ f
|.:.| 4 EC.ﬂ e il § Ll P wy IR ."..1.."-'.| W Il E‘ rj LR IFA | LU VUG . @l | B g Vel ¥ audighle, INLTICaS Gl

NEW QUESTION 228
An engineer builds a three-node vManage cluster and then realizes that multiple nodes are unnecessary for the size of the company. How should the engineer
revert the setup to a single vManage?

A. Remove two rode from the three-node vManage duster

B. Use the cluster conversion utility lo convert to standalone vManage
C. Restore vManage from the backup VM snapshot

D. Leave the duller as & and point to one vManage

Answer: B

NEW QUESTION 232

Which secure tunnel type should be used to connect one WAN Edge router to other WAN Edge routers?
A.TLS

B. DTLS

C. SSL VPN

D. IPsec

Answer: D

NEW QUESTION 233

How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
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C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.
D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation:
Replicators

For efficient use of WAN bandwidth, strategic Cisco SD-WAN routers can be deployed and configured as replicators throughout the overlay network. Replicators
mitigate the requirement for a Cisco SD-WAN router with local sources or the PIM-RP to replicate a multicast stream once for each recerver. As discussed above,
replicators advertise themselves, using OMP multicast-autodiscover routes, to the Cisco vSmart Controllers in the overlay network. The controllers then forward the
replicator location information to the PiM-enabled Cisco 105 XE SD-WAN routers that are in the same VPN as the replicator

NEW QUESTION 235
Which two products that perform lifecycle management for virtual instances are supported by WAN Edge cloud routers? (Choose two.)

A. OpenStack

B. AWS

C. VMware vCenter
D. Azure

E. IBM Cloud

Answer: AC

Explanation:
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-ct
The followming figure illustrates Cisco viEdge Cloud router solution elements

i el i s e il i i i e S e A il A i il ki A - e A -~ il il i il i s

OpenStack VMware ' Customer owned and
Cloud Software vSphere ! operated

VM Orchestration tools

Cisco vEdge cloud

NEW QUESTION 240
Refer to the exhibit.

. Ge0/0

Ge0/0 GeD/0 |- :"f'il

Fa0/1

Ge0/

ISP Network Cloud

Enterprise Network

An enterprise network is connected with an ISP network on an 80 Mbps bandwidth link. The network operation team observes 100 Mbps traffic on the 1Gig-ISP
link during peak hours Which configuration provides bandwidth control to avoid traffic congestion during peak hours?
A)
policy-map CUS_PMAP
class CUS_CMAP
police 80000000 300000
|

interface gigabitethernet 0/0
description =~ TO SW

ip address 10.0.10.5 255.255.255.0
service-policy input CUS_PMAPd
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B)

policy-map SHAPE_MAP
class class-default
shape average 80000000
|

interface gigabitethermet 0/1
description *** TO ISP ***
ip address 10.0.20.5 2565.2565.265.0
service-policy output SHAPE_MAP
C)

policy-map CUS_PMAP
class CUS_CMAP

police 80000000 300000
|

;nurl'nne gigabitethermet 0/0
description = TO ISP =

ip address 10.0.20.1 255.255.255.0
service-policy input CUS_PMAP

D)

policy-map SHAPE_MAP

class class-default
shape average 8000000
|

int-rfm glgabitethemet 01
description """ TO IG rack P455:A882:GT18 ***

e cmalladlae e il A A F ARE ARE AEBE A

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 245

In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

0Ow>
g e R

Answer: D

NEW QUESTION 248

An engineer must deploy a QoS policy with these requirements:

* policy name: App-police

« police rate: 1000000

* burst: 1000000

« exceed: drop

Which configuration meets the requirements?

vpn-list VPN10
seguence 1
miatch
L app-list youtube
action accept
set
policer App-police

policy
data-policy policy-name
vpn-list 10
B, sequence 1
action accept
set

policer App-police

vpn 10
inerface gel/0/0

C. sat
policer App-police in
default action accept
policy
[ action accept
et
policer App-police

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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NEW QUESTION 251
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. SD-AVC Certificate

B. WAN Edge Certificate
C. Controller Certificate
D. Web Server Certificate

Answer: D

NEW QUESTION 253
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

| [BFD for Transport Tunnel
poll interval
Color
hello interval
PMTU discovery | BFD for Application-Aware Routing
multiplier |
L J

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 254
Refer to the exhibit.
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Cisco vManage

¢ CONFIGURATION | TEMPLATES

H
Device Feature
|
Feature Template Add Template BGP
e d
Basic Configuration Unicast Address Family MNeighbor Advanced
E N
o
Shutdown & - Yes & No
AS Number = 65590
Router ID * 192.168.1.1
Propagate AS Path - @® On [ off
Internal Routes Distance @~
Local Routes Distance & -
External Routes Distance % -

Which configuration value is used to change the administrative distance of iBGP routes to 207?

A. Configure internal Routes Distance to 20
B. Configure Propagate AS Path to off

C. Configure Local Distance to 20

D. Configure External routes distance 20

Answer: C

NEW QUESTION 257
An engineer creates this data policy for DIA for VPN 10:

data-policy DLA
vpn-list VPN-10
sequence 10
maftch
destination-data-prefix-list INTERNAL-NETWORKS
[ ]

action accept

Which policy sequence enables DIA for external networks?

sequence 5
match
source-ip 0.0.0.0/0
]
action accept
nat use-vpn 0

sequence 5
miatch
destination-ip 0.0.0.000
L]
action reject
1
i

defaull-action accept

sequence 20
match
destination-ip 0.0.0.0/0
L]
action accept
nat use-vpn 0

sequence 20
match

source-ip 0,0.0.0/0
(]

action reject
1
| ]

default-action accept
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 262
How is a TLOC uniquely identified from a WAN Edge router to the SD-WAN transport network?

A. system IP address
B. VPN ID

C. OMP

D. SD-WAN site ID

Answer: A

NEW QUESTION 267
A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.
Which set of configuration commands accomplishes this task?
omp
timers

advertisement-interval 60

holdtime 180

graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 720

omp
timers
advertisement-interval 60
holdtime 60
graceful-restart-timer 720

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.2/Configuration/Templates/O

NEW QUESTION 269
How is Ihe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag

B. vBon

C. and vSmart.

D. Software downgrades are unsupported for vManage

E. Software images must be uploaded to vManage through HTTP or FTP.

F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 273

An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy

B. configure the data policy

C. configure the data security policy

D. configure the application aware policy

Answer: B
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Explanation:
Data policy influences the flow of data traffic traversing the network

NEW QUESTION 278
Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the
WAN Edge devices that form the Cisco SD-WAN fabric?

A. APIC-EM
B. vManage
C. vSmart
D. vBond

Answer: C

Explanation:

Cisco vSmart Controller

The Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maintaining the connections that form the

NEW QUESTION 280
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
requests to the intelligent proxy?

A. A domain is nonexistent.

B. A domain is block-listed.

C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 284
A large retail organization decided to move some of the branch applications to the AWS cloud. How does the network architect extend the in-house Cisco SD-WAN
branch to cloud network into AWS?

A. Create virtual WAN Edge devices Cloud through the AWS online software store

B. Create virtual instances of vSmart Cloud through the AWS online software store

C. Create GRE tunnels to AWS from each branch over the Internet

D. Install the AWS Cloud Router in the main data center and provide the connectivity from each branch

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 286
Which routes are similar to the IP route advertisements when the routing information of WAN Edge routers is learned from the local site and local routing
protocols?

A. service
B. BGP
C.TLOC
D. OMP

Answer: D

NEW QUESTION 289

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the
task?

A)

Cisco vhisnage

In

O-I'r-"-; wbwd Py

B)
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0 coNRGURATION

Corerak rod Polbcy - § Ps 'O' Coonviraiipod Policy 6 Lot gl ruetl Py

0 CONFIGURATIO

€ oty ol rondl WPy | o orﬂraw Pondia @L:-’jn:ﬁ!l‘-ﬂ-ﬁrf
_——

D)

0 Coorsty mlposd Poslecy

0 L oo i el Pl

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 292
Which template configures the out-of-band management VPN?

A)
Section Parameter Type Variable/value
Basic configuration  Shutdown Global No
Interface Name Global loopback0

IPv4 configuration IPv4 Address  Radio button Static

IPv4 Address  Device Specific  vpn1_lo0 _int_ip_addr/maskbits

B)
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Section Parameter Type Variable/value
Basic configuration | Shutdown Global No
Interface Name Device Specific vpns12_mgt int_mgmt0 _or gexix
Description Global Management Interface
IPv4 configuration  |py4 Address  Radio button Static
IPvd Address  Device Specific vpn512_mgt_int_ip addr’'maskbits
C)
Section Parameter Type Variable/value
Basic configuration VPN Global 512
Name Global Management VPN
IPvd Route Prefix Global 0.0.0.0/0
Gateway Radio button MNext Hop
MNext Hop Device Specific vpnSs12 mgt next hop ip addr
D) |

Section

Basic configuration

Parameter

' Shutdown

[Interface Name

Type

Device Specific

Device Specific

Variablelvalue

vpnl_lan_int2_shutdown

vpn1_lan_int2_gex/x

IPv4 configuration :Descrtptmn Device Specific  vpn1_lan_int2_description
IPv4 Address  Radio button Static
IPv4 Address  Device Specific vpnl _lan_int2_ip_addr/maskbits
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 293

Which SD-WAN component detects path performance information in the organization to report the issue to the service provider at site ID:S4288T5E44F047?

A. vAnalytics

B. vManage NMS

C. vBond Orchestrator
D. Cisco DNA

Answer: B

NEW QUESTION 296

A policy is created to influence routing in the network using a group of prefixes. What policy application will achieve this goal when applied to a site list?

A. Vpn-membership policy
B. Control-policy

C. cflowd-template

D. App-route policy

Answer: B

Explanation:

Control policy, which is simifar to standard routing policy, operates on routes and routing information in the control plane of the overlay network. Centralized control

policy, which.is provisioned on the Cisco vSmart Controller, is the Cisco SD-WAN technique for customizing network-wide routing decisions that
influence routing paths through the overlay network. Local control policy, which is provisioned an a Cisco vEdge dewice, allows customization of r
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NEW QUESTION 301
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:
* Application visibility and granular control

* Classification of 1400+ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 304

A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes
are visible in OMP for VPN 10 Which configuration meets the requirement?

A)

vpn 10

nama " Service VPN 10 ="
omp

redistribute connected

B)

omp
noe shutdown
graceful-restart
advertise connacted

C)

omp
no shutdown
graceful-restart
redistribute connected

D)

vpn 10

name " Service VPN 10 —™"
omp

advertise connected

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 308
Refer to the exhibit

- '"ternet lSF
Private Network Public Network
rvate iNetwaor "

vEdge
Router

w
K]
<,
0
1 1]

Which NAT types must the engineer configure for the vEdge router to bring up the data plane tunnels?

A. Enable Full Cone NAT on the vEdge interface
B. Use public color on the TLOC

C. Use private color on the TLOC

D. Enable Symmetric MAT on the vEdge interface
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Answer: A

NEW QUESTION 310

What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.

C. It blocks traffic by application.
D. It blocks encrypted traffic

Answer: C

NEW QUESTION 313

Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible

network?
A. BGP
B. OSPF
C. BFD
D. OMP

Answer: D

NEW QUESTION 318

The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498

Which command must be configured on these devices?

A. cloud-gos

B. service qos
C. cloud-mis qos
D. mis gos

Answer: A

NEW QUESTION 322
Refer to the exhibit.

Address Family

Address Family

Route Policy In

Route Policy Out

Policy Name

Maximum Number of Prefixes

@® On Off
ipvd4-unicast

On e Off

(® On Off

eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be

advertised outside AS. Which configuration fulfill this requirement?

A)
policy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
sat
community $39:65000 iocal-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefic 22.22.22.0/24

B)
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palicy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
st
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.00/24
ip-prefix 21.21.21.00/24
ip-prefix 22.22.22.0/24
C)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community $99:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0024
ip-prefix 22.22.22.0/24

D)

policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community §39:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20,20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 324

A network administrator is configuring a tunnel interface on a branch Cisco I0S XE router to run TLOC extensions. Which configuration will extend a TLOC over a

GRE tunnel to another router in the branch?

sgwan
interface g0/0
extended-interface
tloc-extension-gre-from 10 1. 1.1

sdwan
interface g0/0
gre-interface
tioc-extension-gre-to 10.1.1.1

sgwan
interface g0/0
tunnel-interface
tioc-extension-gre-to 10.1 1.1

sdwan
interface g0/0
tloc-iterface
tloc-extension-gre-from 10 1 1.1

A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

Explanation:
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Command Hierarchy

NEW QUESTION 326

T TT, TRV,
IO (LT NS AL

An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.

otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs

B. Configure VPN Membership > Apply Policies to Sites and VPNs

C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 329

Which type of lists are used to group related items via an application-aware routing policy under the policy lists command hierarchy on vSmart controllers?

A. data prefix, sh

B. and VPN

C. OSCP value, application, and VPN

D. data prefix, application, and SLA class
E. DSCP value, site, and VPN

Answer: C

NEW QUESTION 333
Refer to the exhibit

NAT

vEdge
Interface ge0/1

VPN1 Interface ge0/0

VPNO

vBond

Internet

vSmart

Which configuration sets up direct Internet access for VPN 1?

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

vpn 1

interface ge0/1

nat

!

no shutdown
vpn 0

ip route 0.0.0.0/0 vpn 1
vpn 1

interface ged/0
nat

1
;\ﬂ shutdown
\rpn 0
|p route 0.0.0.0 vpn 1
vpn 0
i;'llter'raca geln
: m nat
ﬁn shutdown
\rprr 1

ip route 0.0,0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 335
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