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NEW QUESTION 1
- (Exam Topic 1)
Which three settings are the factory default settings on FortiManager? (Choose three.)

A. Username is admin

B. Password is fortinet

C. FortiAnalyzer features are disabled

D. Reports and Event Monitor panes are enabled
E. portl interface IP address is 192.168.1.99/24

Answer: ACE

NEW QUESTION 2
- (Exam Topic 1)
Which configuration setting for FortiGate is part of a device-level database on FortiManager?

A. VIP and IP Pools
B. Firewall policies

C. Security profiles

D. Routing

Answer: D
Explanation:
The FortiManager stores the FortiGate configuration details in two distinct databases. The device-level database includes configuration details related to device-

level settings, such as interfaces, DNS, routing, and more. The ADOM-level database includes configuration details related to firewall policies, objects, and security
profiles.

NEW QUESTION 3
- (Exam Topic 1)
Refer to the exhibit.

Start to import config from device(Local-FortiGate) vdom(root) to
adom(My_ADOM), package(Local-FortiGate_root)

"firewall service category”, SKIPPED,"(name=General, 0id=697, DUPLICATE)"
“firewall address” , SUCCESS,"(name=LOCAL_SUBNET, oid=684, new object)”

“firewall service custom”, SUCCESS,"(name=ALL, 0id=863, update previous
object)"

“firewall policy”,SUCCESS,"(name=1, oid = 1090, new object)"

Which statement about the object named ALL is true?

A. FortiManager updated the object ALL using the FortiGate value in its database.

B. FortiManager installed the object ALL with the updated value.

C. FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed FortiGate.
D. FortiManager updated the object ALL using the FortiManager value in its database.

Answer: A
NEW QUESTION 4

- (Exam Topic 1)
View the following exhibit.

s = System Settings

Advanced
SNMP

Mail Server
Syslog Server
Meta Fields ADOM Mode ONomal @ Advanced
Device Log Settings

File Management
Advanced Settings

What is the purpose of setting ADOM Mode to Advanced?

A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager
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C. This setting allows you to assign different VDOMSs from the same FortiGate to different ADOMs.
D. The setting disables concurrent ADOM access and adds ADOM locking

Answer: C

Explanation:
Reference:
https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

NEW QUESTION 5
- (Exam Topic 1)
In the event that the primary FortiManager fails, which of the following actions must be performed to return the FortiManager HA to a working state?

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all other secondary devices to point to the
new primary device

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other secondary devices to point to the new primary
device.

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to point to the new primary device.

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

Answer: C

Explanation:

FortiManager_6.4_Study_Guide-Online — page 346

FortiManager HA doesn'’t support IP takeover where an HA state transition is transparent to administrators. If a failure of the primary occurs, the administrator
must take corrective action to resolve the problem that may include invoking the state transition. If the primary device fails, the administrator must do the following
in order to return the FortiManager HA to a working state:

* 1. Manually reconfigure one of the secondary devices to become the primary device

* 2. Reconfigure all other secondary devices to point to the new primary device

NEW QUESTION 6

- (Exam Topic 1)

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior administrators.
How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature

Answer: A

Explanation:
Reference:
https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What's-New.03.03.html

NEW QUESTION 7

- (Exam Topic 1)

View the following exhibit:

#diagnose fmupdate view-serverlist fds
Fortiguard Server Comm: Enabled

Server Override Mode: Loose

FDS server list :

Index Address Port TimeZone Distance source

*0 0 3G ) CLI
= FDNI
2 > : ) FDNI

38 fdsl.fortinet.com ! . DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default server fdsl.fortinet.com

D. From public FDNI server with highest index number only

Answer: A
Explanation:

Reference:
https://community.fortinet.com/t5/Fortinet-Forum/Clarification-of-FortiManager-s-quot-Server-Override-Mode
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NEW QUESTION 8
- (Exam Topic 1)
Which two settings must be configured for SD-WAN Central Management? (Choose two.)

A. SD-WAN must be enabled on per-ADOM basis

B. You can create multiple SD-WAN interfaces per VDOM

C. When you configure an SD-WAN, you must specify at least two member interfaces.

D. The first step in creating an SD-WAN using FortiManager is to create two SD-WAN firewall policies.

Answer: AC

NEW QUESTION 9
- (Exam Topic 2)

An administrator is replacing a device on FortiManager by running the following command: execute device replace sn <devname> <serialnum>.

What device name and serial number must the administrator use?

A. Device name and serial number of the original device.

B. Device name and serial number of the replacement device.

C. Device name of the replacement device and serial number of the original device.
D. Device name of the original device and serial number of the replacement device.

Answer: D

NEW QUESTION 10
- (Exam Topic 2)
Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

A. The Security Fabric license, group name and password are required for the FortiManager Security Fabric integration
B. The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric devices

C. The Security Fabric settings are part of the device level settings

D. The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices

Answer: CD

NEW QUESTION 10
- (Exam Topic 2)
Which two items are included in the FortiManager backup? (Choose two.)

A. FortiGuard database
B. Global database

C. Logs

D. All devices

Answer: BD

Explanation:
Reference: https://kb.fortinet.com/kb/viewContent.do?externalld=FD34549

NEW QUESTION 12
- (Exam Topic 2)
What will be the result of reverting to a previous revision version in the revision history?

A. It will install configuration changes to managed device automatically

B. It will tag the device settings status as Auto-Update

C. It will generate a new version ID and remove all other revision history versions
D. It will modify the device-level database

Answer: D

NEW QUESTION 15
- (Exam Topic 2)
Refer to the exhibit.
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Static Route Configuration
OFF
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Per-Device Mapping

+ Add [# Edit & . j Q|
i Mame VDOM Details
Remote-FortiGate root IR/ Netmask:10.200.1.0/255.255.255.0

An administrator has created a firewall address object, Training which is used in the Local-FortiGate policy package.

When the installation operation is performed, which IP/Netmask will be installed on the Local-FortiGate, for the Training firewall address object?

A.192.168.0.1/24

B. 10.200.1.0/24

C. It will create a firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values.
D. Local-FortiGate will automatically choose an IP/Netmask based on its network interface settings.

Answer: A
NEW QUESTION 19

- (Exam Topic 2)
Refer to the exhibit.

config system global

set workspace-mode normal
end

Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

A. It allows two or more administrators to make configuration changes at the same time, in the same ADOM.
B. It disables concurrent read-write access to an ADOM.

C. It allows the same administrator to lock more than one ADOM at the same time.

D. It is used to validate administrator login attempts through external servers.

Answer: BC
Explanation:

Reference:
https://docs.fortinet.com/document/fortimanager/6.0.4/administration-guide/86456/concurrentadom-access

NEW QUESTION 20
- (Exam Topic 2)

An administrator’'s PC crashes before the administrator can submit a workflow session for approval. After the PC is restarted, the administrator notices that the

ADOM was locked from the session before the crash.
How can the administrator unlock the ADOM?

A. Restore the configuration from a previous backup.

B. Log in as Super_User in order to unlock the ADOM.

C. Log in using the same administrator account to unlock the ADOM.

D. Delete the previous admin session manually through the FortiManager GUI or CLI.

Answer: D

NEW QUESTION 24
- (Exam Topic 3)
Which of the following statements are true regarding VPN Manager? (Choose three.)
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A. VPN Manager must be enabled on a per ADOM basis.

B. VPN Manager automatically adds newly-registered devices to a VPN community.

C. VPN Manager can install common IPsec VPN settings on multiple FortiGate devices at the same time.

D. Common IPsec settings need to be configured only once in a VPN Community for all managed gateways.
E. VPN Manager automatically creates all the necessary firewall policies for traffic to be tunneled by IPsec.

Answer: ACD

NEW QUESTION 26
- (Exam Topic 3)
Refer to the exhibit.

& Install Wizard

& Device & Groups Eﬂirmhnhm

B Scripts
This template is assigned to 1 devices/groups. 3

ﬁ Provisioning Templates -

T o

Peec Tunng Templates

S5D-WAN Templates Primary DMS Server 192.158.1.111
Static Route Templates (Jdlow Override @
Certificate Templates
Secondary DNS Server 192.148.1.112
Threat Weight ~
[ Allow Owerride i
CLI Templates
NEX-T Service Temolate Lstal Dicdvialmn Mamd
L] Ak werrige
& Firmware Templates ~Allow Override @
3 Monitors » Advanced Options >

Alert Frnail =

According to the error message why is FortiManager failing to add the FortiAnalyzer device?

A. The administrator must turn off the Use Legacy Device login and add the FortiAnaJyzer device to the same network as Forti-Manager

B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management interface

C. The administrator must use the Add Model Device section and discover the FortiAnaJyzer device
D. The administrator must use the correct user name and password of the FortiAnalyzer device

Answer: C

NEW QUESTION 29
- (Exam Topic 3)
View the following exhibit:

Import Device - Local-FortiGate [root]

When importing configuration from this device, all enabled interfaces require a mapping to an ADOM
Level interface. Note, the same ADOM Level interface can map to different interfaces on the each device.

portl WAN

port3 LAN

¢ Add mappings for all unused device interfaces

i = 1

An administrator used the value shown in the exhibit when importing a Local-FortiGate into FortiManager. What name will be used to display the firewall policy for

portl?

A. portl on FortiGate and WAN on FortiManager

B. portl on both FortiGate and FortiManager

C. WAN zone on FortiGate and WAN zone on FortiManager

D. WAN zone on FortiGate and WAN interface on FortiManager

Answer: A

NEW QUESTION 32
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