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NEW QUESTION 1
An administrator is supporting a network with the access layer consisting of AOS-CX 6300 and 6400 switches. The administrator needs to quickly deploy Aruba
IAPs and security cameras in the network, ensuring that the correct QoS and VLAN settings are dynamically applied to the switch ports. Currently, switches are not
configured to do device authentication, and no authentication server exists in the network.
Which AOS-CX feature should the administrator use to dynamically assign the policy settings to the correct switch ports?

A. Device profiles
B. Change of authorization
C. Dynamic segmentation
D. Voice VLANs

Answer: C

NEW QUESTION 2
Which AOS-CX switches support weighted fair queuing (WFQ)?

A. Both 8320 and 8325
B. Both 6300 and 6400
C. 8400 only
D. 6300 only

Answer: C

NEW QUESTION 3
What is correct regarding rate limiting and egress queue shaping on AOS-CX switches?

A. Rate limiting and egress queue shaping can be used to restrict inbound traffic
B. Limits can be defined only for broadcast and multicast traffic
C. Rate limiting and egress queue shaping can be applied globally
D. Traffic rate limit is configured on queue level

Answer: D

NEW QUESTION 4
An administrator wants to implement dynamic segmentation policies. The network consists of AOS-CX and Aruba gateways.
Which type of forwarding should the administrator implement for users that already connect via wireless, but will also be connecting on Ethernet switch ports?

A. User-based tunneling (UBT)
B. Port-based tunneling (PBT)
C. Switch-to-switch tunneling (SST)
D. Local switching

Answer: A

NEW QUESTION 5
What is a concept associated with PIM sparse mode (SM)?

A. Reverts to forwarding when the pruning state times out.
B. Requires periodic joins to maintain the shortest path tree (SPT).
C. Recommended for use when high bandwidth connections exist.
D. Implements a push content to forward traffic from the multicast source.

Answer: C

NEW QUESTION 6
An administrator is managing a network comprised of AOS-CX switches deployed at the aggregation layer. The switches are paired in a VSX stack and run the
OSPF routing protocol. The administrator is concerned about how long it takes for OSPF to converge when one of the VSX switches has to reboot.
What should the administrator to do speed up the OSPF convergence of the switch that is rebooting?

A. Change the VSXISL link from an OSPF broadcast link point-to-point.
B. Implement graceful restart on the VSX switches and their neighboring OSPF switches.
C. Decrease the VSX initial synchronization timer on the two VSX switches.
D. Define non-backbone areas on the VSX switches as totally stubby areas.

Answer: B

NEW QUESTION 7
Which option correctly defines how to identify a VLAN as a voice VLAN on an AOS-CX switch?

A. Switch(config)# port-access lldp-group <LLDP-group-name> Switch(config-lldp-group)# vlan <VLAN-ID>
B. Switch(config)# port-access role <role-name> Switch(config-pa-role)# vlan access <VLAN-ID>
C. Switch(config)# vlan <VLAN-ID> Switch(config-vlan-<VLAN-ID>)# voice
D. Switch(config)# vlan <VLAN-ID> voice

Answer: 
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C

NEW QUESTION 8
Which protocol should be configured to allow NetEdit to discover third-party devices?

A. SNMP
B. SSH
C. HTTPS
D. HTTP

Answer: A

NEW QUESTION 9
An administrator wants to track what configuration changes were made on a switch. What should the administrator implement to see the configuration changes on
an AOS-CX switch?

A. AAA authorization
B. Network Analysis Engine (NAE)
C. AAA authentication
D. VSX synchronization logging

Answer: B

NEW QUESTION 10
When implementing deficit weighted round robin queuing, what importance does the weight value have?

A. Prioritizing latency-sensitive traffic
B. Queue priority in processing traffic
C. Strict priority queue
D. Percentage of interface bandwidth

Answer: B

NEW QUESTION 10
A network administrator is attempting to troubleshoot a connectivity issue between a group of users and a particular server. The administrator needs to examine
the packets over a period of time from their desktop; however, the administrator is not directly connected to the AOS-CX switch involved with the traffic flow. What
is correct regarding the ERSPAN session that needs to be established on an AOS-CX switch? (Choose two.)

A. On the source AOS-CX switch, the destination specified is the switch to which the administrator’s desktop is connected
B. On the source AOS-CX switch, the destination specified is the administrator’s desktop
C. The encapsulation protocol used is GRE
D. The encapsulation protocol used is VXLAN
E. The encapsulation protocol is UDP

Answer: AC

NEW QUESTION 11
A network has an ABR that connects area 0 and 1. A network engineer configures a summarized route for area 1. The ABR is a designated router (DR) for the
segment it uses to connect to area 1.
Which LSA type is assigned to this route when the summarized route is advertised into area 1 by the ABR?

A. LSA1
B. LSA4
C. LSA3
D. LSA2

Answer: B

NEW QUESTION 14
A network engineer is examining NAE graphs from the Dashboard but notices that the time shown in the graph does not represent the current time. The engineer
verifies that the AOS-CX switch is configured for NTP and is successfully synchronized. What should be done to fix this issue?

A. Ensure the engineer’s web browser is configured for the same timezone as the AOS-CX switch
B. Ensure the engineer’s PC is synchronized to the same NTP server as the AOS-CX switch
C. Ensure NetEdit and the AOS-CX switch are synchronized to the same NTP server
D. Enable trust settings for the AOS-CX switch’s SSL certificate

Answer: C

NEW QUESTION 15
What is a best practice concerning voice traffic and dynamic segmentation on AOS-CX switches?

A. Controller authentication and user-based tunneling of the voice traffic
B. Switch authentication and user-based tunneling of the voice traffic
C. Controller authentication and port-based tunneling of the voice traffic
D. Switch authentication and local forwarding of the voice traffic
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Answer: C

NEW QUESTION 18
An administrator creates an ACL rule with both the “count” and “log” option enabled. What is correct about the action taken by an AOS-CX switch when there is a
match on this rule?

A. By default, a summarized log is created every minute with a count of the number of matches
B. Logging will not include certificate and TLS events, but counting will
C. The “count” and “log” options are processed by the AOS-CX switch’s hardware ASIC
D. The total in the “log” record and the count could contain different rule matching statistics

Answer: D

NEW QUESTION 19
An administrator will be implementing tunneling between AOS-CX switches and Aruba gateways. Which list of protocols must minimally be allowed by an
intermediate firewall between two sets of devices?

A. IP protocol 50 and UDP 8209
B. UDP 4500 and IP protocol 47
C. UDP 8211 and IP protocol 47
D. UDP 4500 and UDP 8209

Answer: B

NEW QUESTION 20
Which statement is correct regarding ACLs and TCAM usage?

A. Applying an ACL to a group of ports consumes the same resources as specific ACE entries
B. Using object groups consumes the same resources as specific ACE entries
C. Compression is automatically enabled for ASIC TCAMs on AOS-CX switches
D. Applying an ACL to a group of VLANs consumes the same resources as specific ACE entries

Answer: B

NEW QUESTION 22
How is voice traffic prioritized correctly on AOS-CX switches?

A. By defining device profiles with QOS settings
B. By placing it in the strict priority queue
C. By implementing voice VLANs
D. By implementing weighted fair queueing (WFQ)

Answer: B

NEW QUESTION 24
An administrator has an AOS-CX switch configured with: router ospf 1
area 0
area 1 stub no-summary
It is the only ABR for area 1. The switch has the appropriate adjacencies to routing switches in areas 0 and 1. The current routes in each area are:
Area 0: 5 routes (LSA Type 1 and 2)
Area 1: 10 routes (LSA Type 1 and 2)
External routes: 2 (LSA Type 5)
Based on the above configuration, how many OSPF routes will routing switches see in Area 1?

A. 15
B. 6
C. 11
D. 12

Answer: C

NEW QUESTION 29
In AOS-CX switching, what determines when a frame is forwarded by the switch between the ingress and the egress port?

A. Egress port
B. Ingress port
C. VSX switch tables
D. Fabric Load Balancer

Answer: B

NEW QUESTION 30
An administrator is replacing the current access switches with AOS-CX switches. The access layer switches must authenticate user and networking devices
connecting to them. Some devices support no form of authentication, and some support 802.1X. Some ports have a VoIP phone and a PC connected to the same
port, where the PC is connected to the data port of the phone and the phone’s LAN port is connected to the switch.
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Which statement is correct about this situation?

A. 802.1X must be configured to work in fallback mode
B. Device fingerprinting is required for authentication
C. The client-limit setting for port access needs to be changed
D. Device mode should be implemented

Answer: C

NEW QUESTION 34
An administrator is looking for a data center switching solution that will greatly reduce the likelihood of dropped frames when uplink congestion is experienced.
Which AOS-CX switch queuing feature meets the administrator’s needs?

A. FIFO
B. VOQ
C. WFQ
D. DWWR

Answer: B

NEW QUESTION 38
What is correct regarding policy-based routing?

A. Policies can only be applied to routed interfaces.
B. Policies can be applied inbound and outbound.
C. Monitoring of policy interfaces occurs every 60 seconds.
D. Policy actions include routing permitting or dropping traffic.

Answer: A

NEW QUESTION 40
What is correct regarding the configuration of ACLs on AOS-CX switches?

A. Statements with the log keyword are always processed by the switch CPU.
B. Standard ACLs are used to match on routes when performing route distribution.
C. Wildcard masks are used to match on a range of IP addresses.
D. Numbers 100 through 199 and 2000 through 2999 are used when creating extended ACLs.

Answer: C

NEW QUESTION 41
A network engineer is having a problem adding a custom-written script to an AOS-CX switch’s NAE GUI. The script was written in Python and was successfully
added on other AOS-CX switches. The engineer examines the following items from the CLI of the switch:

What should the engineer perform to fix this issue?
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A. Install the script’s signature before installing the new script
B. Ensure the engineer’s desktop and the AOS-CX switch are synchronized to the same NTP server
C. Enable trust settings for the AOS-CX switch’s SSL certificate
D. Remove a script that is no longer used before installing the new script

Answer: D

NEW QUESTION 43
A network administrator needs to replace an antiquated access layer solution with a modular solution involving AOS-CX switches. The administrator wants to
leverage virtual switching technologies. The solution needs to support high-availability with dual-control planes.
Which solution should the administrator implement?

A. AOS-CX 8325
B. AOS-CX 6300
C. AOS-CX 6400
D. AOS-CX 8400

Answer: C

NEW QUESTION 46
A company has an existing wireless solution involving Aruba APs and Mobility controllers running 8.4 code. The solution leverages a third-party AAA solution. The
company is replacing existing access switches with AOS-CX 6300 and 6400 switches. The company wants to leverage the same security and firewall policies for
both wired and wireless traffic.
Which solution should the company implement?

A. RADIUS dynamic authorization
B. Downloadable user roles
C. IPSec
D. User-based tunneling

Answer: D

NEW QUESTION 48
What is correct regarding the operation of VSX and multicasting with PIM-SM routing configured?

A. Each VSX peers runs PIM and builds its own group databas
B. One of the VSX peers is elected as the designated router (DR) to forward multicast streams to a receiver VLAN
C. Each VSX peers runs PIM and creates a shared group databas
D. Both VSX peers can forward multicast streams to receivers in a VLAN, achieving load sharing
E. Each VSX peers runs PIM and builds its own group databas
F. Both VSX peers can forward multicast streams to receivers in a VLAN, achieving load sharing
G. Each VSX peers runs PIM and creates a shared group databas
H. One of the VSX peers is elected as the designated router (DR) to forward multicast streams to a receiver VLAN

Answer: A

NEW QUESTION 49
A company is implementing AOS-CX switches at the access layer. The company wants to implement access control for employees and guests.
Which security features will require a ClearPass server to be installed and used by the company?

A. Downloadable user roles
B. Dynamic segmentation
C. User-based tunneling (UBT)
D. Change of authorization (CoA)

Answer: B

NEW QUESTION 50
Which protocol does NetEdit use to discover devices in a subnet during the discovery process?

A. LLDP
B. ARP
C. DHCP
D. ICMP

Answer: D

NEW QUESTION 51
Examine the AOS-CS switch output:
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Based on this output, what is correct?

A. 802.1X authentication was successful, but MAC authentication is yet to start
B. 802.1X authentication occurred and downloadable user roles are deployed
C. A local user role was deployed using a ClearPass solution
D. Only 802.1X authentication is configured on the port

Answer: B

NEW QUESTION 53
......
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