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NEW QUESTION 1
FortiAnalyzer uses the Optimized Fabric Transfer Protocok (OFTP) over SSL for what purpose?

A. To upload logs to an SFTP server

B. To prevent log modification during backup

C. To send an identical set of logs to a second logging server
D. To encrypt log communication between devices

Answer: D

NEW QUESTION 2
What are two benefits of using fabric connectors? (Choose two.)

A. They allow FortiAnalyzer to send logs in real-time to public cloud accounts.

B. You do not need an additional license to send logs to the cloud platform.

C. Fabric connectors allow you to improve redundancy.

D. Using fabric connectors is more efficient than using third-party polling with API.

Answer: AC

NEW QUESTION 3
Which item must you configure on FortiAnalyzer to email generated reports automatically?

A. Output profile
B. Report scheduling
C. SFTP server
D. SNMP server

Answer: A

NEW QUESTION 4
FortiAnalyzer centralizes which functions? (Choose three)

A. Network analysis

B. Graphical reporting

C. Content archiving / data mining
D. Vulnerability assessment

E. Security log analysis / forensics

Answer: BCE

NEW QUESTION 5
Which log type does the FortiAnalyzer indicators of compromise feature use to identify infected hosts?

A. Antivirus logs

B. Web filter logs

C. IPS logs

D. Application control logs

Answer: B

NEW QUESTION 6

An administrator has moved FortiGate A from the root ADOM to ADOM1. Which two statements are true regarding logs? (Choose two.)
A. Analytics logs will be moved to ADOML1 from the root ADOM automatically.

B. Archived logs will be moved to ADOM1 from the root ADOM automatically.

C. Logs will be presented in both ADOMs immediately after the move.

D. Analytics logs will be moved to ADOML1 from the root ADOM after you rebuild the ADOM1 SQL database.
Answer: BD

NEW QUESTION 7

By default, what happens when a log file reaches its maximum file size?

A. FortiAnalyzer overwrites the log files.

B. FortiAnalyzer stops logging.

C. FortiAnalyzer rolls the active log by renaming the file.

D. FortiAnalyzer forwards logs to syslog.

Answer: C

NEW QUESTION 8
You need to upgrade your FortiAnalyzer firmware.
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What happens to the logs being sent to FortiAnalyzer from FortiGate during the time FortiAnalyzer is temporarily unavailable?

A. FortiAnalyzer uses log fetching to retrieve the logs when back online
B. FortiGate uses the miglogd process to cache the logs

C. The logdfiled process stores logs in offline mode

D. Logs are dropped

Answer: B

Explanation:

If FortiAnalyzer becomes unavailable to FortiGate for any reason, FortiGate uses its miglogd process to cache
the logs. There is a maximum value to the cache size, and the miglogd process will drop cached logs. When
the connection between the two devices is restored, the miglogd process begins to send the cached logs to
FortiAnalyzer. Therefore, the FortiGate buffer will keeps logs long enough to sustain a reboot of your
FortiAnalyzer (if you are upgrading the firmware, for example). But it is not intended for a lengthy
FortiAnalyzer outage.

NEW QUESTION 9
In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a hostname.
How can you resolve the source and destination IP addresses, without introducing any additional performance impact to FortiAnalyzer?

A. Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve
B. Configure # set resolve-ip enable in the system FortiView settings

C. Configure local DNS servers on FortiAnalyzer

D. Resolve IP addresses on FortiGate

Answer: D

Explanation:

https://packetplant.com/fortigate-and-fortianalyzer-resolve-source-and-destination-ip/

“As a best practice, it is recommended to resolve IPs on the FortiGate end. This is because you get both source and destination, and it offloads the work from
FortiAnalyzer. On FortiAnalyzer, this IP resolution does destination IPs only”

NEW QUESTION 10
What is Log Insert Lag Time on FortiAnalyzer?

A. The number of times in the logs where end users experienced slowness while accessing resources.

B. The amount of lag time that occurs when the administrator is rebuilding the ADOM database.

C. The amount of time that passes between the time a log was received and when it was indexed on FortiAnalyzer.
D. The amount of time FortiAnalyzer takes to receive logs from a registered device

Answer: C

NEW QUESTION 10
Which two statements are true regarding FortiAnalyzer operating modes? (Choose two.)

A. When in collector mode, FortiAnalyzer collects logs from multiple devices and forwards these logs in the original binary format.

B. Collector mode is the default operating mode.

C. When in collector mod

D. FortiAnalyzer supports event management and reporting features.

E. By deploying different FortiAnalyzer devices with collector and analyzer mode in a network, you can improve the overall performance of log receiving, analysis,
and reporting

Answer: AD

NEW QUESTION 14
What remote authentication servers can you configure to validate your FortiAnalyzer administrator logons? (Choose three)

A. RADIUS
B. Local

C. LDAP

D. PKI

E. TACACS+

Answer: ACE

NEW QUESTION 19

How can you attach a report to an incident?
A. By attaching it to an event handler alert

B. By editing the settings of the desired report
C. From the properties of an existing incident

D. Saving it in JSON format, and then importing it

Answer: C
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NEW QUESTION 23
Which statement is true about sending notifications with incident updates?

A. Notifications can be sent only when an incident is updated or deleted.

B. If you use multiple fabric connectors, all connectors must have the same notification settings
C. Notifications can be sent only by email.

D. You can send notifications to multiple external platforms

Answer: D

Explanation:

You can add more than one fabric connector, each with the same or different notification settings. The receiving side of the connector must be configured for the
notifications to be sent successfully.

FortiAnalyzer_7.0_Study Guide-Online.pdf page 34: Fabric connectors also enable FortiAnalyzer to send notifications to ITSM platforms when a new incident is
created or for any subsequent updates.

NEW QUESTION 26
What are the operating modes of FortiAnalyzer? (Choose two)

A. Standalone
B. Manager
C. Analyzer
D. Collector

Answer: CD

NEW QUESTION 31
What is the purpose of a predefined template on the FortiAnalyzer?

A. It can be edited and modified as required

B. It specifies the report layout which contains predefined texts, charts, and macros

C. It specifies report settings which contains time period, device selection, and schedule
D. It contains predefined data to generate mock reports

Answer: B

NEW QUESTION 33
You are using RAID with a FortiAnalyzer that supports software RAID, and one of the hard disks on FortiAnalyzer has failed.
What is the recommended method to replace the disk?

A. Shut down FortiAnalyzer and then replace the disk

B. Downgrade your RAID level, replace the disk, and then upgrade your RAID level
C. Clear all RAID alarms and replace the disk while FortiAnalyzer is still running

D. Perform a hot swap

Answer: A

Explanation: ) _ _ o
supports hot swapping on hardware RAID only, so it is recommended that on FertiAnalyzer devices with
software RAID you should shutdown FortiAnalyzer prior to exchanging the hard disk.

https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-on-FortiAnalyzer/ta-

NEW QUESTION 35
Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer?

A. To properly correlate logs

B. To use real-time forwarding

C. To resolve host names

D. To improve DNS response times

Answer: A

Explanation:
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+  Synchronize the time on FortiAnalyzer and all registered devices with an NTP server for proper log
correlation

NEW QUESTION 38
Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate to FortiAnalyzer with any user account in a single LDAP
group? (Choose two.)

A. A local wildcard administrator account
B. A remote LDAP server
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C. A trusted host profile that restricts access to the LDAP group
D. An administrator group

Answer: AB

NEW QUESTION 42
Consider the CLI command:

# configure system global
set log-checksum md>
end

What is the purpose of the command?

A. To add a unique tag to each log to prove that it came from this FortiAnalyzer
B. To add the MD5 hash value and authentication code

C. To add a log file checksum

D. To encrypt log communications

Answer: C

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.5/cli-reference/849211/global

NEW QUESTION 46
On the RAID management page, the disk status is listed as Initializing.
What does the status Initializing indicate about what the FortiAnalyzer is currently doing?

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state
C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant

D. FortiAnalyzer is functioning normally

Answer: C

NEW QUESTION 48

What is the main purpose of using an NTP server on FortiAnalyzer and all of its registered devices?
A. Log correlation

B. Host name resolution

C. Log collection

D. Real-time forwarding

Answer: A

NEW QUESTION 52
Refer to the exhibit.
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FortiAnalyzerll get system status

Time Zone

Fortifnalyzerl# get system global
adom-mode

adom-select

sdom-status
console-output
country-flag

enc-algerithm
ha-member-auto-grouping
hostnarme

log-checksum
log-forward-cache-size
log-mode

longitude
max-aggregation-tasks
max-running-reports
oftp-ssl-protocol
ssl-low-encryption
ssl-protocol

FortiAnalyzer-VME4-KVM

:w7.2.1-build1215 220809 [GA)

Platform Type : FAZVMEA-KVM
Platform Full Name

Version

Serial Number : FAZ-VMOO00065040
BIOS version : 04000002
Hostname : FortiAnalyzerl
Max Number of Admin Domains : 5

Admin Domain Configuration . Enabled

FIPS Mode : Disabled

HA Mode : Stand Alone
Branch Paint 1215

Release Version Information : GA

: |GMT-8:00) Pacific Time (US & Canada)

Disk Usage : Free 43.80GB, Total 58.80GB
File System : Extd
License Status : Valid

: normal

: enable

- enable

: standard

: enable

: high

: enable

: FortiAnalyzer2
: mdS

R |

: analyzer

: [mall)

:0

:1

:tlavl.2

: disable
:thivl.3 thswl.2
: 2000

; tlawl.3 tlswl.2

FortiAnalyzer3® pet system status

Platform Type
Platform Full Name
Version

Serial Number
BIOS version
Hostname

: FAZVMES-KVM

: FortiAnalyzer-VMES-KVM
:w7.2.1-build1215 220809 (GA)
: FAZ-VMOO00065042

: DA000002

: FortiAnalyzer3

Max Mumber of Admin Domains : S

Admin Domain Configuration

FIPS Mode
HA Mode
Branch Point

: Enabled

: Disabled

: $tand Alone
: 1215

Release Version Information : GA

Time Zone
Disk Usage
File System
License Status

: |GMT-8:00) Pacific Time (US & Canada)
: Free 12.98GB, Total 79.80GB

: Extd

: Valid

FortiAnalyzer3¥ get system global

adom-mode
adom-select
adom-status
console-output
country-flag
enc-algorithm
ha-member-auto-grouping
hostname
log-checksum
log-forward-cache-size
log-mode

lengitude
max-aggregation-tasks
max-running-reports
oftp-ssl-protocol
ssl-low-encryption
ssl-protocol
task-list-size
webservice-proto

: mormal

: enable

: enable

: standard

: anable

: high

: enable

: FortiAnalyzerd
: md$

- |

: analyzer

: (muall)

:0

1 5

s tlevl,2

: disable

s tlswl.3 tlswl.2
: 2000

: tlavl.3 thsvl.2

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

A. FortiAnalyzerl and FortiAnalyzer3
B. FortiAnalyzerl and FortiAnalyzer2
C. All devices listed can be members
D. FortiAnalyzer2 and FortiAnalyzer3

Answer: C

NEW QUESTION 54

What statements are true regarding FortiAnalyzer 's treatment of high availability (HA) dusters? (Choose two)

A. FortiAnalyzer distinguishes different devices by their serial number.

B. FortiAnalyzer receives logs from d devices in a duster.
C. FortiAnalyzer receives bgs only from the primary device in the cluster.
D. FortiAnalyzer only needs to know (he serial number of the primary device in the cluster-it automaticaly discovers the other devices.

Answer: AB

NEW QUESTION 58

What are two effects of enabling auto-cache in a FortiAnalyzer report? (Choose two.)

A. The size of newly generated reports is optimized to conserve disk space.
B. FortiAnalyzer local cache is used to store generated reports.
C. When new logs are received, the hard-cache data is updated automatically.
D. The generation time for reports is decreased.

Answer: CD

NEW QUESTION 63
Refer to the exhibit.

Event
+151.101.54.62 (1)

Insecure SSL Connection blocked from 10.0.3.20

Mitigated

Event Status Event Type

£ SSL

Count Severity

1 Low

Which statement is correct regarding the event displayed?
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A. The security risk was blocked or dropped.
B. The security event risk is considered open.
C. An incident was created from this event.
D. The risk source is isolated.

Answer: A

Explanation:

Events in FortiAnalyzer will be in one of four statuses. The current status will determine if more actions need to be taken by the security team or not.

The possible statuses are:

Unhandled: The security event risk is not mitigated or contained, so it is considered open. Contained: The risk source is isolated.
Mitigated: The security risk is mitigated by being blocked or dropped. (Blank): Other scenarios.

FortiAnalyzer_7.0_Study_Guide-Online pag. 206

NEW QUESTION 66
Which statements are correct regarding FortiAnalyzer reports? (Choose two)

A. FortiAnalyzer provides the ability to create custom reports.
B. FortiAnalyzer glows you to schedule reports to run.

C. FortiAnalyzer includes pre-defined reports only.

D. FortiAnalyzer allows reporting for FortiGate devices only.

Answer: AB

NEW QUESTION 71
What purposes does the auto-cache setting on reports serve? (Choose two.)

A. To reduce report generation time

B. To automatically update the hcache when new logs arrive
C. To reduce the log insert lag rate

D. To provide diagnostics on report generation time

Answer: AB

NEW QUESTION 76
Refer to the exhibit.
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What is the purpose of using the Chart Builder feature on FortiAnalyzer?

A. In Log View, this feature allows you to build a dataset and chart automatically, based on the filtered search results.
B. In Log View, this feature allows you to build a chart and chart automatically, on the top 100 log entries.

C. This feature allows you to build a chart under FortiView.
D. You can add charts to generated reports using this feature.

Answer: A

NEW QUESTION 81

If you upgrade your FortiAnalyzer firmware, what report elements can be affected?

A. Output profiles

B. Report settings

C. Report scheduling
D. Custom datasets

Answer: D

NEW QUESTION 86
What is the purpose of the following CLI command?

# configure system global
set log-checksum mdS
end

A. To add a log file checksum
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B. To add the MD’s hash value and authentication code
C. To add a unique tag to each log to prove that it came from this FortiAnalyzer
D. To encrypt log communications

Answer: A
Explanation:

https://docs2.fortinet.com/document/fortianalyzer/6.0.3/cli-reference/849211/global

NEW QUESTION 87
Refer to the exhibit.
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» Frame S@: 345 bytes on wire (2760 bits), 345 bytes copfured (2760 bits)

 Ethernet 11, Src: VWware a8:79:ch (00 :0c:ZP a8 79 e6), Dot VMware c@:81:79 (00:0c: 29:c0:81:79)
¥ Internet Protocol Version 4, Src: 102000001, Dt 18, 299.1.210

s User Datagram Protocel, Srce Port: 15864, Det Pork: (514

~ [[truncated]Syslog message: (unknown): @ @L001\0204020\0041,0001001 0000\ 000G a7\ FGVMI 100000650 16Remote)
- Message: €@ @\0011020\020\004
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Which image corresponds to the packet capture shown in the exhibit?

="= Device Manager v

+ Add Device |__i; = chit
0  ADevice Name IP Address Logs Average Log Rate{Logs/Sec)
) B Remote- Fortigale 10.200.3.] FortiGate- VMl i @ Reol Time 0

More v 18 Column Settings ~

O  aDevice Name IP Address Platform Logs Average Log Rate{Logs/Sec)
] @ Remote-Fortigate 10.200.3.1 For tiCute VMa4d Rl Time O

="s Device Manager v
*+ AddDevice [ Edit & Delete Morev & Column Settings

0 ADevice Name IP Address Platform Logs Average Log Rate{Logs/Sec)
D & Remote- Fortipate 10.200.3.1 FortiGate-yMod ' @ Real Time L

="s Device Manager v —

4 AddDevice [ Edit & Delete Morev 48 Column Settings v

0  ADevice Name IP Address Platform Logs Average Log Rate{Logs/Sec)
D :F':*:""'_"."'.' :"'-.:". Rale :'_ i _I'._:._':.; ¥ 1 !_-.r! - -“1.':"': ﬂ .;I.‘.'.' Tlil:t‘

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy NSE5 FAZ-7.2 dumps
@ 2 PQSS@QSU https://lwww.2passeasy.com/dumps/NSE5 FAZ-7.2/ (137 New Questions)

NEW QUESTION 89
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