Welcome to download the Newest 2passeasy NSE4 FGT-7.2 dumps
@ 2 P QsseaQs lJ https://lwww.2passeasy.com/dumps/NSE4_FGT-7.2/ (0 New Questions)

Exam Questions NSE4 FGT-7.2

Fortinet NSE 4 - FortiOS 7.2

https://www.2passeasy.com/dumps/NSE4 FGT-7.2/

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy NSE4 FGT-7.2 dumps
@ 2 Posseos l:J https://www.2passeasy.com/dumps/NSE4_FGT-7.2/ (0 New Questions)

NEW QUESTION 1
Which CLI command will display sessions both from client to the proxy and from the proxy to the servers?

A. diagnose wad session list

B. diagnose wad session list | grep hook-pre&&hook-out
C. diagnose wad session list | grep hook=pre&&hook=out
D. diagnose wad session list | grep "hook=pre"&"hook=out"

Answer: A

NEW QUESTION 2
An administrator needs to increase network bandwidth and provide redundancy.
What interface type must the administrator select to bind multiple FortiGate interfaces?

A. VLAN interface

B. Software Switch interface
C. Aggregate interface

D. Redundant interface

Answer: C

NEW QUESTION 3
Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Answer: AC
NEW QUESTION 4

Refer to the exhibits.
Exhibit A.

& Q

Upstream Intemnet =

Sln S

Local-FortiGate SFW
Fabric Root
Edit Address
Marme Met_Add_1
Color E Change
Type
IP/Metmask 1.1.1.0 255.255.255.0
Interface ] any *

Fabric syncronization L @

Matic route configuration O

Comments 0/3255

figuration system csf

saml=configuration=-sy > [SEW

An administrator creates a new address object on the root FortiGate (Local-FortiGate) in the security fabric. After synchronization, this object is not available on the
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downstream FortiGate (ISFW).
What must the administrator do to synchronize the address object?

A. Change the csf setting on Local-FortiGate (root) to set configuration-sync local.

B. Change the csf setting on ISFW (downstream) to set configuration-sync local.

C. Change the csf setting on Local-FortiGate (root) to set fabric-object-unification default.
D. Change the csf setting on ISFW (downstream) to set fabric-object-unification default.

Answer: C

NEW QUESTION 5
Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)

A. FortiCache
B. FortiSIEM

C. FortiAnalyzer
D. FortiSandbox
E. FortiCloud

Answer: BCE

NEW QUESTION 6
An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice can an administrator implement?

A. Configure Source IP Pools.

B. Configure split tunneling in tunnel mode.
C. Configure different SSL VPN realms.

D. Configure host check .

Answer: D

NEW QUESTION 7
An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings. What is true about the DNS connection to a FortiGuard server?

A. It uses UDP 8888.

B. It uses UDP 53.

C. It uses DNS over HTTPS.
D. It uses DNS overTLS.

Answer: B

NEW QUESTION 8
Refer to the exhibit.

Name SLA1

Protocol ROl HTTP DNS

Server 4222 x
4221 x

Participants All SD-WAN Members JEIETSiN
* port1 x
® port2 X

Enable probe packets

An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. Why is FortiGate not sending probes to 4.2.2.2 and 4.2.2.1
servers? (Choose two.)

A. The Detection Mode setting is not set to Passive.

B. Administrator didn't configure a gateway for the SD-WAN members, or configured gateway is not valid.
C. The configured participants are not SD-WAN members.

D. The Enable probe packets setting is not enabled.

Answer: BD
NEW QUESTION 9
Refer to the exhibits.

Exhibit A shows a topology for a FortiGate HA cluster that performs proxy-based inspection on traffic. Exhibit B shows the HA configuration and the partial output
of the get system ha status command.
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Exhibit A | Exhibit' B
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Client N
pm‘t'&\ Server
port10

Exhibit A | Exhibit B

set group-id 3
set group-name "NSE"
seb mode a-a
set password *
set hbdev "ports™ S0 "portlld"™ 50
set session-pickup enable
set override disable
set monitor portld
end

£ get system ha status
Frimary i FGT-2, FGVMOl00000&5036, HA cluster index = 1
Secondary : FGET-1, FEVMOLO0000646%2, HA cluster index =
number of wcluster: 1

veluster 1: work 169.254.0.2

Primary: FGVMOL000006503&, HA cperating index = 1
Secondary: EFGVMOL00000646%2, HA operating index =

[
L=

0
Based on the exhibits, which two statements about the traffic passing through the cluster are true? (Choose two.)

A. For non-load balanced connections, packets forwarded by the cluster to the server contain the virtual MAC address of port2 as source.
B. The traffic sourced from the client and destined to the server is sent to FGT-1.

C. The cluster can load balance ICMP connections to the secondary.

D. For load balanced connections, the primary encapsulates TCP SYN packets before forwarding them to the secondary.

Answer: AB

NEW QUESTION 10

Refer to the exhibits.

The exhibits show a network diagram and firewall configurations.

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2. Remote-Userl must be able to access the Webserver.

Remote-User2 must not be able to access the Webserver.
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Exhibit A || Exhibit B

Source |P address Remote-User2: _
201.0.114.23

Destination |P address:
203.0.113.22
Destination port: 80

Firewall policy configured with
virlual IP of webserver

External IP/Address
Range

203.0.113.22 Remote-User2

Mapped P Address!
Range

10.0,1.10

WAN(port1)
203.0.113.10

10.0.1.10 Source IP address Remote-User1:

203.0.115.23

LAN(port3)

IS 10.0.1.254 o
N, Destination IP address: Remote-User1
%gﬁ 203.0.113.22
e Destination port: 80
- -
| Webserver
L Exhibit A'| Exhibit B
Edit Address
Mame Deny_IP
Color & Change
Type t v
IPMetmask 201.0.114.23/32
Interface ™ WAN (port1) -
Static route configuration O
Comments Deny web server access. 23/255
D Mame Source Destination Schedule Service Action

[E] ™ WAN (port1) —~ M LAN (port3) @
& Deny IP

B2 al @ ALL @ DENY

& Webserver

4 Deny (0 always

= all (o always ) ALL v ACCEPT

3 Allow_access

In this scenario, which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.)
A. Disable match-vip in the Deny policy.

B. Set the Destination address as Deny_IP in the Allow-access policy.

C. Enable match vip in the Deny policy.

D. Set the Destination address as Web_server in the Deny policy.

Answer: CD

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Firewall-does-not-block-incoming-WAN-to-LAN/ta

NEW QUESTION 10
Refer to the exhibit, which contains a session diagnostic output.
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Which statement is true about the session diagnostic output?

A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.
C. The session is a bidirectional UDP connection.
D. The session is a bidirectional TCP connection.

Answer: C

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 14

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for example.com home page, the override must be
configured using a specific syntax.

Which two syntaxes are correct to configure web rating for the home page? (Choose two.)

A. www.example.com:443

B. www.example.com

C. example.com

D. www.example.com/index.html

Answer: BC

Explanation:

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names - no URLs or wildcard characters are allowed.

OK: google.com or www.google.com

NO OK: www.google.com/index.html or google.* FortiGate_Security 6.4 page 384

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names-- "no URLSs or wildcard characters are allowed".

NEW QUESTION 19
Which statement about video filtering on FortiGate is true?

A. Full SSL Inspection is not required.

B. It is available only on a proxy-based firewall policy.

C. It inspects video files hosted on file sharing services.

D. Video filtering FortiGuard categories are based on web filter FortiGuard categories.

Answer: B

NEW QUESTION 20
Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 21

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?
A. It limits the scanning of application traffic to the DNS protocol only.

B. It limits the scanning of application traffic to use parent signatures only.

C. It limits the scanning of application traffic to the browser-based technology category only.
D. It limits the scanning of application traffic to the application category only.
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Answer: C

Explanation:
https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/38324/ngfw-policy-based-mode

NEW QUESTION 22
Refer to the exhibit.

Add Signatures x
Type Filter
Action @ Block~
Packet logging [- R © Disable
Status O Disable & Default
Rate-based settings Specify
Exempt IPs 0 EditIP Exemptions
ch Q Al
Mame < Severity = Target = 05 = Action = CVE-ID =
[E] iP5 Signature ER
FTF . Login Failed ] Server Adl @ Pass

Review the Intrusion Prevention System (IPS) profile signature settings. Which statement is correct in adding the FTP.Login.Failed signature to the IPS sensor
profile?

A. The signature setting uses a custom rating threshold.

B. The signature setting includes a group of other signatures.

C. Traffic matching the signature will be allowed and logged.

D. Traffic matching the signature will be silently dropped and logged.

Answer: D

Explanation:
Action is drop, signature default action is listed only in the signature, it would only match if action was set to
default.

NEW QUESTION 25
Examine this PAC file configuration.
Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from the FortiGate.

B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy.

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060.
D. Any web request fortinet.com is allowed to bypass the proxy.

Answer: AD

NEW QUESTION 30
Refer to the exhibit.
The exhibit shows the output of a diagnose command.
# diagnose firewall proute list
list route policy info(vf=root):
1d=2130903041 (0x7£030001) wwl service=l1(Critical-DIA) vwl mbr seq=l 2 dscp tag=0xff Oxff
£lags=0x0 tos=0x00 tos_mask=0x00 protoccl=0 sport=0-65535 iif=0 dport=1-6€5535 path(2)
01f=3 (portl) oif=4(port2)
source(l): 10.0.1.0-10.0.1.255
destination wildcard(l): 0.0.0.0/0.0.0.0
internet service (3): GoToMeeting(4294836966,0,0,0, 16354)
Microsoft.Office.365.Portal (4294837474,0,0,0, 41468) Salesforce(4294837976,0,0,0, 16920)
hit count=0 last used=2022-02-23 05:46€:43
What does the output reveal about the policy route?
A. Itis an ISDB route in policy route.
B. It is a regular policy route.
C. Itis an ISDB policy route with an SDWAN rule.
D. It is an SDWAN rule in policy route.
Answer: C

NEW QUESTION 33
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?
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A. The collector agent uses a Windows API to query DCs for user logins.
B. NetAPI polling can increase bandwidth usage in large networks.

C. The collector agent must search security event logs.

D. The NetSession Enum function is used to track user logouts.

Answer: D

Explanation:

FortiGate_Infrastructure_7.0 page 270: "NetAPI: polls temporary sessions created on the DC when a user logs in or logs out and calls the NetSessionEnum

function in Windows."

NEW QUESTION 37

Which two inspection modes can you use to configure a firewall policy on a profile-based next-generation firewall (NGFW)? (Choose two.)

A. Proxy-based inspection
B. Certificate inspection

C. Flow-based inspection
D. Full Content inspection

Answer: AC

NEW QUESTION 42
Refer to the exhibits.

The exhibits show the firewall policies and the objects used in the firewall policies.
The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit.

Exhibit A | Exhibit B

[ F Range/Subnet i)
= LOCAL_CUENT

10.001.10,32
= all 0.0.000.,0

E FaoN &
facebook.com

Direction 2

Number of Entrigs =
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K] Facebook-Web Dastination 26578
I Port Protocol Status
199117-199L18 B0 TR & Enabled
44z
8443
19.9117- 195018 443 upP & Enabled
199130 443 UDP & Enabled
[a] From To Source Destination Sheduls Service Action AT
3 = partd = portl = LOCAL_CUENT = fazebock com 3 always @ uLL_upp W ACCEFT £ Enabled
1 = portl * port3 = facebook cam E LOCAL_CUENT 8 always @ v _uoe w ACCEPT & Enabled
4 & portd = portl = LOCAL_CUENT =al @ always @ HrTP " ACCEPT & Enabled
@ ons
W HTTRS
5 ® por3 ® portl E LocaL_cuenT ] Facebook-Web ® atways Intermet Service « ACCEPT S Enabled
2 ™ port2 * portl Ean Eal ® always @ aLL " ACCEPT ) Enabled
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Exhibit A | Exhibit B

Policy Lookup

Incoming Interface
IP Version
Protocol

Source

Source Port
Destination

Destination Port

™ port3 -
IPv4 -
TCP -
10.0.1.10

facebook.com

443 -

Which policy will be highlighted, based on the input criteria?

A. Policy with ID 4.
B. Policy with ID 5.
C. Policies with ID 2 and 3.
D. Policy with ID 4.

Answer: A

NEW QUESTION 47
Refer to the exhibits.

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) for Facebook.

Users are given access to the Facebook web application. They can play video content hosted on
Facebook, but they are unable to leave reactions on videos or other types of posts.

Exhibit A [ Exhibit B

Edit Policy

Name © Facebook SSL Inspection

Incoming Interface ™ port2 v
Outgoing Interface ™ portl v
Source S a x
Destination & all x
Service @ ALL x

Firewall / Network Options

o Central NAT is enabled so NAT settings from matching Central
SMNAT palicies will be applied.

Security Profiles

sSLInspection W certificate-inspection - &
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Exhibit A | Exhibit B

Edit Policy

Name © Facebook Access
Policy Mode € SERGE M Learn Mode

Incoming Interface ™ port2

+
Outgoing Interface ™ port1

&>
Source &= all

+
Destination = all

+
Schedule (o always
Service LY ETE Specify
Application [7 Facebook

K3 Facebook_Like.Button
3 Facebook_Video.Play
+

URL Category +

Action V- eeayl @ DENY

Firewall/Network Options

Protocol Options L2 default

Which part of the policy configuration must you change to resolve the issue?

A. Force access to Facebook using the HTTP service.
B. Make the SSL inspection a deep content inspection.

C. Add Facebook in the URL category in the security policy.

D. Get the additional application signatures required to add to the security policy.

Answer: B

NEW QUESTION 48
Refer to the exhibits.

The exhibits contain a network diagram, and virtual IP, IP pool, and firewall policies configuration information.
The WAN (portl) interface has the IP address 10.200.1.1/24.
The LAN (port3) interface has the IP address 10.0.1.254/24.

The first firewall policy has NAT enabled using IP pool.

The second firewall policy is configured with a VIP as the destination address.
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Exhibit A | Exhibit B
L]
.‘h.;\“‘l' . -
" .
_F.-F'-'-'J- "'“‘ﬂ‘\\
WAN(port1) 10.200.3.1
10.0.1.10/24
: -
.-lu‘-‘\ - 5 L]
i
Exhibit A| Exhibit B

Name From To S o Destination Schedule Service Action MAT

Full_ Access ™ LAN (portdl ™ WANportl) & all & al (6 aways W ALL « ACCEPT (@ IP Pool
WebServer [ WhAN(portl) ® LAN(portd 32wl & viP (o atways W@ ALL » ACCEPT O Disabled
Edit Virtual 1P | | Edit Dynamic 1P Poot

WVIP type 1P Mame 1P Poscdl

MName vip Comments e & V255
Comments /355 Typet m One-to-One  Fixed Port Range  Port Block Allocation
Color @ Change External IP addressirange @ 10.200.1.100-10.200.1.100

AT »

Metwork ARP Reply L &

Interface = portl -

Type Static MAT
External IP addressirange 0 10200010
Map to

[P+t acddr et frange 1000.1.10
3 Optional Filters
D) Port Forwarding

Protocal UDP SCTP  ICMP

Port Mapping Type Madvy 10 marry
External serviceport @ 443
Mlap te IPw4 port 443

Which IP address will be used to source NAT (SNAT) the internet traffic coming from a workstation with the IP address 10.0.1.10?

A.10.200.1.1
B. 10.0.1.254
C.10.200.1.10
D. 10.200.1.100

Answer: D

NEW QUESTION 52
Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on the FortiGate device, and the routing

table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection times out. At the same time, the administrator

runs a sniffer on FortiGate to capture incoming web traffic to the server and does not see any output.
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ISP router

77

wanl portl

dmz
172.16.1.254 192.2.9.2 192.2.0.1
Web server
172.16.1.18
Routing table:
Firewall policy: VIP: - “1 ':"l". I."f;'.}' :1 ,rl .
(1) (WebServer-Ext) S L
name: Internet-to-DMZ type: static-nat
action: accept extip: 203.0.113.2
srcaddr: 0.0.0.0/0 extintfl: wanl
srcintf: wanl mappedip: 172.16.1.10
dataddr: WebServer-gExt portiorward: disable
dstintf: dmz arp-reply: disable
service: ALL
schedule: always
match-vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.

B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.
D. In the firewall policy configuration, enable match-vip.

Answer: D

NEW QUESTION 56
What are two benefits of flow-based inspection compared to proxy-based inspection? (Choose two.)

A. FortiGate uses fewer resources.

B. FortiGate performs a more exhaustive inspection on traffic.
C. FortiGate adds less latency to traffic.

D. FortiGate allocates two sessions per connection.

Answer: AC

NEW QUESTION 58
Which statement is correct regarding the use of application control for inspecting web applications?

A. Application control can identify child and parent applications, and perform different actions on them.
B. Application control signatures are organized in a nonhierarchical structure.

C. Application control does not require SSL inspection to identify web applications.

D. Application control does not display a replacement message for a blocked web application.

Answer: A

NEW QUESTION 59
Which two attributes are required on a certificate so it can be used as a CA certificate on SSL inspection? (Choose two.)

A. The keyUsage extension must be set to keyCertSign.

B. The CA extension must be set to TRUE.

C. The issuer must be a public CA.

D. The common name on the subject field must use a wildcard name.

Answer: AB

NEW QUESTION 62
Which two protocols are used to enable administrator access of a FortiGate device? (Choose two.)

A. FTM

B. SSH

C. HTTPS

D. FortiTelemetry

Answer: BC

NEW QUESTION 67
Refer to the exhibit.
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# diagnose test application ipsmonitor

Display IPS engine information
Toggle IPS engine enable/disable status
Display restart log

Clear restart log

: Toggle bypass status

€: Submit attack characteristics now
10: IPS gueue length

11: Clear IPS qgueue length

12: IPS L7 socket statistics

13: IPS session list

14: IPSs NTurbko statistics

15: IPSA statistics

§7: Start all IPS engines

G8: Stop all IPFS engines

9%: Restart all IPS engines and monitor

T

L e L B =

Examine the intrusion prevention system (IPS) diagnostic command shown in the exhibit.
If option 5 is used with the IPS diagnostic command and the outcome is a decrease in the CPU usage, what is the correct conclusion?

A. The IPS engine is unable to prevent an intrusion attack.
B. The IPS engine is inspecting a high volume of traffic.

C. The IPS engine will continue to run in a normal state.
D. The IPS engine is blocking all traffic.

Answer: B

NEW QUESTION 70

Refer to the exhibits.

Exhibit A shows a network diagram. Exhibit B shows the firewall policy configuration and a VIP object configuration.
The WAN (portl) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.

Exhibit A | Exhibit'B
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ExhiDIEA | Exhibit B

Mame From To

WebServer ™= WAN [port1)

= LAN (port3)

Source

& all

Destination
& vip

achedule service

(e aways @ ALL

Action

MAT

« ACCEPT @ Enabled

Edit Virtual IP

VIP type IPv4

Mame VIP
Comments

Color & Change

Metwork

Interface

Type Static NAT
External IP address/range @  10.200.1.10
Map to

IPv4 address/range 10.0.1.10

B Optional Filters

& Port Forwarding

Protocol s VYDP SCTP
Port Mapping Type
10443
Map to |Pvd port 443

External service port

ICMP

Many to many

# 0255

If the host 10.200.3.1 sends a TCP SYN packet on port 10443 to 10.200.1.10, what will the source address, destination address, and destination port of the packet
be, after FortiGate forwards the packet to the destination?

A. 10.0.1.254, 10.0.1.10, and 443, respectively
B. 10.0.1.254, 10.0.1.10, and 10443, respectively
C. 10.200.3.1, 10.0.1.10, and 443, respectively

Answer: C

NEW QUESTION 71
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