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NEW QUESTION 1
What type of personal information can be collected by a mobile application without consent?

A. Full name
B. Geolocation
C. Phone number
D. Accelerometer data

Answer: D

NEW QUESTION 2
Which of the following is the best way to reduce the risk of compromised credentials when an organization allows employees to have remote access?

A. Enable whole disk encryption on remote devices.
B. Purchase an endpoint detection and response (EDR) tool.
C. Implement multi-factor authentication.
D. Deploy single sign-on with complex password requirements.

Answer: C

NEW QUESTION 3
Which of the following is the MOST important consideration when using advanced data sanitization methods to ensure privacy data will be unrecoverable?

A. Subject matter expertise
B. Type of media
C. Regulatory compliance requirements
D. Location of data

Answer: C

NEW QUESTION 4
Which of the following is MOST important when developing an organizational data privacy program?

A. Obtaining approval from process owners
B. Profiling current data use
C. Following an established privacy framework
D. Performing an inventory of all data

Answer: D

NEW QUESTION 5
Which of the following deployed at an enterprise level will MOST effectively block malicious tracking of user Internet browsing?

A. Web application firewall (WAF)
B. Website URL blacklisting
C. Domain name system (DNS) sinkhole
D. Desktop antivirus software

Answer: A

NEW QUESTION 6
Which of the following vulnerabilities is MOST effectively mitigated by enforcing multi-factor authentication to obtain access to personal information?

A. End users using weak passwords
B. Organizations using weak encryption to transmit data
C. Vulnerabilities existing in authentication pages
D. End users forgetting their passwords

Answer: A

NEW QUESTION 7
Which of the following should an IT privacy practitioner do FIRST before an organization migrates personal data from an on-premise solution to a cloud-hosted
solution?

A. Develop and communicate a data security plan.
B. Perform a privacy impact assessment (PIA).
C. Ensure strong encryption is used.
D. Conduct a security risk assessment.

Answer: D

NEW QUESTION 8
An organization has a policy requiring the encryption of personal data if transmitted through email. Which of the following is the BEST control to ensure the
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effectiveness of this policy?

A. Provide periodic user awareness training on data encryption.
B. Implement a data loss prevention (DLP) tool.
C. Conduct regular control self-assessments (CSAs).
D. Enforce annual attestation to policy compliance.

Answer: B

NEW QUESTION 9
Which of the following is the PRIMARY reason to complete a privacy impact assessment (PIA)?

A. To comply with consumer regulatory requirements
B. To establish privacy breach response procedures
C. To classify personal data
D. To understand privacy risks

Answer: A

NEW QUESTION 10
Which key stakeholder within an organization should be responsible for approving the outcomes of a privacy impact assessment (PIA)?

A. Data custodian
B. Privacy data analyst
C. Data processor
D. Data owner

Answer: D

NEW QUESTION 10
Which of the following is the BEST approach to minimize privacy risk when collecting personal data?

A. Use a third party to collect, store, and process the data.
B. Collect data through a secure organizational web server.
C. Collect only the data necessary to meet objectives.
D. Aggregate the data immediately upon collection.

Answer: C

NEW QUESTION 11
Which of the following is a responsibility of the audit function in helping an organization address privacy compliance requirements?

A. Approving privacy impact assessments (PIAs)
B. Validating the privacy framework
C. Managing privacy notices provided to customers
D. Establishing employee privacy rights and consent

Answer: D

NEW QUESTION 15
An email opt-in form on a website applies to which privacy principle?

A. Accuracy
B. Consent
C. Transparency
D. Integrity

Answer: B

NEW QUESTION 18
Which of the following BEST represents privacy threat modeling methodology?

A. Mitigating inherent risks and threats associated with privacy control weaknesses
B. Systematically eliciting and mitigating privacy threats in a software architecture
C. Reliably estimating a threat actor’s ability to exploit privacy vulnerabilities
D. Replicating privacy scenarios that reflect representative software usage

Answer: A

NEW QUESTION 23
Which of the following tracking technologies associated with unsolicited targeted advertisements presents the GREATEST privacy risk?

A. Online behavioral tracking
B. Radio frequency identification (RFID)
C. Website cookies
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D. Beacon-based tracking

Answer: C

NEW QUESTION 24
Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger access control to systems containing patient
records?

A. Limited functions and capabilities of a secured operating environment
B. Monitored network activities for unauthorized use
C. Improved data integrity and reduced effort for privacy audits
D. Unlimited functionalities and highly secured applications

Answer: B

NEW QUESTION 29
Which of the following is a PRIMARY consideration to protect against privacy violations when utilizing artificial intelligence (AI) driven business decisions?

A. De-identifying the data to be analyzed
B. Verifying the data subjects have consented to the processing
C. Defining the intended objectives
D. Ensuring proper data sets are used to train the models

Answer: B

NEW QUESTION 33
An organization’s data destruction guidelines should require hard drives containing personal data to go through which of the following processes prior to being
crushed?

A. Low-level formatting
B. Remote partitioning
C. Degaussing
D. Hammer strike

Answer: A

NEW QUESTION 37
Which of the following is the BEST way to distinguish between a privacy risk and compliance risk?

A. Perform a privacy risk audit.
B. Conduct a privacy risk assessment.
C. Validate a privacy risk attestation.
D. Conduct a privacy risk remediation exercise.

Answer: A

NEW QUESTION 41
Which types of controls need to be applied to ensure accuracy at all stages of processing, storage, and deletion throughout the data life cycle?

A. Processing flow controls
B. Time-based controls
C. Purpose limitation controls
D. Integrity controls

Answer: D

NEW QUESTION 43
Which of the following is the PRIMARY consideration to ensure control of remote access is aligned to the privacy policy?

A. Access is logged on the virtual private network (VPN).
B. Multi-factor authentication is enabled.
C. Active remote access is monitored.
D. Access is only granted to authorized users.

Answer: D

NEW QUESTION 46
A multinational corporation is planning a big data initiative to help with critical business decisions. Which of the following is the BEST way to ensure personal data
usage is standardized across the entire organization?

A. De-identify all data.
B. Develop a data dictionary.
C. Encrypt all sensitive data.
D. Perform data discovery.
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Answer: D

NEW QUESTION 51
When a government’s health division established the complete privacy regulation for only the health market, which privacy protection reference model is being
used?

A. Co-regulatory
B. Sectoral
C. Comprehensive
D. Self-regulatory

Answer: C

NEW QUESTION 55
Which of the following is the PRIMARY reason that organizations need to map the data flows of personal data?

A. To assess privacy risks
B. To evaluate effectiveness of data controls
C. To determine data integration gaps
D. To comply with regulations

Answer: A

NEW QUESTION 58
Which of the following BEST ensures a mobile application implementation will meet an organization’s data security standards?

A. User acceptance testing (UAT)
B. Data classification
C. Privacy impact assessment (PIA)
D. Automatic dynamic code scan

Answer: C

NEW QUESTION 61
Which of the following is the BEST way to hide sensitive personal data that is in use in a data lake?

A. Data masking
B. Data truncation
C. Data encryption
D. Data minimization

Answer: A

NEW QUESTION 63
Which of the following would MOST effectively reduce the impact of a successful breach through a remote access solution?

A. Compartmentalizing resource access
B. Regular testing of system backups
C. Monitoring and reviewing remote access logs
D. Regular physical and remote testing of the incident response plan

Answer: D

NEW QUESTION 66
Which of the following should be the FIRST consideration when selecting a data sanitization method?

A. Risk tolerance
B. Implementation cost
C. Industry standards
D. Storage type

Answer: D

NEW QUESTION 71
A migration of personal data involving a data source with outdated documentation has been approved by senior management. Which of the following should be
done NEXT?

A. Review data flow post migration.
B. Ensure appropriate data classification.
C. Engage an external auditor to review the source data.
D. Check the documentation version history for anomalies.

Answer: A
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NEW QUESTION 76
Which of the following is the GREATEST concern for an organization subject to cross-border data transfer regulations when using a cloud service provider to store
and process data?

A. The service provider has denied the organization’s request for right to audit.
B. Personal data stored on the cloud has not been anonymized.
C. The extent of the service provider’s access to data has not been established.
D. The data is stored in a region with different data protection requirements.

Answer: D

NEW QUESTION 80
Which of the following should an IT privacy practitioner do FIRST following a decision to expand remote working capability to all employees due to a global
pandemic?

A. Evaluate the impact resulting from this change.
B. Revisit the current remote working policies.
C. Implement a virtual private network (VPN) tool.
D. Enforce multi-factor authentication for remote access.

Answer: B

NEW QUESTION 82
Which of the following is MOST important to consider when managing changes to the provision of services by a third party that processes personal data?

A. Changes to current information architecture
B. Updates to data life cycle policy
C. Business impact due to the changes
D. Modifications to data quality standards

Answer: B

NEW QUESTION 87
......
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