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NEW QUESTION 1
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Control is a key privacy principle of Microsoft. O O
Transparency is a key privacy principle of Microsoft. 0 Q

Shared responsibility is a key privacy principle of Microsoft. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 2
Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for
Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C

Explanation:
The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that protect our cloud services and the customer
data therein.

NEW QUESTION 3
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D

NEW QUESTION 4
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?

A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD ldentity Protection

Answer: A
Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role
assignments.

NEW QUESTION 5
Select the answer that correctly completes the sentence.
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Answer Area

. 15 Cloud-based solufion that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats
Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text Description automatically generated with medium confidence

NEW QUESTION 6
Select the answer that correctly completes the sentence.

. provides benchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated with medium confidence

NEW QUESTION 7
Which three statements accurately describe the guiding principles of Zero Trust? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Define the perimeter by physical locations.

B. Use identity as the primary security boundary.

C. Always verity the permissions of a user explicitly.

D. Always assume that the user system can be breached.
E. Use the network as the primary security boundary.

Answer: BCD

NEW QUESTION 8
What is a use case for implementing information barrier policies in Microsoft 3657

A. to restrict unauthenticated access to Microsoft 365

B. to restrict Microsoft Teams chats between certain groups within an organization

C. to restrict Microsoft Exchange Online email between certain groups within an organization
D. to restrict data sharing to external email recipients

Answer: B

Explanation:

Information barriers are supported in Microsoft Teams, SharePoint Online, and OneDrive for Business. A compliance administrator or information barriers
administrator can define policies to allow or prevent communications between groups of users in Microsoft Teams. Information barrier policies can be used for
situations like these:

NEW QUESTION 9
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. text message (SMS)

B. Microsoft Authenticator app
C. email verification

D. phone call

E. security question

Answer: ABD

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

NEW QUESTION 10
Select the answer that correctly completes the sentence.

When users sign in to the Azure portal, they are first v

assigned permissions.
authenticated.
authorized.

resolved.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, letter Description automatically generated
NEW QUESTION 10

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point

Statements Yes No

Microsoft Sentinel data connectors support only Microsoft services.
You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
tnggered.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes Mo

Microsoft Sentinel data connectors support only Microsoft services, '

; [~]
You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel R
— 5
Hunting provides you with the ability to identify security threats before an alert is 1V
tnggered.
NEW QUESTION 15
Select the answer that correctly completes the sentence.
Answer Area
Microsoft Defender for Identity can identify advanced threats from + signals,
Azure Active Directory (Azure AD)
Azure AD Connect
on-premises Active Directory Domain Services (AD DS)
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Microsoft Defender for Identity is a cloud-based security solution that leverages your on-premises Active Directory signals to identify, detect, and investigate
advanced threats, compromised identities, and malicious insider actions directed at your organization.
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NEW QUESTION 19
Select the answer that correctly completes the sentence.

enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External

Active Directory forest trusts users appear as guest users in the directory,
Azure Active Directory (Azure AD) business-to-business (B28)
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory

. — e I T e T e

Azure Active Directory business-to-consumer B2C (Azure AD B2C)

NEW QUESTION 20
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Azure Defender can detect vulnerabilities and threats for Azure Storage. Q Q
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O Q
Azure Security Center can evaluate the security of workloads deployed to Azure or on- 0O 0
premises.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

Azure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases, containers, web applications, your network, your
storage, and more

Box 2: Yes

Cloud security posture management (CSPM) is available for free to all Azure users. Box 3: Yes

Azure Security Center is a unified infrastructure security management system that strengthens the security posture of your data centers, and provides advanced
threat protection across your hybrid workloads in the cloud - whether they're in Azure or not - as well as on premises.

NEW QUESTION 22
Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Area
Threzt Explorer Feature Provides intelligence on prevailing cybersecurity issues
| Threat Trackers _
Feature Provides real-time reports to identify and analyze recent threats
Anti-phishing protection
I e Feature Detects impersonation attempts

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Features Answer Area
iT-____'.-'_ '.__.:._T_____'.'._.___... . . _ " ._ = . T : . ) = : -
| Threat Explorer : | Anti-phishing protection  Provides intelligence on prevailing cybersecurity issues
§ Threat Trackers = ' : =
e e I Threat Explorer Provides real-time reports to identify and analyze recent threats
| Anti-phishing protection |
Rt A Threat Trackers Detects impersonation attempts

NEW QUESTION 24
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

NEW QUESTION 25
Select the answer that correctly completes the sentence.

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a v

guest account.
managed identity.
service principal.
user account.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 30
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- @) ®)
premises environment.
Azure Active Directory (Azure AD) is provided as part of a O O

Microsoft 365 subscription.

Azure Active Directory (Azure AD) is an identity and access ® @)
management service.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: No

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Box 2: Yes

Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.
Box 3: Yes

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 32
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Statements Yes No

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management selution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats. Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.

Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:

> Leaks of sensitive data and data spillage
> Confidentiality violations

> Intellectual property (IP) theft

> Fraud

> Insider trading

> Regulatory compliance violations

NEW QUESTION 33
Which type of identity is created when you register an application with Active Directory (Azure AD)?

A. a user account

B. a user-assigned managed identity
C. a system-assigned managed identity
D. a service principal

Answer: D

Explanation:
When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 38

You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling

B. identity as the security perimeter
C. defense in depth

D. the shared responsibility model

Answer: C

NEW QUESTION 39
Select the answer that correctly completes the sentence.

Microsoft Sentinel _ use Azure Logic Apps to automate and orchestrate responses to alerts.

analytic rules
hunting queries
playbooks
workbooks

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
playbooks
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 44
Select the answer that correctly completes the sentence.

Answer Area
Compliance Manager assesses compliance data « for an organization.
continually
monthly
on-demand
quarterly
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 47
You have a Microsoft 365 E3 subscription.

You plan to audit user activity by using the unified audit log and Basic Audit. For how long will the audit records be retained?

A. 15 days
B. 30 days
C. 90 days
D. 180 days

Answer: C

NEW QUESTION 49

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Azure Policy supporis automatic remediation. &

Azure Palicy can be used to ensure that new resources adhere O
to corporate standards.

Compliance evaluation in Azure Policy occurs only when a O
target resource is created or modified.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 53
For each of the following statements, select Yes if the statement is true. Otherwise, select No

Statements

You can use information barriers with Microsoft Exchange.

You can use information barriers with Microsoft SharePoint.

You can use information barriers with Microsoft Teams.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements Yes No

You can use information barriers with Microsoft Exchange.
You can use information barriers with Microsoft SharePoint. | €2

You can use information barriers with Microsoft Teams.

NEW QUESTION 57
Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD Identity Protection
Azure AD Privileged ldentity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 61
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 65
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Applying system updates increases an organization's secure score in Azure Security Center. Q Q
The secure score in Azure Security Center can evaluate resources across multiple Azure O O
subscriptions.
Enabling multi-factor authentication [MFA) increases an organization's secure score in Azure o P
Security Center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
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results in environments that are susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 67
What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation
B. automated investigation
C. advanced hunting
D. network protection

Answer: D

Explanation:
Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.

NEW QUESTION 71
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directary (Azure AD) is v

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a security information and event management (SIEM) system

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference: https://docs.microsoft.com/en-
us/microsoft-365/enterprise/about-microsoft-365-identity ?view=0365-worldwide

NEW QUESTION 74
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT

B. to provide secure connections to Azure virtual machines

C. to protect sensitive information hosted anywhere in the cloud

D. to provide pass-through authentication to on-premises applications

E. to prevent data leaks to noncompliant apps and limit access to regulated data

Answer: ACE

NEW QUESTION 79

You need to keep a copy of all files in a Microsoft SharePoint site for one year, even if users delete the files from the site. What should you apply to the site?
A. a data loss prevention (DLP) policy

B. a retention policy

C. an insider risk policy

D. a sensitivity label policy

Answer: B

NEW QUESTION 82
Select the answer that correctly completes the sentence.

Answer Area
You can use - Inthe Microsoft 365 security center to identify devices that are affected by an alert.
classifications
incidents
policies
Secure score

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter Description automatically generated

NEW QUESTION 83

You have an Azure subscription.

You need to implement approval-based, time-bound role activation.
What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: D

NEW QUESTION 84

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

NEW QUESTION 85
Select the answer that correctly completes the sentence.

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Microsoft Defender for Cloud

Microsoft Sentinel
Microsoft Defender for Cloud Apps can use conditional access policies

1O control sessions in real ime

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Microsoft Defender for Cloud

AicrosoftSentinel . . =

Microsoft Defender for Cloud Apps can use conditional access policies

1o control sessions in real ime

NEW QUESTION 86
Select the answer that correctly completes the sentence.

Answer Area
Federation is used to establish v between organizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Graphical user interface, text, application Description automatically generated
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 87
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Conditional access policies can be applied to global administrators. Q Q
Conditional access policies are evaluated before a user is authenticated. O O
Conditional access policies can use a device platform, such as Android or ) O
105, as a signal.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

Conditional access policies can be applied to all users Box 2: No
Conditional access policies are applied after first-factor authentication is completed. Box 3: Yes
Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.

NEW QUESTION 90
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

NEW QUESTION 94
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

With Advanced Audit in Microsoft 365, you can identify when O '®)
email items were accessed.

Advanced Audit in Microsoft 365 supports the same retention O O
period of audit logs as core auditing.

Advanced Audit in Microsoft 365 allocates customer-dedicated O 0O
bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.
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NEW QUESTION 99
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

You can use Advanced Audit in Microsoft 365 to view billing details
You can use Advanced Audit in Microsoft 365 to view the contents of an email message.

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Outlook on the web to search for items in a mailbox

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated with medium confidence

Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No

Box 3: Yes

NEW QUESTION 100
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.

B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.

D. A policy initiative that includes multiple policies.

Answer: B

Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:

Compliance Manager helps simplify compliance and reduce risk by providing:

> Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

> Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

> Detailed step-by-step guidance on suggested improvement actions to help you comply with the standards and regulations that are most relevant for your
organization. For actions that are managed by Microsoft, you'll see implementation details and audit results.

> A risk-based compliance score to help you understand your compliance posture by measuring your progress in completing improvement actions.

NEW QUESTION 105
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fingerprint

B. facial recognition
C. PIN

D. email verification
E. security question

Answer: ABC

NEW QUESTION 110

In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?
A. Active Directory Federation Services (AD FS)

B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C

NEW QUESTION 113
What is an example of encryption at rest?
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A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B
NEW QUESTION 117

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Azure AD Connect can be used to implement hybrid identity. O O
Hybrid identity requires the implementation of two Microsoft 365 tenants, @) B
Hybrid identity refers to the synchronization of Active Directory Domain O O

Services (AD DS) and Azure Active Directory (Azure AD).
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 119

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point

Statements Yes

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure
Or on-premises.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. |
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions 1 O

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure | I
Or on-premises.

NEW QUESTION 123

No

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point
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Statements Yes No

Enabling muiti-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score

A higher Microsoft Secure Score means a lower identified nsk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.

NEW QUESTION 125
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Global administrators are exempt from conditional access policies

A conditional access policy can add users to Azure Active Directory (Azure AD)
roles

Conditional access policies can force the use of multi-factor authentication
(MFA) to access cloud apps

B R
40 1

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 127
Select the answer that correctly completes the sentence.

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the RV E SN lifecycle process

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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You can use dynamic groups in Azure Active Directory (Azure AD) to automate the  JRINICASSETREaT lifecycle process

NEW QUESTION 131
Select the answer that correctly completes the sentence.

Answer Area

« afile makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
Deduplicating
Encrypting

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 133
Select the answer that correctly completes the sentence.

Answer Area
Azure DDoS Protection Standard can be used to protect ¥
Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
resource groups.
virtual networks.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Graphical user interface, text Description automatically generated

NEW QUESTION 134
Select the answer that correctly completes the sentence.

In an environment that has on-premises resources and cloud resources,

[ <nould be the primary security perimeter.

the cloud

a firewall

identity

Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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In an environment that has on-premises resources and cloud resources,

[ <ould be the primary security perimeter.

the cloud
a firewall
{identity
[Microsoft Defender for Cloud

NEW QUESTION 137
What is a characteristic of a sensitivity label in Microsoft 3657

A. persistent
B. encrypted
C. restricted to predefined categories

Answer: B

NEW QUESTION 139

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes Mo

security defaults require an Azure Active Directory (Azure AD) Premium license
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user

When Security defaults are enabled, all administrators must use multi-factor authentication
(MFA]J.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes MNo

Security defaults require an Azure Active Directory (Azure AD) Premium license |
Secunty defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication | |
[(MFA)

NEW QUESTION 142

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Answer: BC

Explanation:

Sesurity defaults make it easy to protect your organization with the following preconfigured security settings: =» Requiring all users to register for Azure AD Multi-
Factor Authentication.

> Requiring administrators to do multi-factor authentication.

> Blocking legacy authentication protocols.

> Requiring users to do multi-factor authentication when necessary.

> Protecting privileged activities like access to the Azure portal.
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NEW QUESTION 143
Which service should you use to view your Azure secure score? To answer, select the appropriate service in the answer area.

Microsoft Azure P Search resources, services, and docs (G+/)

Azure services

g -y
i d @ 8:
"
Create a Alerts Application Subscriptions Policy
resource Insights
‘ : = . 1
2 0 ® | & -
Azure AD Security Center Advisor Monitor Maore services
Connect Health

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Security Center

NEW QUESTION 148
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. O Q
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. , O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. B O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 149
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

NEW QUESTION 151
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C
Explanation:

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDirive locations, and instant messaging conversations in Skype for Business.
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The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.

NEW QUESTION 155
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Users can apply sensitivity labels manually.

Multiple sensitivity labels can be applied to the same file.

A sensitivity label can apply a watermark to a Microsoft Word document.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 158
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