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NEW QUESTION 1
- (Exam Topic 1)

You need to create the LWGroupl group to meet the management requirements.
How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than
once, or not at all. You many need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer Arca
(uzer.objeceld -ne | |FGuestt
"“sMember
null
A. Mastered

B. Not Mastered
Answer: A
Explanation:
Null “Member”

NEW QUESTION 2
- (Exam Topic 1)

Y and (ussr.userType &g

“GuestT
“BAGET b

You need to configure app registration in Azure AD to meet the delegation requirements. What should you do? To answer, select the appropriate options in the

answer area. NOTE: Each correct selection is worth one point.

Azure AD tenant-level setting to modify

v

Allow users to register application
Users can consent to apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to

Role to assign to User1

v

Application administrator
Application developer

Cloud application administrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 3
- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use:

Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use:

w

Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 4

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect settings to modify: -
Directory Extensions

Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 5

- (Exam Topic 2)

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 6

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

The users must first [Proviche coment for any 2pp o aoceds The data of Contosa.
Ragister tor muln-1actor authentcaton (MFAJ,
Aeguics tar weli-wonnce parswornd et (S5PR).

¥ou must conhigune: LA sign-m nde pobicy
A user ek pohcy
An Azure AD Password Protection pohcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Arnswer Area
The users misst i firstn 1o acers he data of Contoso.
[ Ragister tor mulh-factor authenmtication (MEA)L I

You muet contiogune:

& user nek pobdy
An Azure AL Vassword: Frotection policy

NEW QUESTION 7
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuratifon policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 8

- (Exam Topic 2)

You need to meet the technical requirements for license management by the helpdesk administrators.

What should you create first, and which tool should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Areca

Object to create for .cach! branch othice | An administrative unit
A custom role

A Dynamic User secunty group
An OU

Tool touse: | Azure Active Directory admin center

Actve Directory Admmstrative Contor

Active Directory module for Windows Powershel)
Microsoft 365 admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 9

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To configure user access: -

An access package
An access review
A conditional access policy

To enable collaboration with fabrikam.com: -
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization
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NEW QUESTION 10
- (Exam Topic 3)
You need to resolve the issue of the sales department users. What should you configure for the Azure AD tenant?

A. the User settings

B. the Device settings

C. the Access reviews settings
D. Security defaults

Answer: B

NEW QUESTION 10
- (Exam Topic 3)
You need to implement the planned changes for Packagel. Which users can create and manage the access review?

A. User3 only
B. User4 only
C. User5 only
D. User3 and User4
E. User3 and Userb5
F. Userdand User5

Answer: E

NEW QUESTION 13

- (Exam Topic 4)

You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Termsl1 and an access package. Contoso users collaborate with an
external organization named Fabrikam. Fabrikam users must accept Terms1 before being allowed to use the access package. You need to identify which users
accepted or declined Termsl. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D

NEW QUESTION 18

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the
Block/unblock users settings for multi-factor

authentication (MFA).

Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 22
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
User None

User2 | None
Admin1 | Application adminsstrator
Adming | Authentication administratos

The User settings for enterprise applications have the following configuration.

» Users can consent to apps accessing company data on their behalf:

» Users can consent to apps accessing company data for the groups they

 Users can request admin consent to apps they are unable to consent to: Yes

* Who can review admin consent requests: Admin2, User2

Userl attempts to add an app that requires consent to access company data. Which user can provide consent?

A. Userl
B. User2
C. Adminl
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D. Admin2

Answer: C

NEW QUESTION 26

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 27

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 31

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

* Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

 Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 32

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0
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NEW QUESTION 33
- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table. You need to configure access to Vaultl. The solution must meet the

following requirements:

 Ensure that Userl can manage and create keys in Vaultl.
» Ensure that User2 can access a certificate stored in Vaultl.
* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
| Key Vauit Crypto Officer
| Key Vault Secrets Officer
User? Key Vault Certficates Officet W
Key Vault Certificates Officer
Key Vault Crypto Officer '
| Key Vault Secrets Officer
A. Mastered

B. Not Mastered
Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 37

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

NEW QUESTION 41
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

| Mame Role
Admint Cloud application administrator
Admind Applcation agmimstrator

. ,-_‘4.:'.-“i|*.' iﬂ-:'..-:f:,- administrator

L Userl £ Nome

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can

be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.
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Adminl, &drand. Acmen3, and User] are added as revissers
Which users can réview and approve the admin consent reguests?
A. Admm1 only

B. Admm1 and Admin2 only

C. Admm1 Admm2 and Admin3 only

D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B
NEW QUESTION 43

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Member of Mt_:ﬂ-faci_nr authentication (MFA)
User1l | Groupl Enabled but never used

User2 | Group?2 Disabled J R IR
User3 | Group1, GroupZ E_nforceéf and used

In Azure AD ldentity Protection, you configure a user risk policy that has the following settings:

* Assignments: o Users: Groupl

0 User risk: Low and above

* Controls:

0 Access: Block access

* Enforce policy: On

In Azure AD ldentity Protection, you configure a sign-in risk policy that has the following settings:
* Assignments: o Users: Group2

o Sign-in risk: Low and above

* Controls:

0 Access: Require multi-factor authentication

 Enforce policy. On the following settings: ng settings:

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can sign in from an anonymous [P address.
Userd can sign in from an anonymous [P address,
USers Can sign in from an anonymous [P address,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements

User1 can sign in from an anonymous |P address.

!
L
D
-
P

™

JSErs Can 21gN 1N Trm an ananymous [+ address

NEW QUESTION 48
- (Exam Topic 4)
You have an Azure AD tenant.

Yes No

an sign in from an anonymous [P address,

You need to bulk create 25 new user accounts by uploading a template file. Which properties are required in the template file?

A accountEnabled, givenMame, surname, and userPrincipalMame

B. accountEnabled, displayName, userPrincipallame, and passwordProfile

™

displaydame, identitylssuer, usagelLocation, anQ wuserType

D. accountEnabled, passwordProfile, usagelocation, and wserPrincipallame

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 49
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.

SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 50

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the following objects:
> A device named Devicel

> Users named Userl, User2, User3, User4, and User5

> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, Userd, GroupZ2. Group3
Group? Security Dynamic User User?2
Group3 Security Dynamic Device Devicel
Group4 Microsoft 365 Assigned Userd
Groups Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only
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B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 51

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

-il.
s

I -:‘H

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

I

Pt
_‘;111

A. Mastered
B. Not Mastered

Answer: A

Explanation:
App code 60
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 56

- (Exam Topic 4)

You have an Azure AD tenant and a .NET web app named Appl. You need to register Appl for Azure AD authentication.
What should you configure for Appl1?

A. the executable name
B. the bundle ID

C. the package name
D. the redirect URI

Answer: D

NEW QUESTION 57

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B
NEW QUESTION 61

- (Exam Topic 4)
A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

} Pa55w0rd12
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Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12

Pa55w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

VNV VN VVNVNVNVVY

Tracked sign-in attempts v

— N
™.

Unlock by v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 66

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name *

Description (0

Admin review

Start date * 12/18/2020 8
Frequency W 1
Duration {Ilﬁ dﬂ}fﬂ G, ——————————-ﬂ 14
End (O EEED cndby  Occurrences )

Mumber -:;-!: Limes

End date

Users
Scope

Application Administrator and 72 others

Reviewers

Reviewers

' e
O Everyone
Review role membership (permanent and eligible) *
(Preview) Manager ~

(Preview) Fallback reviewers (0

Megan Bowen

v Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 69
- (Exam Topic 4)

You need to support the planned changes and meet the technical requirements for MFA.
Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Your Partner of IT Exam

Feature: | i, - t

An authentication T?'f:fr1-:-d policy

& Conditional Access policy

An MFA registration policy

The Multi-Factor Authentication Server settings

Grace penod ] - |
14 days E
28 days
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Answer: A
Explanation:
Answer Area
Feature: | [ v
.i-r_u_*.- ,*_I_nﬂ_u_l- ation _?1"‘-’-_‘I'| od policy
| | A Conditonal Access policy
“An MFA registration policy
The Multi-Factor Authentication Server settings
Grace period: | - |

14 days !

28 days
NEW QUESTION 74
- (Exam Topic 4)
You have an Azure AD tenant that contains a user named Userl. Userl is assigned the User Administrator role.
You need to configure External collaboration settings for the tenant to meet the following requirements: |
*Guest users must be prevented from querying staff email addresses.
*Guest users must be able to access the tenant only if they are invited by Userl.
Which three settings should you configure? To answer, select the appropriate settings in the answer area.

Guest user access restnctions b2
Guest uters have the same access as members (imost inclusive)
Guest users have lnmited access 1o proparnes and memperseps of direciony oDpecls

Guett user access i resincted to properties and memberships of thesr own directory objects (most restnctive)

Guest imate restnchons bl
Anyone i the orgamzatn can invite guest users mcluding guests and non-admins (most inchusine)
Member uters and users assgned 1o specific admin rodes Can imate guest users including guests with member permissions

Only users assigned 10 specific admin rokes can invite guest users

Enable guest seif-senice Sign up via user
fiows: MO
Yes

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting ensures that guest users are
prevented from querying staff email addresses and can access the tenant only if they are invited by Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant only if they are invited by
Userl.

Box3 = This setting enables guest users to sign up for the tenant only if they are invited by Userl.

NEW QUESTION 77

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account
lockout settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 80
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.
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Uses1 Ulspsy
Guest1 Guest

[idenuityl | Managed dentity
Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 81

- (Exam Topic 4)

You have a Microsoft 36S subscription. The subscription contains users that use Microsoft Outlook 2016 and Outlook 2013 clients. You need to implement tenant
restrictions. The solution must minimize administrative effort. What should you do first?

A. Upgrade the Outlook 2013 clients to Outlook 2016.

B. Configure the Outlook 2013 clients to use modem authentication.
C. Upgrade all the Outlook clients to Outlook 2019.

D. From the Exchange admin center, configure Organization Sharing.

Answer: A

NEW QUESTION 86
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

User1 NMember '

Yes
User2 Member No
User3 Guest No

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

Jobititle propertys | [lisers anly

Liser 1 and User2 only
Liser? and Userd only
Liser] Userd ) and Userd

Lisage locaton propertys | lilsoe? only

Liserl and User2 only
L mrel Lisiee 3 only
Userl Userd and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Job title propertys | [lsers anty
Liser T and User2 only

Al Bt b AL

Jxerll User?2 and Userd

Usage locabwn propertys B e an by ]

L= Ulll:'
Lser? and UserE only
Liserl Userd and' Userd

NEW QUESTION 87

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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To allow access for users who have fabrikam.com email
addresses, configure v

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure w

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 90

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
NEW QUESTION 92

- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

Name Role

Admin] Account Administrator

—— - —— — 'l

AdminZ | Service Administrator

Admin3 | SharePoint Administrator

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 94

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.
The users have the devices shown in the following table. You create the following two Conditional Access policies:
» Name: CAPolicyl

» Assignments

0 Users or workload identities: Group 1

0 Cloud apps or actions: Office 365 SharePoint Online o Conditions

Filter for devices: Exclude filtered devices from the policy Rule syntax: device.displayName -starts With "Device*"
0 Access controls Grant: Block access

Session: 0 controls selected o Enable policy: On

* Name: CAPolicy?2
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 Assignments

0 Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online o Conditions: 0 conditions selected

* Access controls

o Grant: Grant access

Require multifactor authentication o Session:

0 controls selected

 Enable policy: On

All users confirm that they can successfully authenticate using MFA.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo
User? can access Sitel from Device!
Jser? can access Sitel from Device?

lemerd = - S T Ry s . . P
User3 can access Sitel from Device

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 97

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Answer: C

NEW QUESTION 98
- (Exam Topic 4)
You have an Azure AD tenant contains the users shown in the following table.

MName Role

. B Al e o & .
| 4 | B |

ey abal Administrator

In Azure AD Privileged Identity Management (PIM), you configure the Global Administrator role as shown in the following exhibit.

Your Partner of IT Exam visit - https://www.exambible.com



@ exambible

We recommend you to try the PREMIUM SC-300 Dumps From Exambible
https://www.exambible.com/SC-300-exam/ (192 Q&AS)

setting
&Y 1 ! e | i hou
. | ti n act Wl
eqauire ticket inf t \ ye i ¥
activation jire Azure WiFs
A re al t liva
ApDIOVEers
Assignment
Setting
| N Derm ni 3 Y 3 Ner
EXDIre ¢ [ g nments atter
4| rman 1 Ve assignment
e ¢ A55) f e
i ’ "L‘ L 1 ¥ r Authent
' ] L 1 (L ]

User 1 is eligible for the Global Administrator role.

State

State

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

User] requires Azure Multi-Factor

Adminestrator role

Users can approve all activ

Statements

alion requests 1or the

Yes

Authentication (MFA) to activate the Global

Global Adminstrator role

User? and Users can eoit the Global Admimstraton roke assignment

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

User] requires

Admirestrator role

UserZ and User3 can edit the Global Administrator

NEW QUESTION 100

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

Statements

Azure Multi-Factor Authentication

I aCtivalion reguests 1or the

AFA) to actnvate the Globa |

Yes

Sobal Admamnestiraton nole

role assignment

No

—

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).
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Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. security questions

C. voice

D. an app password

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 104

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

Answer: B

NEW QUESTION 105
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group?2 Microsoft 365 group None
Group3 Mail-enabled secunity group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 110

- (Exam Topic 4)

You have an Azure AD tenant that contains an access package named Packagel and a user named Userl. Packagel is configured as shown in the following
exhibit.
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Expiration

Access package assignments expire (1) - t.';" n:ate_ Number c‘ﬁoazﬂre“a-.; Mever -
Assignments expire after (number of days) 365
Show advanced expirabion settings
Access Reviews
Require access reviews * - =P "o
Starting on (D | 03/01/2022 -
Rewiew frequency (U i Annually ﬂ.u-.-mm..:_ir.- Quarterly Monthly Weakly
Duration (in days) C | 90
Maxamum 1?;3
Reviewers () f!\ Self-review

O Specific reviewer(s)

O Manager

You need to ensure that Userl can modify the review frequency of Packagel. The solution must use the principle of least privilege.

Which role should you assign to User1?

A. Privileged role administrator

B. User administrator

C. External Identity Provider administrator
D. Security administrator

Answer: A

NEW QUESTION 111
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description

Start date * 12/18/2020 =
Frequency wonthiy b

End ( Mower End by Occurrences

— 1
et

Users

Scope # ) Everyone

Review role membership (permanent and eligible) *

ﬂ.i'_.l'- ication Administrator and 72 others
Reviewers
Reviewers (Preview) Manager N

(Preview) Fallback reviewers (40

Megan Bowen

'  Upon completion sethings

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 113

- (Exam Topic 4)

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com. You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
Delete the contoso.onmicrosoft.com domain.

Register a custom domain name of contoso.com.

Set the domain to pnmary.

©

Create a new TXT record in DNS. @

Verify the domain name.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated with medium confidence
Reference:
https://practical365.com/configure-a-custom-domain-in-office-365/

NEW QUESTION 114

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the following group:
> Name: Groupl

> Members: Userl, User2

> Owner: User3
On January 15, 2021, you create an access review as shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Review name * Review]l T

Description (1)

Start date * ’ 01/15/2021 & ‘
Frequency | Monthly st l
Duration ﬁﬁ days:l {_.: ———————————ﬂ 14
End O Never RIS Occurrences
Jumber of times {
End date * 02/15/2021 0
Users
Users to review Members of a group A
Scope [ ) Guest users only
@) Everyone

Group *

Lroup1
Reviewers
Reviewers Members (self) N
Programs

Link 1o prc;gram }

Default Business Flow

' Upon completion settings

v  Advanced settings

Users answer the Reviewl question as shown in the following table.

User Date Do you still need access to Group1?
User1 | January 17, 2021 | Yes
User?2 | January 20, 2021 No

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

On February 5, 2021, User1 can answer the Review1 question again. O ®)
On January 25, 2021, User2 can answer the Review1 question again. O (@)
On January 22, 2021, User3 can answer the Review1 question @) 0O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated with low confidence

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

NEW QUESTION 115

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the User Administrator role to Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 120

- (Exam Topic 4)

You have an Azure subscription that contains the custom roles shown in the following table.
Type

Name

i . - - * e .... ! IJ..F‘I'.I_-i

Role, AZure subscription role |

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C
NEW QUESTION 121
- (Exam Topic 4)

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as
shown in the exhibit. (Click the Exhibit tab.)
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Guest user access

Guest user access restrictions (Preview) &
Learn more

O Guest users have the same access as members (most inclusive)
'Ej Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (0

Yes Mo

Members can invite (0

-~

Yes Mo

Guests can invite ()

ves @D

Email One-Time Passcode for guests (O
Learm more

L Yes Mo

Enable guest self-service sign up via user flows (Preview) (0
Learn more

Yes Mo

Collaboration restrictions
(®) Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

() Aliow invitations only to the specified domains (mast restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.
Name Email Description

User1 Userl@contoso.com A guest user in fabrikam.com

A user who has never accessed

resources in fabrikam.com

User3 Userd@fabrkam.com A user in fabrikam.com

Which users will be emailed a passcode?

User2 UserZ2@outlook.com

A. User2 only

B. Userl only

C. Userl and User2 only

D. Userl, User2, and User3

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 126

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A
NEW QUESTION 129
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.
You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.
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Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy

Publish App1 in Azure Active Directory
(Azure AD)

Create a conditional access policy that has @

session controls configured

O

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 131

- (Exam Topic 4)

You have an Azure AD tenant that contains two users named Userl and User2. You plan to perform the following actions:

* Create a group named Group 1.

* Add Userl and User 2 to Groupl.

* Assign Azure AD roles to Groupl. You need to create Groupl.

Which two settings can you use? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User
B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned

Answer: DE

NEW QUESTION 132

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

* An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

A Microsoft Teams team named Team1

You need to create an entittement management workflow to manage Sitel and Teaml1. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 133

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
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NEW QUESTION 138

- (Exam Topic 4)

You have a Microsoft 365 tenant that has 5,000 users. One hundred of the users are executives. The executives have a dedicated support team.

You need to ensure that the support team can reset passwords and manage multi-factor authentication (MFA) settings for only the executives. The solution must
use the principle of least privilege.

Which object type and Azure Active Directory (Azure AD) role should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Object type: L
An administratve unit
' A custom administrator role
' A dynamic group
A Microsoft 365 group
Role: | J’-F
- Authentication administrator
Groups administrator
' Helpdesk administrator
 Password administrator
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
An admmistrative unit
| A custom administrator role i
Adynamic group ~ ~ ~
A Microsoft 365 group |

- Password administrator
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NEW QUESTION 141

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: D

NEW QUESTION 145
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

MNamec Description

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00w
A WDN P

Answer: C

NEW QUESTION 146

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. an app password

C. Windows Hello for Business

D. SMS

Answer: C

Explanation:

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of
a new type of user credential that is tied to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enrollment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which

can be a biometric, such as a fingerprint, or a PIN. The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview

NEW QUESTION 151

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.

Name | Organizational unit (OU)

|
2 |€

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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System

v Users

Arure AD Conrect s configured as shown i the followang exhabit

Azure Active Direclory Connect

Ready to configure

g Cinge you chick Install we wall do the following
@ e
[ "'1_:,_:'-- SynchionIZation Senaoes o this Compiuter
[}
* Ingtall Micrasoft Azure AD Connect Authentication Agent for Pass """"-'fj" Authenticatior
COne Pl

+ Enable Rast-through authartzation

o Cornhgurs Source Anchor Attnbute

¢ Corfigure sk 206300utioak onmicroto com - SAC S ARALTOE
! Enge & Confqure contasc com Connactorn
LT 1 ITefin ® [ssable Password hash synchromzabon
lihying i * Enable Fassword winteback
1r & Enable Arure AD Export Delebon Theeshold (500
PN S RIS of | SIN The Synchronizalion process .-.-‘--n(-‘;».."-_'r JFATRON COMehtd e

Configure Enable stageng mode: When selected synchronizabon wall not export any data to AD or Azure AL

Prisviowus

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can use self-service password reset (SSPR) to reset his password

f Userl accesses Microsoft Exchange Online, he will be authenticated by an on-premises
gomam oontrolier

Lser? can be added to a Microsoft SharePoint Online site as a member

A. Mastered
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B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements Yes No

NEW QUESTION 152

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named Appl.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzADUser cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.
D. Create a guest user account in contoso.com.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

NEW QUESTION 157

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C

NEW QUESTION 158

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.
Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device?2 Windows 10 No
Device3 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings: > Name: Termsl

Display name: Contoso terms of use

Require users to expand the terms of use: On
Require users to consent on every device: On
Expire consents: On

Expire starting on: December 10, 2020

VWV NNV

Frequency: Monthly
On November 15, 2020, Userl accepts Termsl1 on Device3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements

On November 20, 2020, User1 can accept Terms1 on Device1l. O

On December 11, 2020, User1 can accept Terms1 on Device2. O

On December 7, 2020, User1 can accept Terms1 on Device3. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes

On November 20, 2020, User1 can accept Terms1 on Device1. | Dﬂ;

On December 11, 2020, User1 can accept Terms1 on Device2. 10,

On December 7, 2020, User1 can accept Terms1 on Device3. O

NEW QUESTION 163

- (Exam Topic 4)

Yes

No

No

You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.

Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps hamed Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,
and who can register App2 in Azure AD.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1:

Can register App2 in Azure AD:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

w

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, AdminZ, and Admin3 only
Admin1, Admin2, Admin3, and User1

b

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admini, Admin2, Admin3, and User1

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-
directory/develop/active-directory-how-applications-are-added
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NEW QUESTION 167
- (Exam Topic 4)
You have a custom cloud app named App1l that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.

Sawe 4 Disard @] Delete L2 cot feedback?

Enabled for users to sign-in? (&)

Mame * (3} |
Homepage URL () 1T : iEJ
Lege ©
J. Select A file | { ".““- T TR E i
User access URL (D | hitpsivmyappsm Lcw.l::»s:lﬂ.a:-:ﬂrﬁ,'s.:gﬁ:—m‘:ﬂxib[:1!ﬂ‘9!1l58ﬂ!ﬁ-l!29d-4ﬂde_-.i:ﬂ‘fl.d... n|
Applicstion it @ [[0dtsade d2ad adde bod0 aZirdoescses || @
Ohject 1D (D) |-_délﬁﬁé?:!;:%e-é;-dm?'—.azaﬁ.‘r—mdhl:lﬁéhblcd | T =
- Terms of Service U 0 | Publisher did ﬂDth!‘ﬂ"u'lEiE'-'ﬂ'IIE |r'|furr.n.='.tr.:.m. 1] i “--_ji
Privacy Statement Url (0 Pubhmercl:;n-nl-préwde this information . _ ' :
User assignment required? (7 (7 Ve m

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

[answer choice] can access App1 from the
homepage URL. |All users

No one

Only users listed on the Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [angwer choice]. all users

no one
anly users listed on the Owners blade
only users listed on the Users and groups blade

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 172

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

« Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blb|@ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

Answer Area

Rolel:

|*

MicrosoftApp

| Microsoft. Compute
Microsoft Management
Microsoft.Security

Role2: v
MicrosoftApp

Microsoft. Metwork
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Role1:
MicrosoftApp
Microsoft Compute

! Microsoft Management
Microsoft.Security

|*

Role2: i
MicrosoftApp
Microsoft.Compute
| Microsoft Network,
!_ MicrosoftSecunity |

NEW QUESTION 173

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 177

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 181
- (Exam Topic 4)
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You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.
A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.

Which role should you assign to Admin1?

A. Application developer in Azure AD

B. App Configuration Data Owner for Subscription1
C. Managed Application Contributor for Subscriptionl
D. Cloud application administrator in Azure AD

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 182
- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4 Owner

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl
* Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12. |j

Admin3 can purge Certificatel on June 14. 3

NEW QUESTION 187

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution
NOTE: Each correct selection is worth one point.

A. email address
B. redirection URL
C. username

D. shared key

E. password

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

NEW QUESTION 190

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?

A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 191

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to Identity users who have leaked credentials. The solution must meet the following requirements:

« Identity sign-ms by users who are suspected of having leaked credentials.

* Flag the sign-ins as a high-risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options m the answer area.

To classify leaked credentiats as high-risk, use bt
Azure Active Directory (Azure AD) Identity Protection

Azure Active Cirectory (Azure AD) Privileged Identfty Management (PIM)
[dentity Govermance

Seff-senace password reset (SSPR)

To trgger remediation, use -
Client apps not using Moderm authentication
Device state

Sign-in risk

Li=er location

User nsk

To mitigate the nsk, select -
Apply 2pp enforced restrictions

Block access

Gram access but require app protection palicy
Grant access but require password change

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

To classify leaked credentials as high-risk, use

To trigger remediation, Use

To mitigate the risk, select

NEW QUESTION 194
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

Identity Governance
Self-sernce password reset (S5PR)

[Azure Active Directory (Azure AD) identity Protection |

Azure Active Directory (Azure AD) Privileged identity Management (Pi)

Chent apps not using Moderm authentication
Device state

Sign-in risk

User location

Usernsk !

Apply app enforced restrictions
Block access
Grant access but require app prolection pobicy

P Ut = Cpl =t = gl oS

Grant access but require password change |

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The
solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.

You may need to drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.

Roles

Global administrator
' Global reader
Reports reader

.-S_E;:-UT"I}'; épaattil

Security reader

User administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

lSeu]nb_._ operator |

— s — o —— ——

R R NN .

|| Security reader |

NEW QUESTION 197
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Answer Area

user

1. Role

User2: Role

User!: | Global administrator

User

> | Global reader
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- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Departmentl.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Dashboard > ContosoAzureAD > Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

" ek
o

tosofrurelD - Arure Active Drrectory
+ addmember [0 Remove member [) Bulkoperations ~» () Refresh == Columns & Preview features ) Got feedback?

a This page includes previews available for your evaluation. View previews =3

£ Search users | 5 Add filters
2 users found
Mame T User principal name T4 User type Directory synced
|:] . Userl Userl@m365x629615.onmicrosaft.com Member N
] . User2 User2@m365x629615.0nmicrosoft.com Member No

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)
Dashboard > ContosoAzureAD » Departmentl Administrative Unit

Sa Departmentl Administrative Unit | Groups

ContosolizureAD - Azure Active Directory

" + Add [i] Remove ) Refresh == Columns Sl Preview features = ) Got feedback?
("'\ Search 1 ] -+ Aﬂd fil ..'
] arch groups Ty iters

Mame Group Type Membership Type

D Group1 Security Assigned
D Group2 Security Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)

Dashboard > ContosoAzureAD > ldentity Governance » Privileged ldentity Management » ContosofzureAD
&, User Administrator | Assignments

Frivvieged ldenily Managoemen! | Adure AL roles

L

+ Add assignments €53 Settings () Refresh 4 Expont P Got feedback?

Eligible assignments Active assignments  Expired assignments

L Search by member name or principal name

MName Principal name Type Scope

User Administration

drind Adminl@ma6Sus 29615, onmucrosoft.com User Department]l Administrative Uni [ﬁdmlniﬂrﬂhﬂ I.Iﬂlt}

Adming Admin2 ®@m365x620615 onmicrosoft.com User Directory

The members of Group2 are shown in the Group2 exhibit. (Click the Group2 tab.)
Dashboard > ContosodzureAD > Groups GroupZ

S Group2 | Members

Group
- L Add members & Remove U Refresh [ Bulk operations v == Columns fisl Preview features 7 Got feedback?

ﬁ This page includes previews availabla for your evaluation. View previews =9

Direct members

MName User type

D o User3 Member
CI @ Userd Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
Admin1 can reset the passwords of User3 and User4. O O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 199
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Type In organizational Description
unit (OU)

User1 User Ou1 User1 is a member of Group1.

User2 User ou1 User2 is not a member of any
groups.

Group1 | Security group | QU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

e Microsaft Azure Active Directory Connect

Domain and QU filtering

Tasks If wou change the OU-filtering configuration for a given directory, the next sync cycle will automatically
Cannected 1o Azuse AD perform full import on the directony.

Refresh Ouw/Domain ﬂ

Syne [hiectany | contosa.com El

Connect Directories ' Syne all domains and OUs
Domain/OU Filtering 2 Syne sabected domains and OUs

Filtering e ; cﬁmmmm =Sl e ; ; = FraCi, 1
Optional Features I Builtin
Computers
Domain Controllers
ForeignSecuntyPrincipals
| Infrastructure
LostAndFound
Managed Service Accounts
oun
ou2
Program Data
System
Users I

Configure

| €] 4]

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)
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+ Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored,

Tasks
Connected to Azure AD

Synt
Comnect Directones
Demain/OU Filtering ) Synchronize all users and devices
m ® Synchronize selected I
Optianal Features FOREST GROUP
Configure CONTOSO.COM ICN=GMUP1.C}U=GUE.DC= contoso, D =com Hesalve )

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD. O O

User2 syncs to Azure AD @) O

Group2 syncs to Azure AD @ O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 200

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C

NEW QUESTION 201

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You have two Azure AD roles that have the Activation
settings shown in the following table.

Name Required ' Flcﬁﬁirc approval Ap pcﬁvcrs
justification on to activate |
activation

The Azure AD roles have the Assignment settings shown in the following table.
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Role Allow permanent | Allow Permanent Require
cligible activate justification on
assignment assignment | active assignment
Role? Yes Yes Yes
Role2 NC Yes Yes

The Azure AD roles have the eligible users shown in the following table.

[______ ‘Role
| Role

~ Eligible assignment

w SR, SO

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 205
- (Exam Topic 4)

Statements

f User1 requests Rolel, the request will be approved automatically

User? can approve the request of Userd for Roled

User! must provide justification to approve the request of User2 for Rolel
Statements

f User1 requests Rolel, the request will be approved automatically.

User? can approve the reguest of User2 for Role2

User! must provide justification to approve the request of User2 for Role 1

Yes

Yes

Mo

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable
Microsoft 365 Defender.
You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 208
- (Exam Topic 4)

You have an Azure subscription that contains the following virtual machine Name: VM1

Azure region: East US

System-assigned managed identity: Disabled
You create the managed identities shown in the following table.

Name Location
Managedl | East US
Managed2 | East US
Managed3 | West US

You perform the following actions:

* Assign Managedl to

VM1.

* Create a resource group named RGL1 in the West US region.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

You can assign Managed2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

You can assign Managed2 to V1.

You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1. D

NEW QUESTION 212

- (Exam Topic 4)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant

From the Microsoft 365 admin center, add the domain @
name @

©

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DMNS zone.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 217

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blb|@ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (M| A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 219

- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.
[ Name [__M:mhﬂ of Multi-factor authentication (MFA)

\anoLp LAsdNeEd

1 lear
S
k +

] r Eal y
User Groupd Enfiarce

You have the locations shown in the following table.

] | o] O
LA R UL B o L0

[ Name | Private address space | Public NAT address space |

— | LF

The tenant contains a named location that Das the following configurations:

* Name: locationl

» Mark as trusted location: Enabled

* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:

» Name: CAPolicyl

 Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps

* Conditions

* Locations All trusted locations

* Access controls

o Gant

 Grant access: Require multi-factor authentication

© Session: 0 controls selected

* Enable policy: On

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes No
i 1] I'r i ¥ ¢
IEA
i i ll i i i
It i fi =T » 3 (] f
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area

Statements Yes MNo

NEW QUESTION 220

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.
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You deploy an Azure subscription and enable Microsoft 365 Defender.
You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.
Solution: From the Microsoft 365 Defender portal, you add the Amazon Web Services app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 225

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 226
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