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NEW QUESTION 1

HOTSPOT - (Topic 1)
You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.

What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces v

required in the Azure subscription of Fabrikam: 0
1
2
3
Query element required to correlate data between v
tenants: extend
project
workspace
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
11
- -
3
Query element required to correlate data between ) 4
tenants: extend
project
4 workspace— |

NEW QUESTION 2

HOTSPOT - (Topic 1)
You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.
What should you recommend for each threat? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Internal threat: v

dd resource locks to the key vault.
Modify the access policy settings for the key vault.
Modify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Firewall.
Modify the Key Vault firewall settings.
Modify the network security groups (NSGs).

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area
Internal threat: v
Add resource locks to the key vault.
Modify the access policy seftings for the keyvault.
Modify the role-based access control (RBAC) settings for the key vault.'
External threat: w

L

Modify the Key Vault firewall settings.'
Modify the network security groups (NSGs).

NEW QUESTION 3

HOTSPOT - (Topic 1)

You need to create an advanced hunting query to investigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

CloudAppEvents
DevtceF_E[eEuents
DeviceProcessEvents

| where TimeStamp > ago({2d)

| summarize activityCount = |" by FolderPath, FileName,
avg()

ActionType, AccountDisplayName |Count()
sum()

| where activityCount > 5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

______ ‘b

1CloudAppEvents

i !
DE‘JLEEFﬂTEl:—VEﬁtS
DeviceProcessEvents

| where TimeStamp > ago({2d)

| summarize activityCount = |" by FolderPath, FileName,
TN

ActionType, AccountDisplayName |[count() ]
sum()

| where activityCount > 5

NEW QUESTION 4
- (Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Office 365?

A. executive
B. marketing
C. security
D. sales

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb- and-teams? view=0365-worldwide
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NEW QUESTION 5
- (Topic 1)
You need to recommend a solution to meet the technical requirements for the Azure virtual machines. What should you include in the recommendation?

A. just-in-time (JIT) access

B. Azure Defender

C. Azure Firewall

D. Azure Application Gateway

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

NEW QUESTION 6
- (Topic 1)
You need to complete the query for failed sign-ins to meet the technical requirements. Where can you find the column name to complete the where clause?

A. Security alerts in Azure Security Center

B. Activity log in Azure

C. Azure Advisor

D. the query windows of the Log Analytics workspace

Answer: D

NEW QUESTION 7

HOTSPOT - (Topic 2)

You need to create the analytics rule to meet the Azure Sentinel requirements. What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled
Configure the playbook to include: v
Diagnostics settings
A service principal
A trigger
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled
Configure the playbook to include: v

Diagnostics settings
\ Service principal
A trigger |

NEW QUESTION 8
- (Topic 2)
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You need to modify the anomaly detection policy settings to meet the Microsoft Defender for Cloud Apps requirements and resolve the reported problem.
Which policy should you modify?

A. Activity from suspicious IP addresses
B. Risky sign-in

C. Activity from anonymous IP addresses
D. Impossible travel

Answer: D

NEW QUESTION 9

HOTSPOT - (Topic 2)

You need to configure the Microsoft Sentinel integration to meet the Microsoft Sentinel requirements. What should you do? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

in the Microsoft Defender for Cloud Apps portal | Add a secunty sxlension 4

Configure app connectors

Configure log collectors

From Microsoft Sentined in the Azure portak | Add

) data conmection ot 1

Add a workbook

Lonfgurne the Logs sethings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Lontgure app COnNeCton

Configure log collectors

From Microsoft Sentined in the AZure portal | Add a

data connecion h 1

Add 3 workbDook

Confgune the Logs settings

NEW QUESTION 10
- (Topic 2)
You need to implement the Azure Information Protection requirements. What should you configure first?

A. Device health and compliance reports settings in Microsoft Defender Security Center
B. scanner clusters in Azure Information Protection from the Azure portal

C. content scan jobs in Azure Information Protection from the Azure portal

D. Advanced features from Settings in Microsoft Defender Security Center

Answer: D

Explanation:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/information- protection-in-windows-overview

NEW QUESTION 10
- (Topic 2)
You need to create the test rule to meet the Azure Sentinel requirements. What should you do when you create the rule?

A. From Set rule logic, turn off suppression.

B. From Analytics rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytics rule details, configure the severity.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 11

HOTSPOT - (Topic 3)

You need to implement the query for Workbook1 and Webappl. The solution must meet the Microsoft Sentinel requirements. How should you configure the query?
To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Data source to query: I JISON - E
A custom endpoint
A custom resource provider

ISON
On Webapp: 3
{CORS)
Enable Same Ongin Policy (S0OP).
Enforce TLS 1.2
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Data source to query: I JISON - E

A custom endpoint
A custom resource provider

On Webapp1:

Enable Same Ongin Policy (S0OP).
Enforce TLS 1.2

NEW QUESTION 13
- (Topic 3)

You need to configure event monitoring for Serverl. The solution must meet the Microsoft Sentinel requirements. What should you create first?

A. a Microsoft Sentinel automation rule

B. a Microsoft Sentinel scheduled query rule
C. a Data Collection Rule (DCR)

D. an Azure Event Grid topic

Answer: C

NEW QUESTION 14
- (Topic 3)
You need to implement the Defender for Cloud requirements. Which subscription-level role should you assign to Group1?

A. Security Admin

B. Owner

C. Security Assessment Contributor
D. Contributor

Answer: B

NEW QUESTION 16

- (Topic 3)

You need to ensure that the configuration of HuntingQueryl meets the Microsoft Sentinel requirements.
What should you do?

A. Add HuntingQuery1 to a livestream.
B. Create a watch list.

C. Create an Azure Automation rule.
D. Add HuntingQueryl to favorites.

Answer: D
NEW QUESTION 18

- (Topic 4)
You use Azure Sentinel.

You need to receive an immediate alert whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct answer

presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create a livestream

B. Add a data connector
C. Create an analytics rule
D. Create a hunting query.
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E. Create a bookmark.

Answer: BC

Explanation:

B: To add a data connector, you would use the Azure Sentinel data connectors feature to connect to your Azure subscription and to configure log data collection
for Azure Storage account key enumeration events.

C: After adding the data connector, you need to create an analytics rule to analyze the log data from the Azure storage connector, looking for the specific event of
Azure storage account keys enumeration. This rule will trigger an alert when it detects the specific event, allowing you to take immediate action.

NEW QUESTION 20

- (Topic 4)

Your company uses Azure Security Center and Azure Defender.

The security operations team at the company informs you that it does NOT receive email notifications for security alerts.
What should you configure in Security Center to enable the email notifications?

A. Security solutions
B. Security policy

C. Pricing & settings
D. Security alerts

E. Azure Defender

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security- contact-details

NEW QUESTION 24

- (Topic 4)

You implement Safe Attachments policies in Microsoft Defender for Office 365.

Users report that email messages containing attachments take longer than expected to be received.

You need to reduce the amount of time it takes to deliver messages that contain attachments without compromising security. The attachments must be scanned
for malware, and any messages that contain malware must be blocked.

What should you configure in the Safe Attachments policies?

A. Dynamic Delivery

B. Replace

C. Block and Enable redirect
D. Monitor and Enable redirect

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments?view=0365-worldwide

NEW QUESTION 29

- (Topic 4)

You use Microsoft Sentinel.

You need to receive an alert in near real-time whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct
answer presents part of the solution. NOTE: Each correct selection is worth one point

A. Create a bookmark.

B. Create an analytics rule.
C. Create a livestream.

D. Create a hunting query.
E. Add a data connector.

Answer: DE

NEW QUESTION 32

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a hunting bookmark. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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NEW QUESTION 36

- (Topic 4)

You have a Microsoft 365 subscription. The subscription uses Microsoft 365 Defender and has data loss prevention (DLP) policies that have aggregated alerts
configured.

You need to identify the impacted entities in an aggregated alert.

What should you review in the DIP alert management dashboard of the Microsoft Purview compliance portal?

A. the Detalils tab of the alert

B. Management log

C. the Sensitive Info Types tab of the alert
D. the Events tab of the alert

Answer: B

NEW QUESTION 40

- (Topic 4)

You have an Azure subscription that contains a Microsoft Sentinel workspace. The workspace contains a Microsoft Defender for Cloud data connector. You need
to customize which details will be included when an alert is created for a specific event. What should you do?

A. Modify the properties of the connector.

B. Create a Data Collection Rule (DCR).

C. Create a scheduled query rule.

D. Enable User and Entity Behavior Analytics (UEBA)

Answer: D
NEW QUESTION 43

HOTSPOT - (Topic 4)
You have the following SQL query.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 47

- (Topic 4)

You have a Microsoft Sentinel workspace named Workspacel and 200 custom Advanced Security Information Model (ASIM) parsers based on the DNS schema.
You need to make the 200 parsers available in Workspacel. The solution must minimize administrative effort. What should you do first?

A. Copy the parsers to the Azure Monitor Logs page.
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B. Create a JSON file based on the DNS template.
C. Create an XML file based on the DNS template.
D. Create a YAML file based on the DNS template.

Answer: A
NEW QUESTION 48

DRAG DRORP - (Topic 4)
You have an Azure subscription that contains the users shown in the following table.

Name Role
User1 Security administrator
User2 Security reader
User3 Contributor

You need to delegate the following tasks:
» Enable Microsoft Defender for Servers on virtual machines.

» Review security recommendations and enable server vulnerability scans. The solution must use the principle of least privilege.

Which user should perform each task? To answer, drag the appropriate users to the correct tasks. Each user may be used once, more than once, or not at all. You

may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Users Arswer Arca
Usert Enable Microsofl Defender for Senvers on virtual machines
Usard
Review secufity recommendations and enable senver vulnerability scans
User3
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Users Arswer Area

NEW QUESTION 52
- (Topic 4)
You have a Microsoft Sentinel workspace.

I R e [ =1
User? ,: Enable Microsofl Defender for Senvers on virtual machines IL-H!-

Review secufity recommendations and enablé server vulnerability scans: o User2

You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in the Azure AD tenant:

* App name: Appl

* IP address: 192.168.1.2

« Computer name: Devicel

« Used client app: Microsoft Edge

* Email address: userl@company.com

* Sign-in URL: https://www.company.com

Which entities can be investigated by using UEBA?

A. app name, computer name, IP address, email address, and used client app only
B. IP address and email address only

C. used client app and app name only

D. IP address only

Answer: D
NEW QUESTION 53

- (Topic 4)
You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant.

You need to identify all the changes made to Domain Admins group during the past 30 days.

What should you use?

A. the Azure Active Directory Provisioning Analysis workbook

B. the Overview settings of Insider risk management

C. the Modifications of sensitive groups report in Microsoft Defender for Identity
D. the identity security posture assessment in Microsoft Defender for Cloud Apps

Answer: C
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NEW QUESTION 57
- (Topic 4)
You haw the resources shown in the following Table.

Name Type Description Location
Server! | Server File server that runs | On-premises
. Windows Server
Server2 | Virtual machine | Application server that | Amazon Web
runs Linux Services (AWS)
Servers | Virtual machine | Domain controller that | Azure
runs Windows Server
Serverd | Server Domain controller that | On-premises
runs Wincdows Server

You have an Azure subscription that uses Microsoft Defender for Cloud. You need to enable Microsoft Defender lot Servers on each resource. Which resources

will require the installation of the Azure Arc agent?

A. Server 3 only

B. Serverl and 5erver4 only

C. Server 1. Server2. arid Server4 only

D. Server 1, Servec2, Server3. and Seiver4

Answer: B
NEW QUESTION 58

HOTSPOT - (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You need to perform a content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution must minimize the scope of the

search.
How should you configure the content search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Locations: | hanage mai

Exchange mailboxes
Exchange public folders
| SharePoint sites

Keywords: 1 Kind > [
Category
ltemClass

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Locations:  Exchange mailboxe
i Exchange mailboxes
| Exchange public folders

SharePoint sites

Category

Keywords: | Kind ]
ltemClass ‘

 ——a—a—

NEW QUESTION 61

- (Topic 4)

You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled.
You need to ensure that the Fusion rule can generate alerts. What should you do?

A. Disable, and then enable the rule.
B. Add data connectors
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C. Create a new machine learning analytics rule.
D. Add a hunting bookmark.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-data-sources

NEW QUESTION 62

- (Topic 4)

You have the following environment:

? Azure Sentinel

? A Microsoft 365 subscription

? Microsoft Defender for Identity

? An Azure Active Directory (Azure AD) tenant

You configure Azure Sentinel to collect security logs from all the Active Directory member servers and domain controllers.
You deploy Microsoft Defender for Identity by using standalone sensors.

You need to ensure that you can detect when sensitive groups are modified in Active Directory.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Configure the Advanced Audit Policy Configuration settings for the domain controllers.
B. Modify the permissions of the Domain Controllers organizational unit (OU).

C. Configure auditing in the Microsoft 365 compliance center.

D. Configure Windows Event Forwarding on the domain controllers.

Answer: AD

Explanation:

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/configure-windows-event-collection https://docs.microsoft.com/en-us/defender-for-identity/configure-event-
collection

NEW QUESTION 64

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Services (AWS) subscription. The subscription contains multiple virtual machines that run Windows Server.
You need to enable Microsoft Defender for Servers on the virtual machines.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct answer is worth one point.

A. From Defender for Cloud, enable agentless scanning.

B. Install the Azure Virtual Machine Agent (VM Agent) on each virtual machine.
C. Onboard the virtual machines to Microsoft Defender for Endpoint.

D. From Defender for Cloud, configure auto-provisioning.

E. From Defender for Cloud, configure the AWS connector.

Answer: BC

NEW QUESTION 68

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to perform cross-domain investigations by using Microsoft 365 Defender.

You need to create an advanced hunting query to identify devices affected by a malicious email attachment.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

EmailAttachmentInfo

| where

| where

SenderFromAddress =~ “MaliciousSender@example.com”

isnotempty (SHA25€)

v ¢

extend
join
project
union

DeviceFileEvents

W FileName, SHA256

extend
join
project
union

) on SHAZEE

|' Timestamp, FileName, SHA256, DeviceName, Deviceld,

extend
join
project
union

NetworkMessageld, SenderFromAddress, RecipientEmailAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

EmailAttachmentInfo

| where SenderFromAddress =~ “MaliciousSenderfexample.com”

| where isnotempty (SHA256)

v

extend
[join
project
union

DeviceFileEvents

(

| |'W FileName, SHA256

extend
o _
|project |
union

) on SHAZEE

| W Timestamp,

extend
join
| project —

NetworkMessageld,

NEW QUESTION 69

- (Topic 4)

FileName,

SHAZ56,

You have two Azure subscriptions that use Microsoft Defender for Cloud.
You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level. The solution must minimize administrative

effort.

What should you do in the Azure portal?

A. Create an Azure Policy assignment.

B. Modify the Workload protections settings in Defender for Cloud.

C. Create an alert rule in Azure Monitor.

D. Modify the alert settings in Defender for Cloud.

Answer: D

Explanation:

DeviceName,

You can use alerts suppression rules to suppress false positives or other unwanted

security alerts from Defender for Cloud.

Note: To create a rule directly in the Azure portal:

* 1. From Defender for Cloud's security alerts page:
Select the specific alert you don't want to see anymore, and from the details pane, select Take action.
Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new suppression rule:
* 2. In the new suppression rule pane, enter the details of your new rule.
Your rule can dismiss the alert on all resources so you don't get any alerts like this one in the future.
Your rule can dismiss the alert on specific criteria - when it relates to a specific IP address, process hame, user account, Azure resource, or location.

* 3. Enter details of the rule.

* 4, Save the rule.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression- rules

NEW QUESTION 71

- (Topic 4)

You have a custom Microsoft Sentinel workbook named Workbooks.
You need to add a grid to Workbook1. The solution must ensure that the grid contains a maximum of 100 rows.
What should you do?

A. In the query editor interface, configure Settings.

B. In the query editor interface, select Advanced Editor
C. In the grid query, include the project operator.

D. In the grid query, include the take operator.

Answer: B
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NEW QUESTION 74

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You have a GitHub account named Accountl that contains 10 repositories.

You need to ensure that Defender for Cloud can assess the repositories in Accountl. What should you do first in the Microsoft Defender for Cloud portal?

A. Add an environment.

B. Enable security policies.
C. Enable integrations.

D. Enable a plan.

Answer: A

NEW QUESTION 78

- (Topic 4)

You have a Microsoft Sentinel workspace.

You need to prevent a built-in Advance Security information Model (ASIM) parse from being updated automatically.
What are two ways to achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Redeploy the built-in parse and specify a CallerContext parameter of any and a SourceSpecificParse parameter of any.
B. Create a hunting query that references the built-in parse.

C. Redeploy the built-in parse and specify a CallerContext parameter of built-in.

D. Build a custom unify parse and include the build- parse version

E. Create an analytics rule that includes the built-in parse

Answer: AD

NEW QUESTION 80

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. You plan to create a hunting query from Microsoft Defender.
You need to create a custom tracked query that will be used to assess the threat status of the subscription.

From the Microsoft 365 Defender portal, which page should you use to create the query?

A. Policies & rules

B. Explorer

C. Threat analytics
D. Advanced Hunting

Answer: D

NEW QUESTION 82

- (Topic 4)

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses
C. Activity from infrequent country

D. Malware detection

Answer: C

Explanation:

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers alerts when activity is detected from a location
that was not recently or was never visited by any user in the organization. Activity from the same user in different locations within a time period that is shorter than
the expected travel time between the two locations. This can indicate a credential breach, however, it's also possible that the user's actual location is masked, for
example, by using a VPN.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 87

- (Topic 4)

You have an Azure subscription named Subl and a Microsoft 365 subscription. Subl is linked to an Azure Active Directory (Azure AD) tenant named contoso.com.
You create an Azure Sentinel workspace named workspacel. In workspacel, you activate an Azure AD connector for contoso.com and an Office 365 connector
for the Microsoft 365 subscription.

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign- ins to contoso.com followed by anomalous Microsoft Office 365
activity.

Which two actions should you perform? Each correct answer present part of the solution

NOTE: Each correct selection is worth one point.

A. Create custom rule based on the Office 365 connector templates.

B. Create a Microsoft incident creation rule based on Microsoft Defender for Cloud.
C. Create a Microsoft Cloud App Security connector.

D. Create an Azure AD ldentity Protection connector.

Answer: AB

Explanation:
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To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity, you
should perform the following two actions:

? Create an Azure AD Identity Protection connector. This will allow you to monitor

suspicious activities in your Azure AD tenant and detect malicious sign-ins.

? Create a custom rule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in the Microsoft 365
subscription. Reference: https://docs.microsoft.com/en-us/azure/sentinel/fusion-rules

NEW QUESTION 88

- (Topic 4)

You are investigating an incident in Azure Sentinel that contains more than 127 alerts. You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator. What should you do to provide the alerts to the administrator?

A. Create a Microsoft incident creation rule
B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

NEW QUESTION 91

HOTSPOT - (Topic 4)

You need to create a query for a workbook. The query must meet the following requirements:

? List all incidents by incident number.

? Only include the most recent log for each incident.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

SecurityIncident
| v W (LasModifiedTime, *) by IncidentNumber
project arg_max
sort limit
summarize top
A. Mastered

B. Not Mastered

Answer: A

Explanation:

SecurityIncident

| v W (LasModifiedTime, *) by IncidentNumber
project |larg_max |
sort limit
{summarize, top

NEW QUESTION 95

HOTSPOT - (Topic 4)

You have an Azure subscription that is linked to a hybrid Azure AD tenant and contains a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from Active Directory Domain Services
(AD OS).

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

To the AD DS domain controliers. deploy: | The Azure Connected Machine agent z)

Microsoft Defender for Identity sensors

The Azure Connected Machine agent

The Azure Monitor agent

For Sentinel1, configure: | The Audit Logs data source !

The Audit Logs data source

The Secunty Events data source

The Signin Logs data source
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

To the AD DS domain controllers, deploy: l The Azure Connected Machine agent > l
Microsoft Defender for Identity sensors '

The Azure Connected Machine agent

The Azure Monitor agent

For Sentinel1, configure: § The Audit Log
] The Audit Logs data source

The Secunty Events data source

The Signin Logs data source

NEW QUESTION 100

HOTSPOT - (Topic 4)

You have a custom detection rule that includes the following KQL query.
AlertInfo

where Severity == “High"

distinct Alertld

join AlectEvidence on Alertld

where EntityType in (“User™, "Mailbox™)

where Evidencefole == “Ilmpacted®

summarize by Timestamp, Alertld, AccountMame, AccountDbjectld, EntityType, Deviceld, SHAZSH

join EmailEvents on Sleft.AccountObjectld == Sright.RecipientObjectld

whiére DeliveryAction == “Delivered”

summarire by Timestamp, Alertld, Reportld, ReclipientObjectld, RecipientEmailAddress, EntityType, Deviceld, SHAZSE

For each of the following statements, select Yes if True. Otherwise select No. NOTE: Each correct selection is worth one point.
Angwer Area

Statements Yes MNo

The custom deétection rube can be used to sutomate the deletion of email meéssages from a
user's mailbox based on the RecipientEmallAddress column

The custom detection rule can be used to restrict app execution automatically based on the
Deviceld columin

The custom detection rube can be used to automate the deletion of a file based on the
SHAZSE calurmn

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
.-

The custom detection rule can be used to automate the deletion of email messages from a
user's mailbox based on the RecipientEmailAddress column.

The custom detection rule can be used to restrict app execution automatically based on the 1ol
Deviceld column. it

The custom detection rule can be used to automate the deletion of a file based on the 1O
SHAZS6 column

NEW QUESTION 105

- (Topic 4)

You have a Microsoft Sentinel workspace named Workspacel.

You need to exclude a built-in, source-specific Advanced Security information Model
(ASIM) parse from a built-in unified ASIM parser. What should you create in Workspacel?

A. a watch list
B. an analytic rule
C. a hunting query
D. a workbook

Answer: A

NEW QUESTION 109
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- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an
unusually high volume of delete operations on the blobs in storagel.

You need to identify which blobs were deleted. What should you review?

A. the Azure Storage Analytics logs
B. the activity logs of storagel

C. the alert details

D. the related entities of the alert

Answer: B

NEW QUESTION 113

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

You need to add threat indicators for all the IP addresses in a range of 171.23.3432- 171.2334.63. The solution must minimize administrative effort.
What should you do in the Microsoft 365 Defender portal?

A. Create an import file that contains the IP address of 171.23.34.32/27. Select Importand import the file.
B. Select Add indicator and set the IP address to 171.2334.32-171.23.34.63.

C. Select Add indicator and set the IP address to 171.23.34.32/27

D. Create an import file that contains the individual IP addresses in the rang

E. Selectimport and import the file.

Answer: D

Explanation:

This will add all the IP addresses in the range of 171.23.34.32/27 as threat indicators. This is the simplest and most efficient way to add all the IP addresses in the
range.

Reference: [1] https://docs.microsoft.com/en-us/windows/security/threat-

protection/microsoft-defender-atp/threat-intelligence-manage-indicators

NEW QUESTION 117
- (Topic 4)
Your company uses line-of-business apps that contain Microsoft Office VBA macros.
You plan to enable protection against downloading and running additional payloads from the Office VBA macros as additional child processes.
You need to identify which Office VBA macros might be affected.
Which two commands can you run to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.
A Add-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -
4EFC -AADC -ADSF3CS506BBA -AttackSurfaceReductionRules Actions Enabled

B. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3CL0688A -AttackSurfaceReductionRules Actions AuditMode

C. Add-MpPreference -AttackSurfaceReductionRules Ids D4F340AB -401B -4EFC
-AADC -ADSF3C50688A -AttackSurfaceReducticnRules Actions AuditMode

D. set-MpPreference -AttackSurfaceReductionRules Ids D4F%40RE -401B -4EFC -
AADC -ADSF3C50688A -AttackSurfaceReductionRules Actions Enabled

A. Option A
B. Option B
C. Option C
D. Option D

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface- reduction

NEW QUESTION 121

- (Topic 4)

You have an Azure Sentinel deployment in the East US Azure region.

You create a Log Analytics workspace named LogsWest in the West US Azure region. You need to ensure that you can use scheduled analytics rules in the
existing Azure

Sentinel deployment to generate alerts based on queries to LogsWest. What should you do first?

A. Deploy Azure Data Catalog to the West US Azure region.

B. Modify the workspace settings of the existing Azure Sentinel deployment
C. Add Microsoft Sentinel to a workspace.

D. Create a data connector in Azure Sentinel.

Answer: C

Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces- tenants

NEW QUESTION 125

DRAG DROP - (Topic 4)

You have resources in Azure and Google cloud.

You need to ingest Google Cloud Platform (GCP) data into Azure Defender.

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Enable Security Health Analytics.

From Azure Security Center, add
cloud connectors.

Ct;nﬁ_gure_lhe GCP S_echit*,r -

Command Center. @ @

Create a dedicated service account
and a private key.

Enable the GCP Security Command
Center AP

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

q |
| From Azure Security Center, add | | Enable Security Health Analytics. :
cloud connectors.

_ Enable the GCP Security Command

| Configure the GCP Security Center API.

CommandCenier | T T B B B
““““““““““ S | Create a dedicated service accnur;ﬂ I

[ B R R B

 Create a dedicated service account| | | and a private key. l ;

-

landaprivatekey. @ ===0 0l e m == e e = .
' ' From Azure Security Center, add I

|
Enable the GCP Security Command| , cloudconnectors. :
ECenter APl

NEW QUESTION 129

- (Topic 4)

You have a Microsoft Sentinel workspace.

You receive multiple alerts for failed sign in attempts to an account. You identify that the alerts are false positives.

You need to prevent additional failed sign-in alerts from being generated for the account. The solution must meet the following requirements.
» Ensure that failed sign-in alerts are generated for other accounts.

» Minimize administrative effort What should do?

A. Create an automation rule.

B. Create a watchlist.

C. Modify the analytics rule.

D. Add an activity template to the entity behavior.

Answer: A
Explanation:
An automation rule will allow you to specify which alerts should be suppressed, ensuring that failed sign-in alerts are generated for other accounts while

minimizing administrative effort. To create an automation rule, navigate to the Automation Rules page in the Microsoft Sentinel workspace and configure the rule
parameters to suppress the false positive alerts.
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NEW QUESTION 133
- (Topic 4)

You have 50 Microsoft Sentinel workspaces.
You need to view all the incidents from all the workspaces on a single page in the Azure portal. The solution must minimize administrative effort.
Which page should you use in the Azure portal?

A. Microsoft Sentinel - Incidents

B. Microsoft Sentinel - Workbooks

C. Microsoft Sentinel
D. Log Analytics workspaces

Answer: D

NEW QUESTION 134
DRAG DROP - (Topic 4)

You open the Cloud App Security portal as shown in the following exhibit.

B Cioud Discovery - Cloud App Se » [ # =t
. L) btpes S 30 11T portal cloudappsecunty commidete overnt Fecore=egli 0 1 3 streamid =Se NP he 2 AN dEb T4ialiab - sermtes = 8 B
= sSnapshot report Tmeftame
Sample repon Lt PO s
) Dbl
N Dashboard Discovered apps  IP addresses Users Created on Ape 1. 2020
Onimmmiiees  Queries APPS APPTAG ~ RISKSCORE Saveas Advanced
s - & & —
T e e e 0 J W
m= COMPLIANCE RISK FACTOR  SECURITY RISK FACTOR
ooy | a s Doy B0 peaech £ B
" L enaie psapete S
App Scom- Tiale Upload Tramaac Users P addr | Lot 5o Artanmg
05 gty
Clonad slorage 5
. —— hpghbed Innouat — 5
L B s anicen 3 Hosridmroring 0 = 2 M 8 AxN
B T sarates Y =
" "8 StatnCaks - o
Contert managiment ) ‘.ﬂ\'ﬁ%tmmo i = B ! e
Data snabytcs 2
Uparnnag -
Wibsde monlonng F Productsaty ° 1 " - ol .,
Advertiing 2 2
oy ¢ w;:nnfww-; Q w - © L )
Cuntomer pappon 2 -;h Launchoed %
Collaboraton 2 !“! Code hosteg QO e - v B T Al :

You need to remediate the risk fo

r the Launchpad app.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

Answer Area

Tag the app as Unsanctioned.

Run the script on the source appliance.

Select the app.

Run the script in Azure Cloud Shell. @

Tag the app as Sanctioned.

Generate a block script.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions

Eag the app as Unsanctioned. ‘J

iRun the script on the source appliance!

Lﬁe[ed the app. !

i _—

’Tag the app as Sanctioned. I

Generate a block script.

S

NEW QUESTION 136
- (Topic 4)

Answer Area

-
| Select the app.

S e e o e e g s
] ‘

Tag the app as Unsanctioned.

— e s e e e e e e e e e e e e

Generate a block script.

Run the script on the source appliance.

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Microsoft Sentinel bookmarks

B. Azure Automation runbooks

C. Microsoft Sentinel automation rules
D. Microsoft Sentinel playbooks

E. Azure Functions apps

Answer: CE

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats- playbook?tabs=LAC

NEW QUESTION 137
DRAG DROP - (Topic 4)
DRAG DROP

You create a new Azure subscription and start collecting logs for Azure Monitor.
You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure virtual machines. The solution

must validate the configuration.

©

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the

correct order.
Actions

Change the alert severity threshold for emails to
Medium.

Copy an executable file on a virtual machine and
rename the file as ASC_AlertTest 862ji039N. exe.

Enable Azure Defender for the subscription,

Change the alert severity threshold for emails
to Low.

Run the executable file and specify the appropriate
arguments.

Rename the executable file as AleriTest exe.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions

Change the alert severity threshold for emails to

e —

Medium.

" —" " .

' Copy an exemlagl-e file o'n_a virtual machine and
| rename the file as ASC_AlertTest_662ifi039N.exe.

e T e T e e T e e e e e e e T e e e T e e SO PO,

Enable Azure Defender for the subscription.

Change the alert severity threshold for emails
to Low.

o S e we wm w

IRun the executable file and specify the appropriate;
larguments.

T

IRename the executable file as AleriTest exe. I

NEW QUESTION 140
HOTSPOT - (Topic 4)
You have a Microsoft Sentinel workspace.

Answer Area

et T

Copy an executable file on a virtual machine and
rename the file as AS[_Z:__.EJEHIESL@E?H[}SBN.EIE.

@Run the executable file and specify the appropriate

arguments.

A Microsoft Sentinel incident is generated as shewn in the following exhibit.

Inciclent
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Answer Area

A map of the entities connected to the alert can be viewed by _lnvestigate

selecting [answer choice]. Alerts
Entimes

Investgate

A list of the activities performed duning the investigation can l_l’__l:lr-.:me-nls
be viewed by selecting [answer choice].  Alerts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
A map of the entities connected to the alert can be viewed by _Investigate ol
selecting [answer choice]. Alerts
LENtes _ _ _
finvestoate
A list of the activities performed during the investigation can l ormimen| i ]
be viewed by selecting [answer choice]. | Alert
Bookmarks

NEW QUESTION 144

- (Topic 4)

Your company has a single office in Istanbul and a Microsoft 365 subscription.

The company plans to use conditional access policies to enforce multi-factor authentication (MFA).
You need to enforce MFA for all users who work remotely. What should you include in the solution?

A. a fraud alert

B. a user risk policy

C. a named location

D. a sign-in user policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 149

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: From Entity tags, you add the accounts as Honeytoken accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 154

- (Topic 4)

You have an Azure subscription that contains a user named Userl. Userl is assigned an Azure Active Directory Premium Plan 2 license
You need to identify whether the identity of Userl was compromised during the last 90 days.

What should you use?

A. the risk detections report

B. the risky users report

C. Identity Secure Score recommendations
D. the risky sign-ins report

Answer: B

NEW QUESTION 155

- (Topic 4)

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days. What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal
B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
C. Activity explorer in the Microsoft 365 compliance center
D. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal

Answer: C
Explanation:

Labeling activities are available in Activity explorer. For example:
Sensitivity label applied
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This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications. It is captured at the time of occurrence in Azure Information protection add-ins.

Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification- activity-explorer-available-events?view=0365-worldwide

NEW QUESTION 157
DRAG DROP - (Topic 4)
Your company deploys Azure Sentinel.

You plan to delegate the administration of Azure Sentinel to various groups. You need to delegate the following tasks:

? Create and run playbooks
? Create workbooks and analytic rules.
The solution must use the principle of least privilege.

Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may be used once, more than once, or not at all.

You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Azure Sentinel Contributor
| Azure Sentinel Responder: Create and run playbooks:

Azure Sentinel Reader | Create workbooks and analytic rules:

| Logic App Contributor

A. Mastered
B. Not Mastered

Answer: A

Explanation:

P A N GE N G . G s .

NEW QUESTION 159
HOTSPOT - (Topic 4)
You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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Secure Score Recommendabons status Resource health
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46 complated 21T .
e recormnendatong "@ | Not appbcable
I — 12

Resource exemption (preview)

L Now you can exempl irrelevant resources so they do not affect your secure score. >

Leaden marne

Each security control below represents a security risk you should mitigate.

Addreis the redommendatons in each contral, foduing on the controli worth the most points.

To get the max seore. fix il recommendations for all resounces in 3 controd,

D Search recommendatasns

Controls

3 Reitract unauthorded netaork 300ess

3 Secufe management podts

2 Enable encryption at rest

»  Remedate seounty configurations

¥ Apply adaptree appbcation control

2 Apph Syitem upditer & Completed

2  Enable endpont protechon & Completed

7 Remedute vulnerabdities @ Completed

LA e >

Control status: 2 Selected Recommendation status: 2 Selected

Recommendabon matunty. All Resource type All Quick fix available: All

Contains exemptions: All

Polential soore Increase

> implement security best practices @ Completed +0% (0 points)

> Enable MEFA @& Completed

Reset Group by controls:
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Unhealthy resources Eesource Health

+9% (4 points) 2 of 2 resources e ————
+9% (4 points) 1 of 2 resources —
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+4% (2 points) 1 of 2 resources ——
+3% (2 points) 1 of 2 resources —
+0% (0 points) MNone
+0% (0 points) None
+0% (0 points) MNone
Mone
+0% (0 points) None P—
None

> Manage access and permissions @ Completed  +0% (0 points)

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)

Home > Policy
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Yes No

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed

directly to the internet.

O O

O O

If you enable just-in-time network access controls on all virtual 5 5
machines, you will increase the secure score by four point.
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A. Mastered

B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access re) o
from either Any or Internet ranges. =}
Both virtual machines have management ports exposed o o)
directly to the internet. L
If you enable just-in-time network access controls on all virtual reY O

machines, you will increase the secure score by four point. -~

NEW QUESTION 163
DRAG DRORP - (Topic 4)
You have the resources shown in the following table.

Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
Server1 | A Linux server configured to send Common Event Format
(CEF)logs to CEF1
Server2 | A Linux server configured to send Syslog logs to CEF1

You need to prevent duplicate events from occurring in SW1.
What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not
at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Resources Answer Area
SW1 | -
From the Syslog configuration, remove the facilities
CEF1 that send CEF messages.
Server1] Fromthe Log Analytics agent, disable Syslog
synchronization.
Server2
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Resources Answer Area
| SW1 _ .
From the Syslog configuration, remove the facilities S
CEF1 | thatsend CEF messages. Deivert
Server] From the Log Analytics agent, disable Syslog ,;‘—E:é[;{
| " synchronization. i
Server2
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NEW QUESTION 168

- (Topic 4)

You have a Microsoft Sentinel workspace.

You have a query named Queryl as shown in the following exhibit.

# Mew Quary 1° P

You plan to create a custom parser named Parser 1. You need to use Queryl in Parserl. What should you do first?

A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the 'contains operator with the 'has operator.

Answer: A

Explanation:

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the “has” operator
should not be used in the query, and that it is unnecessary.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION 171

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 172

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a scheduled query rule for a data connector. Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 177

- (Topic 4)

You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and present the activity as a time
chart aggregated by day.

You need to create a query that will be used to display the time chart. What should you include in the query?

A. extend

B. bin

C. makeset
D. workspace
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/logs/get-started-queries

NEW QUESTION 180

- (Topic 4)

You have a Microsoft Sentinel workspace that uses the Microsoft 365 Defender data connector.
From Microsoft Sentinel, you investigate a Microsoft 365 incident.

You need to update the incident to include an alert generated by Microsoft Defender for Cloud Apps.
What should you use?

A. the entity side panel of the Timeline card in Microsoft Sentinel

B. the investigation graph on the Incidents page of Microsoft Sentinel
C. the Timeline tab on the Incidents page of Microsoft Sentinel

D. the Alerts page in the Microsoft 365 Defender portal

Answer: A

NEW QUESTION 181
- (Topic 4)
You need to meet the Microsoft Sentinel requirements for Appl. What should you configure for App1?

A. an API connection
B. a trigger

C. an connector

D. authorization

Answer: B
NEW QUESTION 185

HOTSPOT - (Topic 4)
You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Azurelctivity
AuditLogs ”
AurcActivity [
BehaviorAnalytics £ “True®
Securtykvent

where ActionType “Add user”

| where ActivityInsights has "True®

join(

BahaviorAnalytics
- tLog '
Auditlogs = $right._Itemid
J-J'E'._in:'.r.'u"'l'u'l':'r

BehaviorAnalytics

SecurityEvent

e R R wesaCINg(UsersInsights.AccountDispl ayName ) ,

| sort by TimeGenerated desc

project TimeGenerated, UserNome, UserPrincipalMame, UsersInsights,

ActivityType, ActionType

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
AzureActivity v
Audithis »
ser
! BetaviorAnalyfics 5 "True"
SecurityEvent

| where ActivityInsights has “True"
| join(

BehaviorAnalytics it
AuditLogs
AzureActivity
I |-'!|r"|'|,|‘.-'|LI|.‘"l,!'l.;1.|"'|"!:|: G

L S T T—

. ..nu..-...!' vf.n}.nu,.m —wwauring(UsersInsights.AccountDisplayName),

= $right. ItemId

| sort by TimeGenerated desc

| proeject TimeGenerated, UserName, UserPrincipalName, UsersInsights,
ActivityType, ActionType

NEW QUESTION 187

DRAG DROP - (Topic 4)

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected
experience may be used once, more than once, or not at all. You may need to drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 188

- (Topic 4)

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender. Which two Bash commands should you run on the virtual machine?
Each correct answer

presents part of the solution.

NOTE: Each correct selection is worth one point.

A. cp /bin/echo .Jasc_alerttest_662jfi039n

B. ./alerttest testing eicar pipe

C. cp /bin/echo ./alerttest

D. ./Jasc_alerttest_662fi039n testing eicar pipe

Answer: AD
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your- azure-vms-linux-

NEW QUESTION 189

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Servers Plan 1 and contains a server named Serverl.
You enable agentless scanning.

You need to prevent Serverl from being scanned. The solution must minimize administrative effort.

What should you do?

A. Create an exclusion tag.

B. Upgrade the subscription to Defender for Servers Plan 2.
C. Create a governance rule.

D. Create an exclusion group.

Answer: D

NEW QUESTION 194

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace that has User and Entity Behavior Analytics (UEBA) enabled.

You need to identify all the log entries that relate to security-sensitive user actions performed on a server named Serverl. The solution must meet the following
requirements:

* Only include security-sensitive actions by users that are NOT members of the IT department.

» Minimize the number of false positives.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Angwer Area
Securitybvent
share EventID In [(“4E34° , “867I%}
share (osputer == “SERVER]™
l_i_ iy Wi e | 'lTl
poun leired = fullouter T Thase e tha select T T T — -
poun Ired = ML e
1_!-':","'. '!'I
Wﬂlﬂd. *) by AgcowntObiectid) on §Sleft. SubfectuserSid == §right.iccowntSID
=5 LecumityEvent
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Securitylvent
where EventID im (T86247, 4671 )

here Computer == “SERVERL™

l[._ r o) = et 1|.L

| jon kand = fullouter | eie ate the sebectons for the firgt misee

| pon kg = Inrerung e

lgentityinto - }

3 wiICE Anakyt - :
Wutm_ *} by AccountObjectld) on $left.SubjectUserSid == $right.AccountSID

- LecurityEvent

NEW QUESTION 197

- (Topic 4)

You provision Azure Sentinel for a new Azure subscription. You are configuring the Security Events connector.

While creating a new rule from a template in the connector, you decide to generate a new alert for every event. You create the following rule query.
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let timeframe = 1d;

SecurityEvent
| where TimeGenerated >= ago(timeframe)
| where EventID == 1102 and EventSourceName == “Microsoft-Windows-Eventlog”

| summarize StartTimeUtc = min(TimeGenerated), EndTimeUtc = max (TimeGenerated),
EventCount = count() by

Computer, Account, EventID, Activity

| extend timestamp = StartTimeUtc, AccountCustomEntity = Account,
HostCustomEntity = Computer

By which two components can you group alerts into incidents? Each correct answer presents a complete
solution.
NOTE: Each correct selection is worth one point.

A. user

B. resource group
C. IP address

D. computer

Answer: CD

NEW QUESTION 198
HOTSPOT - (Topic 4)
You have the following KQL query.
let IPList = GetWatchlist('Bad _IPs');
Event
where Source == “Microsoft-Windows-5ysmon”
where EventlD == 3
extend EvDate = parse_xml{EventData)
extend EventDetall = EvData.Dataltes.EventData.Data

extend SourcelP = EventDetall.[#].[ otext™], DestinationlP = EventDetail.[14].[ svext”]
where SourcelP In [IPList) o DestinationlP in (IPList)
extend IPHatch = case( SourcelP In [IPList), "SourcelP”, DestinationIP In (IPList), "DestinationlP™, "None™)

extend timestamp = Timedenerated, Accountlustomintity = Userliame, MostluitomEntity = Computer, °

Statements Yes No

The usertane field is set as the account entity.

The watchlist cannot be updated after it is created

The 1pList vanable is set as the IP address entity.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
i T
The username field is set as the account entity. 0,
The watchlist cannot be updated after it is created :_ I

The 1pList vanable is set as the IP address entity. I

[

NEW QUESTION 203

HOTSPOT - (Topic 4)

You need to implement Microsoft Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 205

- (Topic 4)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 207

- (Topic 4)

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:
» Unusual user accessed a key vault

* Log on from an unusual location

* Impossible travel activity Which severity should you use?

A. Informational
B. Low

C. Medium

D. High

Answer: C

NEW QUESTION 208

DRAG DROP - (Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.

You have a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinell and collect security events from the AD DS domain.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

From Sentined1, collect the AD DS security events by using the Legacy

Agent connector @

For the AD DS domain, configure Windows Event Forwarding

OO

For Sentingl 1, configure the Windows Forwarded Events connector
o the AD DS domain, deploy Microsolt Defender for Identity
For Sentinell, I,:‘?'lhqule the Microsolt Defender for Identity connector.

For Sentingll, enable UEBA

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| From Sentinad, collect the AD DS security events by using the Legacy
1| Agent connector i

|

i

|

]

|

|

|

|

I

|
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I Far thie AD DS domain, configure Windows Event Forwarding

——————————————————————————— ! '( |t el e o e e I B |
N e S R B S S e e e g e o i | x_

1 For Sentinell, configure the Windows Forwarded Events connector | For Sentinel .Lg.g gure the Microsolt Defender for Identity connecto
e S i e | R L e e A R e o M e T 1

¢ 1o the AD [0 domain, deploy Microsolt Dedender for Identity, e e e e - ————— 1

® ___ ) _. ______________________ ] rbinal] & ke L)

| For Sentine &I' gure the Microsolt Delender for Identity connectos { For Sentinel?, enable UEBA

o e R e S I S R N B O P . .. —

P T T - O e e e e e = e o o e e e o = = = 4

y For Sentinell, enable UERA i

NEW QUESTION 211

- (Topic 4)

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual machines run Windows Server.
You are troubleshooting an issue on the virtual machines.

In Security Center, you need to view the alerts generated by the virtual machines during the last five days.

What should you do?

A. Change the rule expiration date of the suppression rule.
B. Change the state of the suppression rule to Disabled.
C. Modify the filter for the Security alerts page.

D. View the Windows event logs on the virtual machines.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules

NEW QUESTION 216

HOTSPOT - (Topic 4)

You purchase a Microsoft 365 subscription.

You plan to configure Microsoft Cloud App Security.

You need to create a custom template-based policy that detects connections to Microsoft 365 apps that originate from a botnet network.
What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Policy template type: v

Access policy
Activity policy
Anomaly detection policy

Filter based on: v

IP address tag
Source
User agent string
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Policy template type: v

Access policy
Activity policy
| Anomaly detection paolicy !

Filter based on: v

IP address tag |
! T
Source

User agent string

NEW QUESTION 221

- (Topic 4)

Your company uses Microsoft Sentinel

A new security analyst reports that she cannot assign and resolve incidents in Microsoft Sentinel.

You need to ensure that the analyst can assign and resolve incidents. The solution must use the principle of least privilege.
Which role should you assign to the analyst?

A. Microsoft Sentinel Responder
B. Logic App Contributor

C. Microsoft Sentinel Reader

D. Microsoft Sentinel Contributor

Answer: A

Explanation:

The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other
users. This role is designed to provide the necessary permissions for incident management and response while still adhering to the principle of least privilege.
Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and may not be suitable for the
analyst's needs. Microsoft Sentinel Reader role is not sufficient as it doesn't have permission to assign and resolve incidents.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/role-based-access-control-rbac

NEW QUESTION 224

DRAG DROP - (Topic 4)

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.

You need to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systems if there is a documented active
exploit available.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Device Inventory, search for the CVE

Open the Threat Prolection repor

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE

From Advanced hunting, search for cvaId in the @

DeviceTvmSoftwareInventoryVulnerabilitites
table

O

Create the remediation request

| Select Security recommendations
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

| From Threat & Vulnerability Management, sebect !
| Weaknesses, and search for the CVE '

i- —————————————— S Ry e )
| From Advanced hunfing, search for cveIdinthe [
| DeviceTvmSoftwareInventoryvulnerabiliticasl|

T oEm m e mw omm o w omw omm owr w mw omm o= o mw omm e w— mw o omm

e e e T e N T e e

NEW QUESTION 228
- (Topic 4)

@ Create the remediation request

Answer Area

From Threat & Vulnerability Management, select
| Weaknesses, and search for the CVE

You have a Microsoft 365 subscription that uses Microsoft Purview. Your company has a project named Projectl.
You need to identify all the email messages that have the word Projectl in the subject line. The solution must search only the mailboxes of users that worked on

Projectl.
What should you do?

A. Create a records management disposition.
B. Perform a user data search.

C. Perform an audit search.

D. Perform a content search.

Answer: D

NEW QUESTION 230
- (Topic 4)

You have an Azure subscription that contains a virtual machine named VM1 and uses Azure Defender. Azure Defender has automatic provisioning enabled.

You need to create a custom alert suppression rule that will supress false positive alerts for suspicious use of PowerShell on VML1.

What should you do first?

A. From Azure Security Center, add a workflow automation.

B. On VM1, run the Get-MPThreatCatalog cmdlet.
C. On VM1 trigger a PowerShell alert.

D. From Azure Security Center, export the alerts to a Log Analytics workspace.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-alerts ?view=0365-worldwide

NEW QUESTION 232
- (Topic 4)

You have an Azure subscription that contains an Microsoft Sentinel workspace.
You need to create a playbook that will run automatically in response to an Microsoft Sentinel alert.

What should you create first?

A. a trigger in Azure Functions

B. an Azure logic app

C. a hunting query in Microsoft Sentinel

D. an automation rule in Microsoft Sentinel

Answer: D
NEW QUESTION 236

DRAG DRORP - (Topic 4)
You have 50 on-premises servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic
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provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:

* Provide threat and vulnerability management.

* Support data collection rules.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Arpwed Area

Pioem T DER conEroiley pettings an the Anure portsl cregde an ATLEe AN GNle

oy
Ol B On-prEenites servery, instell the Asure Morsor sgent

Froem Bhé Add deresrs willh Adune A Sethngs 0 1he Afuie pOrtal peneiale an

ELERETSN ACNP

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To configure Defender for Cloud to support the on-premises servers, you should perform the following three actions in sequence:

? On the on-premises servers, install the Azure Connected Machine agent.

? On the on-premises servers, install the Log Analytics agent.

? From the Data controller settings in the Azure portal, create an Azure Arc data controller.

Once these steps are completed, the on-premises servers will be able to communicate with the Azure Defender for Cloud deployment and will be able to support
threat and vulnerability management as well as data collection rules.

Reference: https://docs.microsoft.com/en-us/azure/security-center/deploy-azure-security-center#on-premises-deployment

NEW QUESTION 237

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named Workspaces You configure Workspacel to ¢

ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the
source |IP address in 15-minute intervals. The solution must maximize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area

NOTE: Each correct selection is worth one point.

w
Dns
milns

[starttime=ago{1d), responsecodename="NXDOMAIN')
| where TimeGenerated » ago(1d) | where ResponseCodeName =~ "NXDOMAIN
| where ResponseCodeName == "NXDOMAIN® | where TimeGenerated > ago(1d)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

L

T I

s |

starttime=ago(1d), responsecodename="NXDOMAIN')

| where TimeGenerated > ago(1d) | where ResponseCodeName =~ "NXDOMAIN
| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago{id)

NEW QUESTION 239

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks section.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the ‘Mitigate the threat’ option.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 240

- (Topic 4)

You have a playbook in Azure Sentinel.

When you trigger the playbook, it sends an email to a distribution group.

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.
What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.
C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D

Explanation:
Reference:
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email- automatically/

NEW QUESTION 243

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.

You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:
» Minimize administrative effort

» Minimize the parsing required to read log data What should you configure?

A. REST API integration

B. a SysJog connector

C. a Log Analytics Data Collector API

D. a Common Event Format (CEF) connector

Answer: B

NEW QUESTION 244

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Purview and contains a user named Userl.

Userl shares a Microsoft Power Bi report file from the Microsoft OneDrive folder of your company to an external user by using Microsoft Teams.
You need to identity which Power BI report file was shared.

How should you configure the search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Activities: shared Power Bl report Lt
Copied Tike
Downloaded files to computer

Share hile, folder, or site

Record type:  Shared Power Bl report 2o
MicrosoftTeams

Unelnwve
PowerBiAudit
Shared Power Bl report

Worldoad: MicrosoftTeams o
Microsolt leams
OneDrnive
PowerBI
SharePoint
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

To identify which Power Bl report file was shared by Userl, you should configure the search with the following parameters:

? Activities: Shared Power Bl report

? Record Type: PowerBiAudit

? Workload: PowerBi

These parameters will filter the search results to show only the events where a Power Bl report was shared by a user in your organization. You can then look for
the event that has Userl as the user ID and an external user as the recipient. The event details will show the name and URL of the Power Bl report file that was
shared. For more information,

see Search the audit log for events in Power Bl and Search for content in the Microsoft Purview compliance portal.

NEW QUESTION 246

- (Topic 4)

Your company uses Microsoft Defender for Endpoint.

The company has Microsoft Word documents that contain macros. The documents are used frequently on the devices of the company’s accounting team.

You need to hide false positive in the Alerts queue, while maintaining the existing security posture. Which three actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Resolve the alert automatically.

B. Hide the alert.

C. Create a suppression rule scoped to any device.

D. Create a suppression rule scoped to a device group.
E. Generate the alert.

Answer: BCE

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/manage-alerts

NEW QUESTION 251

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: You add the accounts to an Active Directory group and add the group as a Sensitive group.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 254

- (Topic 4)

You have a Microsoft Sentinel workspace named workspacel that contains custom Kusto queries.

You need to create a Python-based Jupyter notebook that will create visuals. The visuals will display the results of the queries and be pinned to a dashboard. The
solution must minimize development effort.

What should you use to create the visuals?

A. plotly

B. TensorFlow
C. msticpy

D. matplotlib

Answer: C

Explanation:

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with
Threat Intelligence, geolocations and Azure resource data. extract Indicators of Activity (IoA) from logs and unpack encoded data.

MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.

Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX. Enrichment functions like geolocation of IP addresses, Indicator of
Compromise (IoC) extraction, and Whols lookups.

Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started https://msticpy.readthedocs.io/en/latest/
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NEW QUESTION 257

HOTSPOT - (Topic 4)

You have an Azure subscription that has Azure Defender enabled for all supported resource types.

You create an Azure logic app hamed LAL.

You plan to use LA1 to automatically remediate security risks detected in Defenders for Cloud.

You need to test LA1 in Defender for Cloud.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Set the LA1 trigger to: | When a Defender for Cloud Recommendation is created or triggered

When a Defender for Cloud Recommendation is created or tnggered
When a Defender for Cloud Alert is created or triggered
When a response to a Defender for Cloud alert is triggered

Trigger the execution of LA1 from: | Requlatory compliance standards 6

Recommendations
Security alerts

Regulatory comphiance standards

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Set the LA1 tngger to: | When a Defender for Cloud Recommendation is created or triggered
When a Defender for Cloud Recommendation 1s created or tnggered
When a Defender for Cloud Alert is created or triggered
When a response to a Defender for Cloud alert is triggered
Trigger the execution of LA1 from: | Regulatory comphance standards G

Recommendations

Il-'.t.-qulﬂlnn_.- comphance standards

NEW QUESTION 259

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 263

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Endpoint.

You need to ensure that you can allow or block a user-specified range of IP addresses and URLSs.

What should you enable first in the advanced features from the Endpoints Settings in the Microsoft 365 Defender portal?

A. endpoint detection and response (EDR) in block mode
B. custom network indicators

C. web content filtering

D. Live response for servers

Answer: A

NEW QUESTION 264
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- (Topic 4)

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Azure Security Center, enable workflow automation.

B. Create an Azure logic appthat has a manual trigger

C. Create an Azure logic app that has an Azure Security Center alert trigger.
D. Create an Azure logic appthat has an HTTP trigger.

E. From Azure Active Directory (Azure AD), add an app registration.

Answer: AC

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure?tabs=azure-security-center
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION 269

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
» The count and usage trend of AppDisplayName must be included

» The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
SigninLogs
| where RexultType == @ and Applisplayiass |

| summarize count() by AppDisplayhase

| ||""| 'l';

| lookup TrendlList = count() on TieeGenerated in range((TimeRange:start), (TimeRange:end], 4h) by AppDisplayhiame

v I -epand
| I RO

| top 10 by coumt _ dese

SigninLogs
| P Sy ¥ TrendList » count() on TimeGenerated in range((TimeRange:start), (TimeRange:end), 4h) by AppDisplaytiams
make_bag)

- aand

Fefrler
) on AppDisplayiiame

| top 10 by count  dese

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Signinlogs
i .

| where ResultType == @ and AppDisplayHame

| summarize count{) by ApplHsplavhiase

I | paery w |
|

Moo ]
Bt— —

| lerokoup TrendList = count() on TimeGenerated in range(|TimeRange:start), (TimeRange:end), 4h) by AppDisplayMame
mv-expand

[ - MERaR g ——

| top 10 by count L,

Signinlogs

|  makes-series * Trendlist = count() on TimeGenerated in range((TimeRange:start), (TimcRange:end]), 4h) by AppDisplaviase

miake_bag{)
S

H-n'l.‘ll-l!
) on AppDisplayane

| top 10 by count  dest
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NEW QUESTION 273

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You have Microsoft SharePoint Online sites that contain sensitive documents. The documents contain customer account numbers that each consists of 32
alphanumeric characters.

You need to create a data loss prevention (DLP) policy to protect the sensitive documents. What should you use to detect which documents are sensitive?

A. SharePoint search

B. a hunting query in Microsoft 365 Defender
C. Azure Information Protection

D. RegEx pattern matching

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/information-protection/what-is-information- protection

NEW QUESTION 275

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have Linux virtual machines on Amazon Web Services (AWS). You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You manually install the Log Analytics agent on the virtual machines. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard- machines?pivots=azure-arc

NEW QUESTION 277

DRAG DROP - (Topic 4)

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VML1.

You receive an alert for suspicious use of PowerShell on VM1.

You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on VM1 after the alert:

? The modification of local group memberships

? The purging of event logs

Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Artionna drmearr Lies
TS E—
Frore the rsvessaation bisoe pesect (e meoly I repersos VA
Trewr e rrriSaadion Bete, sriec? B mesily P Drperarms joed abe bl sud @ @
T T v Sgation lace. Lelet info @ @
he gaticn | trasghin
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Step 1: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual IP/Account/Host/URL entities.

Step 2: From the Investigation blade, select the entity that represents VM1.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights

and Entity Insights.

Incident Insights

The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata including alerts and entity
information.

Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related information about that entity. This
workbook presently provides view of the following entity types:

IP Address Account Host

URL

Step 3: From the details pane of the incident, select Investigate. Choose a single incident and click View full details or Investigate.

NEW QUESTION 278

DRAG DRORP - (Topic 4)

You have a Microsoft Sentinel workspace that contains an Azure AD data connector. You need to associate a bookmark with an Azure AD-related incident.
What should you do? To answer, drag the appropriate blades to the correct tasks. Each blade may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content
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NOTE: Each correct selection is worth one point.

Blades Angwer Area
Hunting blade Create a bookmark by using the Blade
ncident blage
Azsociate a bookmark with the incident by using the: BElade
Logs blade
A. Mastered

B. Not Mastered
Answer: A

Explanation:
You can use the Logs blade or incident blade to create a bookmark of an Azure AD-related incident. Once the bookmark is created, you can associate it with the
incident by using the incident blade. This allows you to quickly and easily access important information related to the incident in the future.

NEW QUESTION 279

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a hunting query that will return every email that contains an attachment named Document.pdf. The query must meet the following
requirements:

* Only show emails sent during the last hour.

* Optimize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp = ago(1h)

| where Timestamp < ago(1h)

| where Subject == “Document Attachment” and FileName == “Document.pdf”

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp > ago(1h)

| where Timestamp < ago(1h)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256
|| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp > ago(1h) |

e ]

| where Timestamp < ago(1h)

==

| where Subject == “Document Attachment” and FileName == “Document.pdf”

AljoinDeviceFileEvents on SHA256 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256

[ =

| where Timestamp < ago(1h)

NEW QUESTION 282

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a custom report that will visualise sign-in information over time.
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What should you create first?
A. a workbook

B. a hunting query

C. a notebook

D. a playbook

Answer: A

Explanation:

A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview

NEW QUESTION 284
HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender and an Azure subscription that uses Azure Sentinel.

You need to identify all the devices that contain files in emails sent by a known malicious email sender. The query will be based on the match of the SHA256 hash.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”
where i1snotempty | v
(Dewviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)
| join (

DeviceFileEvents
| project FileName, SHA256

) on _ v
(Dewviceld)
(RecipientEmailAddress)
(SenderFromAddress)

(SHA256)

| project Timestamp, FileName, SHA256, DewviceName, Deviceld,

NetworkMessagelId, SenderFromAddress, RecipientEmailAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
EmailAttachmentInfo
| where SenderFromAddress =~ “"MaliciousSender@example.com”

where isnotempty | v
(Deviceld)
(RecipientEmailAddress)

1(SenderFromAddress)
[ (SHA256) |
| jJoin (

DeviceFileEvents
| project FileName, SHA256
) on

| W

(Deviceld)
(RecipientEmailAddress)
|(SenderFromAddress)
1(SHA256) j

e

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,

NetworkMessagelId, SenderFromAddress, RecipientEmailAddress

NEW QUESTION 285
HOTSPOT - (Topic 4)
You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is generated in swsl.
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You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following requirements:
* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Configune the conneclor 1o use: | A managed identity o

A managied dentity

A service principal
An Azure Al user aceount

Role to assign to the credentials: | Microzoft Sentinel Responde: w
Microsolt Sentinel Automation Contributor
Microsoft Sentinel Resds

Microsolt Sentinel Responder

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Configure the connector to use: u managed iden
Jl mnrmqnd Id?ﬁlll"l'

A TerVicE phntipgal —
An Azure AD user account

Role to assign o the credentials: | Microsoft Sentinel Responder b
Microsoft Sentinel Automation Contributor
Microsolt Sentinel Reades

! Mlcmmh Sentinel Responder

NEW QUESTION 289

- (Topic 4)

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine named Server! that runs Windows Server 2022 and is hosted in Amazon Web Services (AWS).
You need to collect logs and resolve vulnerabilities for Serverl by using Defender for Cloud.

What should you install first on Serverl?

A. the Microsoft Monitoring Agent
B. the Azure Arc agent

C. the Azure Monitor agent

D. the Azure Pipelines agent

Answer: C
NEW QUESTION 292

DRAG DROP - (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Exchange Online. You need to identify phishing email messages.

Which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the

correct order.
Cmadlets Ariwer frea

Connect - IPPSSadaion
Srart-ComplisncaSaarch
i CoapllanceSaarch

Conne<t - Exchangeinline

©©

®
®

Saarch-Unifisstuditiag

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Cmalliets i BArswer Area

[ o == = = m m e a e = = = === m === === = s

| Comnmct PPiSension : ! bt - C o 11 Rz e Smarch i
____________________________________________ 4“ - . S S e e e s s

S-nu-l: Complisscelaarch ! | Ry e b R e o e e S S S 1
_______________________________________________ Connect-Exchangeinline '

| Ne-Compliancesearen ' b b e o S e e R @
____________________________________________ v Saarchinifieddsditiog |

[comee trcragmonsine S e ' ®

i
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NEW QUESTION 295

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender.

You need to review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription. The solution must minimize administrative
effort

Which blade should you use in the Microsoft 365 Defender portal?

A. Advanced hunting
B. Threat analytics
C. Incidents & alerts
D. Learning hub

Answer: B

Explanation:

To review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription, you should use the Threat Analytics blade in the
Microsoft 365 Defender portal. The Threat Analytics blade provides insights into attack techniques, configuration vulnerabilities, and suspicious activities, and it
can help you identify risks and prioritize threats in your environment. Reference: https://docs.microsoft.com/en-
us/microsoft-365/security/mtp/microsoft-365-defender-threat-analytics

NEW QUESTION 300

- (Topic 4)

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents
part of the solution. NOTE: Each correct selection is worth one point.

A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.
E. Create a new admin role.

F. Create a new device group that has a rank of 4.

Answer: ACD

Explanation:
https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints- environment/4-manage-access

NEW QUESTION 302
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