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NEW QUESTION 1

A Linux administrator is reviewing changes to a configuration file that includes the following section:

tls:
certificates:

- certFille: /etc/ssl/cert.cer
keyFile: /etc/ssl/cert.key
stores: defaulzc

- cartFile: /etc/ssl/ex
keyFile: /etc/ssl/exp
stores: expired

The Linux administrator is trying to select the appropriate syntax formatter to correct any issues with the configuration file. Which of the following should the syntax

formatter support to meet this goal?
A. Markdown

B. XML

C. YAML

D. JSON

Answer: C

NEW QUESTION 2

Which of the following data structures is written in JSON?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 3

A systems administrator is tasked with preventing logins from accounts other than root, while the file

/etc/nologin exists. Which of the following PAM modules will accomplish this task?
A. pam_login.so

B. pam_access.so

C. pam_logindef.so

D. pam_nologin.so

Answer: D
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NEW QUESTION 4
In order to copy data from another VLAN, a systems administrator wants to temporarily assign IP address 10.1.6 5/24 to the newly added network interface
enpls0fl. Which of the following commands should the administrator run to achieve the goal?

A. ip addr add 10.0.6.5/24 dev enplsOfl

B. echo "IPV4_ADDRESS=10.0.6.5/24" > /etc/sysconfig/network-scripts/ifcfg-enplsOfi
C. ifconfig 10.0.6.5/24 enpsIsOfl

D. nmcli conn add Ipv4.address-10.0.6.5/24 ifname enplsOfl

Answer: A

NEW QUESTION 5
An administrator attempts to rename a file on a server but receives the following error.
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The administrator then runs a few commands and obtains the following output:
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Which of the following commands should the administrator run NEXT to allow the file to be renamed by any user?

A. chgrp reet files
B. chacl -R 644 files
C. chown users files
D. chmod -t files

Answer: D

NEW QUESTION 6
A systems administrator pressed Ctrl+Z after starting a program using the command line, and the shell prompt was presented. In order to go back to the program,
which of the following commands can the administrator use?

A. fg
B. su
C. bg
D. ed

Answer: A
Explanation:

Ctrl+Z suspended the process, and "fg" will bring it back into the foreground of the shell

NEW QUESTION 7
A systems administrator wants to back up the directory /data and all its contents to /backup/data on a remote server named remote. Which of the following
commands will achieve the desired effect?

A. scp -p /data remote:/backup/data
B. ssh -i /[remote:/backup/ /data

C. rsync -a /data remote:/backup/
D. cp -r /data /remote/backup/
Answer: C

NEW QUESTION 8
Users have been unable to reach www.comptia.org from a Linux server. A systems administrator is troubleshooting the issue and does the following:
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Output 1:
2: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gqdisc nogueue state UP group default glen 1000
link/ether ac:11:22:33:44:0d brd f{:ff:ff:Eff:ff:1f

inet 192.168,168,10/24 brd 192.,168,169,255 scope global dynamic noprefixroute ethd

valid 1ft B097sec preferred lft 809%7zec
inet feB0::4daf:8c¢ic:abffi2771/64 scope Link noprefixroule
valid 1ft forever preferred 1ft forever
Output Z:
nameserver 192.168,168.53
Output 3:
FING 192,168.168.53 (192.168.1€68,.53) S5€(84) bytes of data
64 bytes from 192.168.168.53: icmp seg=1 ttl=64 time=2.85 n

-== 197,103,168 .5% ping statistics —---

1 packets transmitted, 1 received, 0% packet losz, time Oms

rtt minfavg/max/mdev = 2.847/2.847/2.847/0.000 ms

Output 4:

192.168.168.0/24 dev eth0 proto kernel =scope link =rc 192.168.168.10 metric 600
Output 5:

;¢ QUESTION SECTION:
WWw.CompLia.org. IN A
;7 RNSWER SECTION:

« 0 CLASE40%98 OFT 10 8 LgmMNvkOAazl-=

;7 RDDITIOMAL SECTION:
www.comptia.org. 3385 IN A 23,96,239.2¢6

Based on the information above, which of the following is causing the issue?

A. The name www.comptia.org does not point to a valid IP address.
B. The server 192.168.168.53 is unreachable.

C. No default route is set on the server.

D. The network interface ethO is disconnected.

Answer: C

NEW QUESTION 9
A cloud engineer needs to change the secure remote login port from 22 to 49000. Which of the following files should the engineer modify to change the port
number to the desired value?

A. letc/host.conf

B. /etc/hostname

C. /etc/services

D. /etc/ssh/sshd_config

Answer: D

NEW QUESTION 10
A systems administrator created a web server for the company and is required to add a tag for the API so end users can connect. Which of the following would the
administrator do to complete this requirement?

A. hostnamectl status --no-ask-password

B. hostnamectl set-hostname "$(perl -le "print" "A" x 86)"

C. hostnamectl set-hostname Comptia-WebNode -H root@192.168.2.14
D. hostnamectl set-hostname Comptia-WebNode --transient

Answer: C

NEW QUESTION 10

A Linux administrator reviews a set of log output files and needs to identify files that contain any occurrence of the word denied. All log files containing entries in
uppercase or lowercase letters should be included in the list. Which of the following commands should the administrator use to accomplish this task?

A. find . -type f -print | xrags grep -In denied

B. find . -type f -print | xrags grep -nv denied

C. find . -type f -print | xrags grep -wL denied

D. find . -type f -print | xrags grep -li denied

Answer: A
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NEW QUESTION 15
A Linux administrator was asked to run a container with the httpd server inside. This container should be exposed at port 443 of a Linux host machine while it
internally listens on port 8443. Which of the following commands will accomplish this task?

A. podman run -d -p 443:8443 httpd
B. podman run -d -p 8443:443 httpd
C. podman run —d -e 443:8443 httpd
D. podman exec -p 8443:443 httpd

Answer: A

NEW QUESTION 17
A Linux administrator needs to expand a volume group using a new disk. Which of the following options presents the correct sequence of commands to
accomplish the task?

A. partprobe vgcreate Ivextend
B. Ivcreate fdisk partprobe

C. fdiskpartprobe mkfs

D. fdiskpvcreate vgextend

Answer: D

NEW QUESTION 20
While inspecting a recently compromised Linux system, the administrator identified a number of processes that should not have been running:

- - g | - -

Which of the following commands should the administrator use to terminate all of the identified processes?

A. pkill -9 -f "upload*.sh"
B. kill -9 "upload*.sh"

C. killall -9 -upload*.sh"
D. skill -9 "upload*.sh"

Answer: C

NEW QUESTION 24
A Linux administrator needs to create an image named sda.img from the sda disk and store it in the /tmp directory. Which of the following commands should be
used to accomplish this task?

A. dd of=/dev/sda if=tmp/sda.img
B. dd if=/dev/sda of=/tmp/sda.img
C. dd --if=/dev/sda --of=/tmp/sda.img
D. dd --of=/dev/sda --if=/tmp/sda.img

Answer: B

NEW QUESTION 25
Based on an organization’s new cybersecurity policies, an administrator has been instructed to ensure that, by default, all new users and groups that are created
fall within the specified values below.

$# Min/max values for automatic uld selection 1n useradd
B

UID MIN 1000

UID MAX 60000

$# Min/max values for automatic gid selection in groupadd
=

GID MIN 1000

GID MAX 60000

To which of the following configuration files will the required changes need to be made?
A. /etc/login.defs

B. /etc/security/limits.conf

C. /etc/default/useradd

D. /etc/profile

Answer: A
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NEW QUESTION 30
Which of the following tools is commonly used for creating CI/CD pipelines?

A. Chef

B. Puppet
C. Jenkins
D. Ansible

Answer: C

NEW QUESTION 34
A systems administrator is compiling a report containing information about processes that are listening on the network ports of a Linux server. Which of the
following commands will allow the administrator to obtain the needed information?

A. ss -pint

B. tcpdump -nL
C. netstat -pn
D. Isof -1t

Answer: C

NEW QUESTION 39
A systems administrator needs to reconfigure a Linux server to allow persistent IPv4 packet forwarding. Which of the following commands is the correct way to
accomplish this task?

A. echo 1 > /proc/sys/net/ipv4/ipv_forward
B. sysctl -w net.ipv4.ip_forward=1

C. firewall-cmd --enable ipv4_forwarding
D. systemctl start ipv4_forwarding

Answer: B

NEW QUESTION 42

A Linux administrator has installed a web server, a database server, and a web application on a server. The web application should be active in order to render the
web pages. After the administrator restarts the server, the website displays the following message in the browser: Error establishing a database connection. The
Linux administrator reviews the following relevant output from the systemd init files:

[Unit]

Description=The Apache #HTTP Server

Wants=httpd-init.service

After=network.tarqet remote-fs.target nss-lookup-target httpd-init.service mariadb.service

[Unit]
Description=MariaDB 10.5 database server

After=network.target

The administrator needs to ensure that the database is available before the web application is started. Which of the following should the administrator add to the
HTTP server .service file to accomplish this task?

A. TRIGGERS=mariadb.service
B. ONFAILURE=mariadb.service
C. WANTEDBY=mariadb.service
D. REQUIRES=mariadb.service

Answer: D

NEW QUESTION 47
A systems administrator has been unable to terminate a process. Which of the following should the administrator use to forcibly stop the process?

A. kill -1

B. kill -3

C. kill -15

D. kill -HUP
E. kill -TERM
Answer: B

NEW QUESTION 51
A systems engineer is adding a new 1GB XFS filesystem that should be temporarily mounted under /ops/app. Which of the following is the correct list of
commands to achieve this goal?

A. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg
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L
mkis.xfs /de
B. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

parted /dev/sdb --script mkpart primary xfs 1GB

C. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

D. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

P I . f P Crpy o WP f
mkfs.xfs /dev/app vg/app

Answer: D

NEW QUESTION 55
A Linux administrator is troubleshooting an issue in which an application service failed to start on a Linux server. The administrator runs a few commands and gets
the following outputs:

Output 1:

Dec 23 23:14:15 root systemd|l] logsearch.service: Failed to start Logsearch.

Output 2:

logsearch.service - Log Search
Loaded: loaded (/etc/systemd/system/logsearch.service; enabled; vendor preset:enabled)
Active: failed (Result: timeout)

e Ll

Process: 32e7 ExecStart=/usr/share/logsearch/bin/logger ...

Main PID: 3267 (code=killed, signal=KILL)

Based on the above outputs, which of the following is the MOST likely action the administrator should take to resolve this issue?

A. Enable the logsearch.service and restart the service.

B. Increase the TimeoutStartUSec configuration for the logsearch.sevice.

C. Update the OnCalendar configuration to schedule the start of the logsearch.service.
D. Update the KillSignal configuration for the logsearch.service to use TERM.

Answer: B

NEW QUESTION 60

A Linux administrator is tasked with creating resources using containerization. When deciding how to create this type of deployment, the administrator identifies
some key features, including portability, high availability, and scalability in production. Which of the following should the Linux administrator choose for the new
design?

A. Docker

B. On-premises systems
C. Cloud-based systems
D. Kubernetes

Answer: D

NEW QUESTION 62

A systems administrator is tasked with installing GRUB on the legacy MBR of the SATA hard drive. Which of the following commands will help the administrator
accomplish this task?

A. grub-install /dev/hda

B. grub-install /dev/sda

C. grub-install /dev/sr0

D. grub-install /dev/hd0,0

Answer: B
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NEW QUESTION 63

A systems administrator is notified that the mysqgld process stopped unexpectedly. The systems administrator issues the following command:
sudo grep —i -r ‘out of memory’ /var/log

The output of the command shows the following:

kernel: Out of memory: Kill process 9112 (mysqld) score 511 or sacrifice child.

Which of the following commands should the systems administrator execute NEXT to troubleshoot this issue? (Select two).

A. free -h

B. nc -v 127.0.0.1 3306

C. renice -15 $( pidof mysql )
D. Isblk

E. killall -15

F.vmstat-a 1 4

Answer: AC

NEW QUESTION 64
A systems administrator needs to check if the service systemd-resolved.service is running without any errors. Which of the following commands will show this
information?

A. systemctl status systemd-resolved.service
B. systemctl enable systemd-resolved.service
C. systemctl mask systemd-resolved.service
D. systemctl show systemd-resolved.service

Answer: A

NEW QUESTION 66
Which of the following files holds the system configuration for journal when running systemd?

A. /etc/systemd/journald.conf

B. /etc/systemd/systemd-journalctl.conf
C. /usr/lib/systemd/journalctl.conf

D. /etc/systemd/systemd-journald.conf

Answer: A

NEW QUESTION 70
A systems administrator is tasked with mounting a USB drive on a system. The USB drive has a single partition, and it has been mapped by the system to the
device /dev/sdb. Which of the following commands will mount the USB to /media/usb?

A. mount /dev/sdbl /media/usb

B. mount /dev/sdb0 /media/usb

C. mount /dev/sdb /media/usb

D. mount -t usb /dev/sdbl1 /media/usb

Answer: A

NEW QUESTION 73
After listing the properties of a system account, a systems administrator wants to remove the expiration date of a user account. Which of the following commands
will accomplish this task?

A. chgrp system accountname

B. passwd —s accountname

C. chmod -G system account name
D. chage -E -1 accountname

Answer: D

NEW QUESTION 77
A systems administrator needs to clone the partition /dev/sdcl to /dev/sdd1. Which of the following commands will accomplish this task?

A. tar -cvzf /dev/sdd1 /dev/sdcl
B. rsync /dev/sdcl /dev/sddl

C. dd if=/dev/sdcl of=/dev/sdd1
D. scp /dev/sdcl /dev/sddl

Answer: C

NEW QUESTION 80
Developers have requested implementation of a persistent, static route on the application server. Packets sent over the interface ethO to 10.0.213.5/32 should be
routed via 10.0.5.1. Which of the following commands should the administrator run to achieve this goal?

A. route -i etho -p add 10.0.213.5 10.0.5.1

B. route modify ethO +ipv4.routes "10.0.213.5/32 10.0.5.1"
C. echo "10.0.213.5 10.0.5.1 eth0" > /proc/net/route

D. ip route add 10.0.213.5/32 via 10.0.5.1 dev ethO
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Answer: D

NEW QUESTION 83
A junior Linux administrator is tasked with installing an application. The installation guide states the application should only be installed in a run level 5
environment.

$ systemctl get-default
getty.target

Which of the following commands would ensure the server is set to runlevel 5?

A. systemctl isolate multi-user.target
B. systemctl isolate graphical.target
C. systemctl isolate network.target
D. systemctl isolate basic.target

Answer: B

NEW QUESTION 84
A systems administrator is tasked with creating an Ansible playbook to automate the installation of patches on several Linux systems. In which of the following
languages should the playbook be written?

A. SQL
B. YAML
C. HTML
D. JSON

Answer: B

NEW QUESTION 85
Which of the following directories is the mount point in a UEFI system?

A. Isys/efi
B. /boot/efi
C. /efi

D. /etc/efi

Answer: B

NEW QUESTION 87
A Linux systems administrator is setting up a new web server and getting 404 - NOT FOUND errors while trying to access the web server pages from the browser.
While working on the diagnosis of this issue, the Linux systems administrator executes the following commands:

s e St e CATE - = i r 1 F F ol
vid k == ds s w3 U RE il iid alield ma W IS & rwmdaa e weatl p Akl W e " 5 —} EY R L 6

Which of the following commands will BEST resolve this issue?

A. sed -i 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config
B. restorecon -R -v /var/www/html

C. setenforce 0

D. setsebool -P httpd_can_network _connect_db on

Answer: B

NEW QUESTION 88
A Linux administrator recently downloaded a software package that is currently in a compressed file. Which of the following commands will extract the files?

A. unzip -v
B. bzip2 -z
C. gzip

D. funzip

Answer: C

NEW QUESTION 92
A cloud engineer is installing packages during VM provisioning. Which of the following should the engineer use to accomplish this task?

A. Cloud-init
B. Bash

C. Docker
D. Sidecar
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Answer: A

NEW QUESTION 94
When trying to log in remotely to a server, a user receives the following message:

Password:

Last failed login: Wed Sep 15 17:23:45 CEST 2021 from 10.0.4.3 on ssh:notty
There were 3 failed login attempts since the last successful login.
Connection to localhost closed

The server administrator is investigating the issue on the server and receives the following outputs:

Cutput 1:

dsezixslO0o1T 374 nome, user: 'can, falae

Cutput 2

dzug====== , £ timsr &; Sapm 15 17117 "hogpsfgasr

Cutput 3

Sap _:z 14:74:05 maprvar ssnofe:095F7 Tallad passyord for usar from 0.0, .8

Sep 23 ITi2410% marver ssng{fi8l]: Acceptad hevbosrd-intezactive/pam For usar
Sap 15 1T:id:03 merver sshg del]: oam unixisshd:sasscani: ssasien spened fer u
Bep 15 ZTiZ4:03 sarver ashdfz4sl]: pam unixlsshd:sess:zor sege-cn closed fcr v

Which of the following is causing the issue?

A. The wrong permissions are on the user’'s home directory.
B. The account was locked out due to three failed logins.

C. The user entered the wrong password.

D. The user has the wrong shell assigned to the account.

Answer: D

NEW QUESTION 96
A user is asking the systems administrator for assistance with writing a script to verify whether a file exists. Given the following:

#1/bin/bash

filename=51

<CONDITIONAL>

echo "File exists"

else

echo "Fille does not exist"
fi

Which of the following commands should replace the <CONDITIONAL> string?
A. if [ -f "$filename" ]; then

B. if [ -d "$filename" ]; then

C. if [ -f "$filename" ] then

D. if [ -f "$filename" ]; while

Answer: A

NEW QUESTION 100
A Linux administrator needs to resolve a service that has failed to start. The administrator runs the following command:

1s -1 startup file

The following output is returned

—————————— . root root 81k Sep 13 19:01 startupfile

Which of the following is MOST likely the issue?

A. The service does not have permissions to read write the startupfile.
B. The service startupfile size cannot be 81k.

C. The service startupfile cannot be owned by root.

D. The service startupfile should not be owned by the root group.
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Answer: A

NEW QUESTION 105
A Linux administrator needs to create a new cloud.cpio archive containing all the files from the current directory. Which of the following commands can help to
accomplish this task?

A. Is | cpio -iv > cloud.epio
B. Is | cpio -iv < cloud.epio
C. Is | cpio -ov > cloud.cpio
D. Is cpio -ov < cloud.cpio

Answer: C

NEW QUESTION 109
A Linux administrator copied a Git repository locally, created a feature branch, and committed some changes to the feature branch. Which of the following Git
actions should the Linux administrator use to publish the changes to the main branch of the remote repository?

A. rebase
B. tag

C. commit
D. push

Answer: C

NEW QUESTION 114
A Linux engineer set up two local DNS servers (10.10.10.10 and 10.10.10.20) and was testing email connectivity to the local mail server using the mail command
on a local machine when the following error appeared:

Send-mail: Cannot open mail:25
The local machine DNS settings are:
S cat /etc/resolv.conf

nameserver 10.10.10.10 #web records
nameserver 10.10.10.20 #emall records

Mall server: mall.example.com

Which of the following commands could the engineer use to query the DNS server to get mail server information?

A. dig @example.com 10.10.10.20 a

B. dig @10.10.10.20 example.com mx
C. dig @example.com 10.10.10.20 ptr
D. dig @10.10.10.20 example.com ns

Answer: B

NEW QUESTION 118

A Linux administrator needs to determine whether a hostname is in the DNS. Which of the following would supply the information that is needed?
A. nslookup

B. rsyn

C. netstat

D. host

Answer: A

NEW QUESTION 120

A Linux administrator created a new file system. Which of the following files must be updated to ensure the filesystem mounts at boot time?

A. /etc/sysctl

B. /etc/filesystems

C. /etc/fstab

D. /etc/nfsmount.conf

Answer: C

NEW QUESTION 122

A Linux systems administrator needs to persistently enable IPv4 forwarding in one of the Linux systems. Which of the following commands can be used together to

accomplish this task? (Choose two.)

A. sysctl net.ipv4.ip_forward
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B. sysctl -w net.ipv4.ip_forward=1

C. echo "net.ipv4.ip_forward=1" >> /etc/sysctl.conf

D. echo 1 > /proc/sys/net/ipv4/ip_forward

E. sysctl —p

F. echo "net.ipv6.conf.all.forwarding=I" >> /etc/sysctl.conf

Answer: BC

NEW QUESTION 124
A Linux administrator is alerted to a storage capacity issue on a server without a specific mount point or directory. Which of the following commands would be
MOST helpful for troubleshooting? (Choose two.)

A. parted
B. df

C. mount
D. du

E. fdisk
F.dd
G.lIs

Answer: BD

NEW QUESTION 128
A Linux systems administrator is configuring a new filesystem that needs the capability to be mounted persistently across reboots. Which of the following
commands will accomplish this task? (Choose two.)

A. df -h /data

B. mkfs.ext4 /dev/sdcl

C. fsck /dev/sdcl

D. fdisk -l /dev/sdc1

E. echo "/data /dev/sdcl ext4 defaults 0 0" >> /etc/fstab
F. echo "/dev/sdcl /data ext4 defaults 0 0" >> /etc/fstab

Answer: BF

Explanation:

"modify the /etc/fstab text file to automatically mount the new partition by opening it in an editor and adding the following line:

/dev/ xxx 1 /data ext4 defaults 1 2

where xxx is the device name of the storage device" https://learning.oreilly.com/library/view/mastering-linux-system/9781119794455/b01.xhtml

NEW QUESTION 132
A Linux administrator needs to correct the permissions of a log file on the server. Which of the following commands should be used to set filename.log permissions
to -rwxr—--. ?

A. chmod 755 filename.log
B. chmod 640 filename.log
C. chmod 740 filename.log
D. chmod 744 filename.log

Answer: D

NEW QUESTION 135
A Linux administrator is creating a primary partition on the replacement hard drive for an application server. Which of the following commands should the
administrator issue to verify the device name of this partition?

A. sudo fdisk /dev/sda
B. sudo fdisk -s /dev/sda
C. sudo fdisk -

D. sudo fdisk -h

Answer: C

NEW QUESTION 140

Userl is a member of the accounting group. Members of this group need to be able to execute but not make changes to a script maintained by User2. The script
should not be accessible to other users or groups. Which of the following will give proper access to the script?

A. chown user2:accounting script.sh chmod 750 script.sh

B. chown userl:accounting script.sh chmod 777 script.sh

C. chown accounting:userl script.sh chmod 057 script.sh

D. chown user2:accounting script.shchmod u+x script.sh

Answer: C

NEW QUESTION 142

A Linux administrator is providing a new Nginx image from the registry to local cache. Which of the following commands would allow this to happen?

A. docker pull nginx
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B. docker attach nginx
C. docker commit nginx
D. docker import nginx

Answer: A

NEW QUESTION 145

A cloud engineer needs to remove all dangling images and delete all the images that do not have an associated container. Which of the following commands will

help to accomplish this task?
A. docker images prune -a
B. docker push images -a

C. docker rmi -a images

D. docker images rmi --all

Answer: A

NEW QUESTION 148

A systems administrator configured firewall rules using firewalld. However, after the system is rebooted, the firewall rules are not present:

Chain INPUT (policy ACCEPT)

destination

target prot opt source

Chain FORWARD (policy ACCEPT) : _
destination

target prot opt source

Chain OUTPUT (policy ACCEPT) , ,

e o ) destination

target prot opt source

The systems administrator makes additional checks:
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Which of the following is the reason the firewall rules are not active?
A. iptables is conflicting with firewalld.

B. The wrong system target is activated.

C. FIREWALL_ARGS has no value assigned.

D. The firewalld service is not enabled.

Answer: D

NEW QUESTION 150

A Linux administrator is installing a web server and needs to check whether web traffic has already been allowed through the firewall. Which of the following

commands should the administrator use to accomplish this task?
A. firewalld query-service-http

B. firewall-cmd --check-service http

C. firewall-cmd --query-service http

D. firewalld --check-service http

Answer: C

NEW QUESTION 155

A cloud engineer needs to check the link status of a network interface named ethl in a Linux server. Which of the following commands can help to achieve the

goal?

A. ifconfig hw ethl
B. netstat -r ethl
C. ss -ti ethl

D. ip link show ethl
Answer: D

NEW QUESTION 156
Joe, a user, is unable to log in to the Linux system Given the following output:
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Which of the following command would resolve the issue?

A. usermod -s /bin/bash joe
B. pam_tally2 -u joe -r

C. passwd -u joe

D. chage -E 90 joe

Answer: A

NEW QUESTION 158
A developer reported an incident involving the application configuration file /etc/httpd/conf/httpd.conf that is missing from the server. Which of the following
identifies the RPM package that installed the configuration file?

A. rpm -gf /etc/httpd/conf/httpd.conf
B. rpm -gl /etc/httpd/conf/httpd.conf
C. rpm —query /etc/httpd/conf/httpd.conf
D. rpm -q /etc/httpd/conf/httpd.conf

Answer: A

NEW QUESTION 161

Junior system administrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with installing the Apache web
server on the Linux server and resolving the issue that prevented the junior administrator from running Apache.

INSTRUCTIONS

Install Apache and start the service. Verify that the Apache service is running with the defaults. Typing “help” in the terminal will show a list of relevant event
commands.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

CentOS Command Prompt

[rootBcentosT] #

A. Mastered
B. Not Mastered

Answer: A

Explanation:

yum install httpd

systemctl --now enable httpd systemctl status httpd

netstat -tunlp | grep 80 pkill <processname> systemctl restart httpd systemctl status httpd

NEW QUESTION 162

After installing some RPM packages, a systems administrator discovers the last package that was installed was not needed. Which of the following commands can
be used to remove the package?

A. dnf remove packagename

B. apt-get remove packagename
C. rpm -i packagename
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D. apt remove packagename

Answer: A

NEW QUESTION 164
In which of the following filesystems are system logs commonly stored?

A. Ivar
B. /tmp
C. letc
D. /opt

Answer: A

NEW QUESTION 167
A Linux administrator needs to obtain a list of all volumes that are part of a volume group. Which of the following commands should the administrator use to
accomplish this task?

A. vgs
B. Ivs
C. fdisk -1
D. pvs

Answer: D

NEW QUESTION 172
An administrator transferred a key for SSH authentication to a home directory on a remote server. The key file was moved to .ssh/authorized_keys location in order
to establish SSH connection without a password. However, the SSH command still asked for the password. Given the following output:

[admin@linux ~ ]§ -1ls -1hZ .ssh/auth?*
-rw-r--r--. admin unconfined u:object riuser home t:s0 .ssh/authorized keys

Which of the following commands would resolve the issue?

A. restorecon .ssh/authorized_keys

B. ssh_keygen -t rsa -0 .ssh/authorized_keys
C. chown root:root .ssh/authorized_keys

D. chmod 600 .ssh/authorized_keys

Answer: A

NEW QUESTION 176

An administrator deployed a Linux server that is running a web application on port 6379/tcp. SELinux is in enforcing mode based on organization policies.
The port is open on the firewall.

Users who are trying to connect to a local instance of the web application receive Error 13, Permission denied. The administrator ran some commands that
resulted in the following output:

# semanage port -1 | egrep '("http port t]|e379)'
http port t tcp 80, 81, 443, 488, 8008, 8009, 8443, 5000
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Which of the following commands should be used to resolve the issue?

A. semanage port -d -t http_port_t -p tcp 6379
B. semanage port -a -t http_port_t -p tcp 6379
C. semanage port -a http_port_t -p top 6379
D. semanage port -l -t http_port_tcp 6379

Answer: B

NEW QUESTION 181
A Linux administrator found many containers in an exited state. Which of the following commands will allow the administrator to clean up the containers in an
exited state?

A. docker rm --all

B. docker rm $(docker ps -aq)
C. docker images prune *

D. docker rm --state exited
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Answer: D

NEW QUESTION 184

An administrator is trying to diagnose a performance issue and is reviewing the following output:

-""-‘C."'

avg-cpu: suser tnice %system %iowalt %¥steal %idle
2,00 0.00 3.00 32,00  0.00 83.00
Device tps kB read/s kB wrtn/s B read
adb 345.00 0.02 0.04 4739073123
sdbl 345.00 32102.03 12203.01 4738073123

System Properties: CPU: 4 vCPU

Memory: 40GB

Disk maximum IOPS: 690

Disk maximum throughput: 44Mbps | 44000Kbps

Based on the above output, which of the following BEST describes the root cause?

A. The system has reached its maximum IOPS, causing the system to be slow.

B. The system has reached its maximum permitted throughput, therefore iowait is increasing.

C. The system is mostly idle, therefore the iowait is high.
D. The system has a partitioned disk, which causes the IOPS to be doubled.

Answer: B

NEW QUESTION 185

An administrator accidentally deleted the /boot/vmlinuz file and must resolve the issue before the server is rebooted. Which of the following commands should the

administrator use to identify the correct
version of this file?

A. rpm -ga | grep kernel; uname -a

B. yum -y update; shutdown -r now

C. cat /etc/centos-release; rpm -Uvh --nodeps
D. telinit 1; restorecon -Rv /boot

Answer: A

NEW QUESTION 189

A Linux administrator needs to analyze a failing application that is running inside a container. Which of the following commands allows the Linux administrator to

enter the running container and analyze the logs that are stored inside?
A. docker run -ti app /bin/sh

B. podman exec -ti app /bin/sh

C. podman run -d app /bin/bash

D. docker exec -d app /bin/bash

Answer: B

NEW QUESTION 193

A systems administrator is investigating why one of the servers has stopped connecting to the internet.

Fourl nTtp://rgoogle.com
Tl 3 - " 5 1
CUrl 19 CoUld NoT Tesolve No3s google. COm
- - - f - -
FCat /BLC/resolv.conl
reh oo Company.com

....... 2 via 10.0.5.1 dev eth FLOLO BLalii mAaLILIC 1V
A - A - - & i £
L lo devy athy protd Kernel scopeée L1nK src 1lv.v.s, =
FRIRCLL COnNneCLion Snow
AR e
i M UL L
athd badaid3if-efdc-4£fa5-8343-3721{d4aff75
H red connectich :'-h=1:_--\.,-;|:;i_"3:-"1_-4:_.:_-!__:-"_:&";-:'1 :d\:.;,

Which of the following is causing the issue?
A. The DNS address has been commented out in the configuration file.

B. The search entry in the /etc/resolv.conf file is incorrect.
C. Wired connection 1 is offline.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full XK0-005 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/XK0-005-exam-dumps.html (161 New Questions)

D. No default route is defined.

Answer: A

NEW QUESTION 196
A systems administrator created a new Docker image called test. After building the image, the administrator forgot to version the release. Which of the following
will allow the administrator to assign the v1 version to the image?

A. docker image save test test:vl
B. docker image build test:vl

C. docker image tag test test:vl
D. docker image version test:vl

Answer: C

NEW QUESTION 197
A systems administrator installed a new software program on a Linux server. When the systems administrator tries to run the program, the following message
appears on the screen.

Hardware virtualization support is not available on this system.
Either is not present or disabled in the system's BIOS

Which of the following commands will allow the systems administrator to check whether the system supports virtualization?

A. dmidecode -s system-version

B. Iscpu

C. sysctl -a

D. cat /sys/device/system/cpu/possible

Answer: B

NEW QUESTION 202
Employees in the finance department are having trouble accessing the file /opt/work/file. All IT employees can read and write the file. Systems administrator
reviews the following output:

admin@server: /opt/work$ 1ls -al file
-IwW=-rw---=% 1 root it 4 Sep 5 17:29 file

Which of the following commands would permanently fix the access issue while limiting access to IT and finance department employees?

A. chattr +i file

B. chown it:finance file

C. chmod 666 file

D. setfacl -m g:finance:rw file

Answer: D

NEW QUESTION 203

A Linux administrator booted up the server and was presented with a non-GUI terminal. The administrator ran the command systemctl isolate graphical.target and
rebooted the system by running systemctl reboot, which fixed the issue. However, the next day the administrator was presented again with a non-GUI terminal.
Which of the following is the issue?

A. The administrator did not reboot the server properly.

B. The administrator did not set the default target to basic.target.

C. The administrator did not set the default target to graphical.target.
D. The administrator did not shut down the server properly.

Answer: C

NEW QUESTION 206
To harden one of the servers, an administrator needs to remove the possibility of remote administrative login via the SSH service. Which of the following should
the administrator do?

A. Add the line DenyUsers root to the /etc/hosts.deny file.

B. Set PermitRootLogin to no in the /etc/ssh/sshd_config file.

C. Add the line account required pam_nologi

D. so to the /etc/pam.d/sshd file.

E. Set PubKeyAuthentication to no in the /etc/ssh/ssh_config file.

Answer: B
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NEW QUESTION 211

A server is experiencing intermittent connection issues. Some connections to the Internet work as intended, but some fail as if there is no connectivity. The
systems administrator inspects the server configuration:

Routing table:

dafault via B%9.1

07.157.12% dev ens3 proto static metric 100

default via 10.0.5.1 dev ensll proto dhcp metric 101

10.0.0.0/16 dev snll proto kernel scope link src 10.0.6.225 metric 101
Z via §9.107.157.129% dev ens3 proto static metric 100

1.128 dev ens3 proto static scope link metric 100
6

859.107.157%
89.107.157.

£9.107.157.128/2
Ll

IP configuration:

ensd:

inet 83.107.157.161/29 brd £9.107.157.167

ensll:

inet 10.0.6.225/16 brd 10.0.255.255 scope global noprefixroute dynamic ensll

ARP table:

Rddress
10.0.5.1
89.107.157.12
£9.107.157.162
10.0.255.1

LY =)

Hwtype
gther
ether
ether

ether

/etc/resolv.conf:
Generated by NetworkHanager

search company.c
nameserver 10.0.

om

Hwaddress

64

52

00

tdl:54:c4:
S5c:5e:ab:01:
:54:00:el:

E0:7f:e3:

|

(gl
0
o

€0
un
L8]

H

44:0a

aa:lc

Which of the following is MOST likely the cause of the issue?

A. An internal-only DNS server is configured.
B. The IP netmask is wrong for ens3.
C. Two default routes are configured.
D. The ARP table contains incorrect entries.

Answer: C

NEW QUESTION 214

Users have been unable to save documents to /home/tmp/temp and have been receiving the following error: Path not found

Flags Mask
C

c
c
c

0/29 dev ens3 proto kernel scope link src 89.107.157.161 metric 100

scope global neprefixroute ens3

Iface

ensll
ens3
ens3

ensll

A junior technician checks the locations and sees that /home/tmp/tempa was accidentally created instead of /home/tmp/temp. Which of the following commands

should the technician use to fix this issue?

A. cp /home/tmp/tempa /home/tmp/temp
B. mv /home/tmp/tempa /home/tmp/temp

C. cd /temp/tmp/tempa
D. Is /home/tmp/tempa

Answer: B

NEW QUESTION 218

A Linux administrator is scheduling a system job that runs a script to check available disk space every hour. The Linux administrator does not want users to be

able to start the job. Given the following:
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[Unit]
Description=Check available disk space

RefuseManualstart=yes
RefuseManualStop=yes

[Timer]
Persistent=true
OnCalendar=*-*-*_*x-00:00

Unit=checkdiskspace.service

[Install]
WantedBy=timers.target

The Linux administrator attempts to start the timer service but receives the following error message:

Failed to start checkdiskspace.timer: Operation refused ...

Which of the following is MOST likely the reason the timer will not start?

A. The checkdiskspace.timer unit should be enabled via systemctl.

B. The timers.target should be reloaded to get the new configuration.

C. The checkdiskspace.timer should be configured to allow manual starts.
D. The checkdiskspace.timer should be started using the sudo command.

Answer: C

NEW QUESTION 221

A Linux administrator has logged in to a server for the first time and needs to know which services are allowed through the firewall. Which of the following options
will return the results for which the administrator is looking?

A. firewall-cmd —get-services
B. firewall-cmd —check-config
C. firewall-cmd —list-services
D. systemctl status firewalld

Answer: C

NEW QUESTION 225
A junior administrator is setting up a new Linux server that is intended to be used as a router at a remote site. Which of the following parameters will accomplish
this goal?

A. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg 1 _
echo 1 > /proc/sys/net/1pvd4/ip forward

iptables -t nat -A PREROUTING -1 eth0 -7 MASQUERADE

B. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg
echo 1 > /proc/sys/net/i1pvd/ip forward
iptables -t nat -D POSTROUTING -0 eth0 -j MASQUERADE

C. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg

echo 1 > /proc/sys/net/ipv4/ip forward
iptables -t nat -A POSTROUTING -0 eth0 -j MASQUERADE

D. C:\Users\Admin\Desktop\Data\Odt data\Untitled.jpg ) )
echo 1 > /proc/sys/net/ipvd4/ip forward

iptables -t nat -A PREROUTING -0 eth(0 -] MASQUERADE

Answer: A

NEW QUESTION 230

A systems administrator was tasked with assigning the temporary IP address/netmask 192.168.168.1/255.255.255.255 to the interface ethO of a Linux server.
When adding the address, the following error appears:
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# ip address add 192.168.168.1/33 dev eth0
Error: any valid prefix is expected rather than "192.168.168.1/33".
Based on the command and its output above, which of the following is the cause of the issue?

A. The CIDR value /33 should be /32 instead.

B. There is no route to 192.168.168.1/33.

C. The interface ethO does not exist.

D. The IP address 192.168.168.1 is already in use.

Answer: C

NEW QUESTION 232

Due to low disk space, a Linux administrator finding and removing all log files that were modified more than 180 days ago. Which of the following commands wiill
accomplish this task?

A. find /var/log -type d -mtime +180 -print -exec rm {} \;

B. find /var/log -type f -modified +180 -rm

C. find /var/log -type f -mtime +180 -exec rm {} \

D. find /var/log -type c -atime +180 —remove

Answer: A

NEW QUESTION 234
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