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NEW QUESTION 1

When the Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the End-User Quarantine?

A. Enabling the End-User Safelist/Blocklist feature
B. Spam Quarantine External Authentication Query
C. Spam Quarantine End-User Authentication Query
D. Spam Quarantine Alias Consolidation Query

Answer: C

NEW QUESTION 2

Which benefit does enabling external spam quarantine on Cisco SMA provide?

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console

B. access to the spam quarantine interface on which a user can release, duplicate, or delete
C. ability to scan messages by using two engines to increase a catch rate

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console
Answer: D

NEW QUESTION 3

Which setting affects the aggressiveness of spam detection?

A. protection level

B. spam threshold

C. spam timeout

D. maximum depth of recursion scan

Answer: B

NEW QUESTION 4

Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication?

A. Designate as the active query
B. Update Frequency

C. Server Priority

D. Entity ID

Answer: A

NEW QUESTION 5
Which action must be taken before a custom quarantine that is being used can be deleted?

A. Delete the quarantine that is assigned to a filter.

B. Delete the quarantine that is not assigned to a filter.

C. Delete only the unused quarantine.

D. Remove the quarantine from the message action of a filter.

Answer: D

NEW QUESTION 6
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A. 20 MB
B. 25 MB
C.15MB
D. 30 MB

Answer: A

NEW QUESTION 7

An analyst creates a new content dictionary to use with Forged Email Detection.
Which entry will be added into the dictionary?

A. mycompany.com

B. Alpha Beta

C. "Alpha\ Beta$

D. Alpha.Beta@mycompany.com

Answer: A

NEW QUESTION 8
Which process is skipped when an email is received from safedomain.com, which is on the safelist?
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A. message filter
B. antivirus scanning
C. outbreak filter
D. antispam scanning

Answer: A

NEW QUESTION 9
Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA?

A. LDAP Query
B. SMTP AUTH
C. SMTP TLS
D. LDAP BIND

Answer: B

NEW QUESTION 10
Email encryption is configured on a Cisco ESA that uses CRES.
Which action is taken on a message when CRES is unavailable?

A. It is requeued.

B. Itis sent in clear text.

C. Itis dropped and an error message is sent to the sender.
D. Itis encrypted by a Cisco encryption appliance.

Answer: B

NEW QUESTION 10
Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.)

A. NetFlow

B. geolocation-based filtering

C. heuristic-based filtering

D. senderbase reputation filtering

E. content disarm and reconstruction

Answer: CD

NEW QUESTION 11
What is the default behavior of any listener for TLS communication?

A. preferred-verify
B. off

C. preferred

D. required

Answer: B

NEW QUESTION 13

DRAG DROP

Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.
Select and Place:

drop Primary Actions
encrypt messages
quarantine
deliver y
Secondary Actions

send a copy to a policy quarantine

add a disclaimer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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quarantine
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send a copy to a policy quarantine send a copy to a policy quarantine
add a disclaimer encrypt messages

add a disclaimer

NEW QUESTION 14
Which two actions are configured on the Cisco ESA to query LDAP servers? (Choose two.)

A. accept
B. relay
C. delay
D. route
E. reject

Answer: AD

NEW QUESTION 17
How does the graymail safe unsubscribe feature function?

A. It strips the malicious content of the URI before unsubscribing.

B. It checks the URI reputation and category and allows the content filter to take an action on it.

C. It redirects the end user who clicks the unsubscribe button to a sandbox environment to allow a safe unsubscribe.
D. It checks the reputation of the URI and performs the unsubscribe process on behalf of the end user.

Answer: D

NEW QUESTION 22
Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?

A. quarantine threat level
B. antispam

C. data loss prevention
D. antivirus

Answer: B

NEW QUESTION 24
When DKIM signing is configured, which DNS record must be updated to load the DKIM public signing key?

A. AAAA record
B. PTR record
C. TXT record
D. MX record

Answer: B

Explanation:

37 Which attack is mitigated by using Bounce Verification?
A. spoof

B. denial of service

C. eavesdropping

D. smurf

NEW QUESTION 25
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. Indication of Compromise
B. application filtering

C. outbreak filters

D. sender reputation filtering
E. antivirus

Answer: CE
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NEW QUESTION 28

What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?

A. 8025
B. 6443
C. 6025
D. 8443

Answer: C

NEW QUESTION 30
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 32
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user
D. custom
E. demo

Answer: BD

NEW QUESTION 33
Which two are configured in the DMARC verification profile? (Choose two.)

. name of the verification profile

. minimum number of signatures to verify

. ESA listeners to use the verification profile

. message action into an incoming or outgoing content filter
. message action to take when the policy is reject/quarantine

mooO P

Answer: AE

NEW QUESTION 35
Which two components form the graymail management solution in Cisco ESA? (Choose two.)

. cloud-based unsubscribe service

. uniform unsubscription management interface for end users
. secure subscribe option for end users

. integrated graymail scanning engine

. improved mail efficacy

mooOw>»

Answer: AD

NEW QUESTION 40

What is a benefit of implementing URL filtering on the Cisco ESA?
A. removes threats from malicious URLs

B. blacklists spam

C. provides URL reputation protection

D. enhances reputation against malicious URLs

Answer: C

NEW QUESTION 45

When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?

A. 30 seconds
B. 90 seconds
C. 60 seconds
D. 120 seconds

Answer: C

NEW QUESTION 48
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Which action on the Cisco ESA provides direct access to view the safelist/blocklist?

A. Show the SLBL cache on the CLI.
B. Monitor Incoming/Outgoing Listener.
C. Export the SLBL to a .csv file.

D. Debug the mail flow policy.

Answer: C

NEW QUESTION 52
What are two primary components of content filters? (Choose two.)

A. conditions
B. subject
C. content
D. actions
E. policies

Answer: AD

NEW QUESTION 55

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 300-720 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/300-720-exam-dumps.html (93 New Questions)

Thank You for Trying Our Product

We offer two products:

1st - We have Practice Tests Software with Actual Exam Questions

2nd - Questons and Answersin PDF Format

300-720 Practice Exam Features:

* 300-720 Questions and Answers Updated Frequently
* 300-720 Practice Questions Verified by Expert Senior Certified Staff
* 300-720 Most Readlistic Questions that Guarantee you a Pass on Y our FirstTry

* 300-720 Practice Test Questionsin Multiple Choice Formats and Updatesfor 1 Y ear

100% Actual & Verified — Instant Download, Please Click
Order The 300-720 Practice Test Here

Passing Certification Exams Made Easy visit - https://www.surepassexam.com


https://www.surepassexam.com/300-720-exam-dumps.html
http://www.tcpdf.org

