CertLeader.m 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

300-410 Dumps

Implementing Cisco Enterprise Advanced Routing and Services
(ENARSI)

https://www.certleader.com/300-410-dumps.html

-]
=
8
=
j =
g::.
:.‘;l
=
]
T
l:.
ll:.

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader
Toader of IT Corlifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

NEW QUESTION 1
- (Exam Topic 3)

.
4

Refer to the exhibit. R1 uses SP1 as the primary path. A network engineer must force all SSH traffic generated from R1 toward SP2. Which configuration
accomplishes the task?

A)

ip access-list extended match_SSH
permit tcp any any eq 22

1

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.20.20.1

1

interface Gig0/0
ip policy route-map PBR_SSH
B)

ip access-list extended match_SSH
permit tcp any any eq 22
L)

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.10.10.1

1
ip local policy route-map PBR_SSH

C)

ip access-list extended match_SSH
permit tcp any any eq 22

!

route-map PBR_SSH permit 10
match ip address match_SSH

set ip next-hop 10.20.20.1

ip local policy route-map PBR_SSH

D)

ip access-list extended match_SSH
permit tcp any any eq 22

!

route-map PBR_SSH permit 10
match ip address match_SSH

set ip next-hop 10.20.20.1
!

interface Gig0/1
ip policy route-map PBR_SSH
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 2
- (Exam Topic 3)
What is a characteristic of IPv6 RA Guard?

A. RA messages are allowed from the host port to the switch
B. It is unable to protect tunneled traffic

C. It filters rogue RA broadcasts from connected hosts

D. It is supported on the egress direction of the switch

Answer: C

NEW QUESTION 3
- (Exam Topic 3)
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R2#sh ip bgp ipv6 uni

BGP table version is 45, local router ID is 2.2.22.22

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,
t secondary path,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found
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Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 2001::5/128 2001::5 0 0 300 200 i
*> 2001::4/128 2001::4 0 0 300 i
*> 2002::2/128 2 0 32768 i

R2#sh run | section bgp
router bgp 100
address-family ipvé
neighbor 2001::4 route-map Filter in

ip as-path access-list 1 permit 300 [0-9]

route-map Filter permit 10
match as-path 1

Refer to the exhibit R2 has been receiving routes from R4 that originated outside AS300 A network engineer configured an AS-Path ACL to avoid adding these
routes to the R2 BGP table but the routes are still present in the R2 routing table Which action resolves the issue?

A. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300$ command
B. Replace as-path access-list 1 with the ip as-path access-list 1 permit ..300." command
C. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300_ command.
D. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300." command

Answer: B

NEW QUESTION 4
- (Exam Topic 3)
Which router translates the customer routing information into VPNv4 routes to exchange VPNv4 routes with other devices through MP-BGP?

NEW QUESTION 5
- (Exam Topic 3)
Refer to the exhibit.

R1

Business Apgplication Server

Contractors VLAN ’ | Ey wfn [ "u 'I' Fife il o
10.3.3.0/24 m{ 's/_.'m..'r.; afae 10.2.2.1/24 ._.k\[ 'l”.' 101,11/ R —

An engineer is troubleshooting failed access by contractors to the business application server via Telnet or HTTP during the weekend. Which configuration

resolves the issue?

A)

R1

time-range Contractor
no periodic weekdays 8:00 to 16:30
periodic daily 8:00 to 16:30

B)
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R4

time-range Contractor

nc pericdic weekdays 17:00 to 23:59
periodic daily 8:00 to 16:30

C)

R4
no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

D)
R1
no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

A. Option
B. Option
C. Option
D. Option

Answer: A
NEW QUESTION 6

- (Exam Topic 3)
Refer to the exhibit.

ipve access-list INTERNET

permit ipveé 2001:DB8:ADS59:BAZl::/64 Z2001:DBEB:COAB:BAl4::/64

permit tcp 2001:DBB8:ADS9:BA21::/64 2001:DB8:COAB:BAl3::/64 eq telnet
permit tcp 2001:DBEB:ADS2:BAZ2l1::/648 any eq http

permit ipveé 2001:DBE8:ADS59::/48 any

deny ipvé any any log

While monitoring VTY access to a router, an engineer notices that the router does not have any filter and anyone can access the router with username and

password even though an ACL is configured.
Which command resolves this issue?

A. access-class INTERNET in

B. ip access-group INTERNET in
C. ipv6 traffic-filter INTERNET in
D. ipv6 access-class INTERNET in

Answer: D

NEW QUESTION 7
- (Exam Topic 3)

L e ol W e R e i e e B R S —

changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet(0/2,
changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/3,
changed state to up

%0SPF-5-ADJCHG: Process 1, Nbr 10.1.1.2 on Ethernet0/0 from
LOADING to FULL, Loading Done

$BGP-3-NOTIFICATION: received from neighbor 192.168.200.1
active 6/7 (Connection Collision Resolution) 0 bytes
$BGP-5-NBR_RESET: Neighbor 192.168.200.1 active reset (BGP
Notification received)

$BGP-5-ADJCHANGE: neighbor 192.168.200.1 active Down BGP
Notification received

$BGP_SESSION-5-ADJCHANGE: neighbor 192.168.200.1 IPv4 Unicast
topology base removed from session BGP Notification received

il bt Ll Tk AT W

Refer to the exhibit. An engineer noticed that the router log messages do not have any information about when the event occurred. Which action should the

engineer take when enabling service time stamps to improve the logging functionality at a granular level?
A. Configure the debug uptime option

B. Configure the msec option

C. Configure the timezone option

D. Configure the tog uptime option

Answer: D

NEW QUESTION 8
- (Exam Topic 3)
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10.60.60.6 RS Rlfping 10.60.60.6 'R
Type csapd soquente 1o abort |

Sending 5, 100-byte ICMP Echos 10 10.60,60 6, timeout is 2 seconds: |
i

RiaRshaw ig tla responder
Gisnperal IP SLA Responder on Contral part 1967
General IP SLA Responder on Control V2 port 1167

General IP SLA Responder 1! Uriabled Success rate i5 100 percent (3/5), round-trig min/ave/max = 1/1/1 ms ll
Rlm
Permanent Port IP 5LA Responder ip #la 650
Permanent Port P SLA Responder i1 Disabled wep-piler 10060606 16384 codec g729a codec-5i2e 20
- = 104 164
Ireguenty 5
ip 12 sehedule 650 ke forever start Lime now ==——mrrey

Rlmshow ip sla u |
IPSLAS Latest ODperation Summany
Codes: * active, ® inattive, = pending

In Type Destination  5tats  Retwrn Losd

(mi) Cose Run
o . il PR B Rr— |
50 udg-jater 106060 e connecti 32 seconds ag |
on 9 |

Refer to the exhibit. Which configuration resolves the IP SLA issue from R1 to the server?

A. R6(config)#ip sla responder

B. R6(config)#ip sla responder udp-echo ipaddress 10.60.60.6 po 5000
C. R6(config)#ip sla 650 R6(config-ip-sla)ff udp-jitter 10.60.60.6

D. R6(config)#ip sla schedule 10 life forever start-time now

Answer: A

NEW QUESTION 9
- (Exam Topic 3)
Refer to the exhibit.

| “.#show 1p route eigrp | include 10.1.

:show 1p route eigrp | include 10.1.

An engineer configures DMVPN and receives the hub location prefix of 10.1.1.0724 on R2 and R3 The R3 prefix of 10 1.3.0/24 is not received on R2. and the R2
prefix 10.1,2.0/24 is not received on R3. Which action reserves the issue?

A. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the command no ip split-horizon eigrp 10 on the tunnel
interface of R1

B. There is no spoke-to-spoke connection DMVPN configuration should be modified to enable a tunnel connection between R2 and R3 and neighbor relationship
confirmed by use of the show ip eigrp neighbor command

C. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the no ip split-horizon eigrp 10 command on the Gi0/0
interface of R1.

D. There is no spoke-to-spoke connection DMVPN configuration should be modified with a manual neighbor relationship configured between R2 and R3 and
confirmed bb use of the show ip eigrp neighbor command.

Answer: A

Explanation:

In this topology, the Hub router will receive advertisements from R2 Spoke router on its tunnel interface. The problem here is that it also has a connection with R3
Spoke on that same tunnel interface. If we don’t disable split-horizon, then the Hub will not relay routes from R2 to R3 and the other way around. That is because
it received those routes on the same interface tunnel and therefore

it cannot advertise back out that same interface (split-horizon rule). Therefore we must disable splithorizon on the Hub router to make sure the Spokes know about
each other.
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NEW QUESTION 10
- (Exam Topic 3)
Refer to the exhibit.

kl#4 show ip cspf database self-originate
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After configuring OSPF in R1, some external destinations in the network became unreachable. Which action resolves the issue?

A. Clear the OSPF process on R1 to flush stale LSAs sent by other routers.

B. Change the R1 router ID from 10.255.255.1 to a unique value and clear the process.

C. Increase the SPF delay interval on R1 to synchronize routes.
D. Disconnect the router with the OSPF router ID 0.0.0.0 from the network.

Answer: B

NEW QUESTION 10
- (Exam Topic 3)
Which router attaches the VPN label to incoming packets from CE routing?

A. CE router
B. core router
C. P router
D. PE router

Answer: D

NEW QUESTION 12
- (Exam Topic 3)

A. The administrator distance should be raised to 120 from the ASBR 104 15.5.

B. The redistributed prefixes should be advertised as Type 1.

C. The ASBR 10 4 17 6 should assign a tag to match and assign a tower metnc on R1
D. The administrative distance should be raised to 120 from the ASBR 104 17 6

Answer: B

NEW QUESTION 17
- (Exam Topic 3)

An engineer must override the normal routing behavior of a router for Telnet traffic that is destined to 10.10.10.10 from 10.10.1.0/24 via a next hop of 10.4.4.4.
which is directly connected to the router that is connected to the 10.1.1.0/24 subnet Which configuration reroutes traffic according to this requirement?

access-list 100 permit top 101010 0.0.0.255 host 10.10.10.90 g 23
|

route-map POLICY parmit 10
match ip address 100
nel ip noext-hop recursive 10.4.4 4

access-list 100 permit lop 10.10.1.0 0.0.0.255 host 10.10.10.10 &g 23
[}

route-map POLICY parmit 10

match ip addross 100

ael ip next-hop 10.4.4.4

routs-map POLICY pormit 20

access-liat 100 deny tcp 10.90.1.0 0.0.0.255 host 10.10.10.10 vg 23
|

routa-map POLICY pormit 10
malch ip address 100

anl ip nexi-hop 10.4.4.4
route=map POLICY parmit 20

accasn-linl 100 parmit fep 10.10.1.0 0.0.0.253 hadt 10.10.10.10 wg 23
r

routg-map POLICY pormit 10

mateh ip address 100

aal ip next-hop reciraive 10.4.4.4

route-map POLICY parmit 20
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 18
- (Exam Topic 3)
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Refer to the exhibit. An engineer configured NetFlow on R1, but the flows do not reach the NMS server from R1

R 1{config@flow monitor FlowMenitord
R iconfig-flow-maonitor jWdestination 10,66,86.66

Rliconfig=flow exporter FlowExporterd
R {canfig-low-exponerifdestination 10.56.66.66

Rl{configFinterface Ethernetd0

RI{canfig-if#ip flow manitor Flowmaonitoer! input
R1{canfig-ifdip flow meniter Flewmeoniter! cutput

RiiconfigiZinterface Ethernet0/

R 1icanfig-ifEip flow monitor Flowmoniter! input
B 1iconfig-ifistip flow moniter Flewmoniter! output

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 22

- (Exam Topic 3)
Refer to the exhibit.

snmp-server community Public RO 90
snmp-server community Private RW 90
R1#show access-list 90

Standard IP access list 90

permit 10.11.110.11
permit 10.11.111.12

. Which configuration resolves this Issue?

Nov 6 06:45:11: %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host

10.11.110.12

Nov 6 06:45:12: %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host

10.11.110.12

A network administrator notices these console messages from host 10.11.110.12 originating from interface E1/0. The administrator considers this an unauthorized
attempt to access SNMP on R1. Which action prevents the attempts to reach R1 E1/0?

A. Configure 10S control plane protection using ACL 90 on interface E1/0

B. Configure I0S management plane protection using ACL 90 on interface E1/0
C. Create an inbound ACL on interface E1/0 to deny SNMP from host 10.11.110.12
D. Add a permit statement including the host 10.11.110.12 into ACL 90

Answer: C
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NEW QUESTION 25

- (Exam Topic 3)

The network administrator must implement IPv6 in the network to allow only devices that not only have registered IP addresses but are also connecting from
assigned locations. Which security feature must be implemented?

A. IPv6 Snooping

B. IPv6 Destination Guard

C. IPv6 Prefix Guard

D. IPv6 Router Advertisement Guard

Answer: A

NEW QUESTION 29
- (Exam Topic 3)
Refer to the exhibit.
$5ep 19 00:53:43.008: BOMNST state: 10.

Raf ot actiw

 *Sep : Hiﬁzn.m: BGP: 10,3808, 3 went from Established to Idle

| Ta3:43.006: RGP S-RDICHANCE - neighbor 10.10.10.3 Down Usar reset
19 00:53:43.006: BGP: 10.10.10.3 closing

®Sep 1% D0:53:43.106: RGP Router-

10,10, went from nsf not aotiwd te

unhandled major event ooda 128, minor 0

RDishow ip Bgp peighbors 10.10.10.9

OGF muighbor is-10.30.10.2, gemobe AS 65101 aiternal link
BGP wersion 4, remote router ID 0.0 ©

BCP ﬁat.n = Aetive

rl&;&‘haﬂ 00:01:35, last wrils 00:01:35 bold time
Intarval i=s €0 seconds

Defanit minisom time Detween advertisement runs is 30 seconds
MAidress txracking is enabled. the RIR does have a route to 10.10.10.2
JConnactions sstablished 11; dropped 11

Last reset 00:01:36, due to Peer closed the ses=ion

Extarnal BCP nelghbor may be up to ) home .way

fransport {top) path-mtu-discovery anabled

l N *&iﬂ TCP commectloo

s 180, keepalive

A NOC team receives a ticket that data traffic from RA to RF is not forwarded when the link between the RC-RE path goes down. All routers learn loopback IP
through the IGP protocol. Which configuration resolves?

A. RD(config)#router bgp B5201RD(config-router)# neighbor 10.10.10.2 update-source loopback 0
B. RD(config-router)# neighbor bgp 65101RB(config-router)# neighbor 10.10.10.3 ebgp-multihop 3
C. RB(config)# router bgp 65101RB(config)#neighbor 10.10.10.3 update-source loopback 0

D. RD(config)# router bgp 65201RDI(config-router)# neighbor 10.10.10.2 ebgp-multihop 3

Answer: B

NEW QUESTION 31

- (Exam Topic 3)

An engineer received a ticket about a router that has reloaded. The monitoring system graphs show different traffic patterns between logical and physical
interfaces when the router is rebooted. Which action resolves the issue?

A. Configure the snmp ifindex persist command globally.

B. Clear the logical interfaces with snmp ifindex clear command

C. Configure the snmp ifindex persist command on the physical interfaces.

D. Trigger a new snmpwalk from the monitoring system to synchronize interface OIDs

Answer: A

NEW QUESTION 36
- (Exam Topic 3)
Refer to the Exhibit.
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p LA N\ ;”,-"-:r:'
/ \ il 10.20.10 030 1030 10 0730
\ {10 1010 000 2

~—__ AS100

10 10 20.0:30 10040 10 0730

R R18

router elgep 100 router elgrp 100

network 10.10.10.0 0.0.0.3 network 10.10.10.0 0.0.0.3
network 10.20.10.0 0.0.0.3 network 10.10.20.0 0.0.0.3

! network 1.1.1.1 0.0.0.0

coiter ospf 100 1

network 10.10.10.0 0.0.0.3 area © router ospf 100

network 10.20.10.0 ©.0.0.3 area 0 neatwork 10.10.10.0 0.0.0.3 area 0
! network 10.10.20.0 0.0.0.3 area 0
] [

! router bgp 200

router bgp 100 distance 100 10.10.10.0 0.0.0.3
distance 100 10.20.10.0 0.0.0.3 distance 100 10.20.10.0 0.0,0.3
distance 100 10.10.10.0 0.0.0.3 neighbor 2.2.2.2 remote-as 100
naighbor 1.1.1.1 remota-am 200 neighbor 10.10.10.2 remcte-as 100
neighbor 10.10.10.1 remocte-as 200 network 10.10.10.0 =mask 255.255.255. 252

network 10.20.10.0 =mask 255.255.2%55.252 network 10_.20_10.0 =ask 2%5.255.258%5,L252

R1 and R2 use IGP protocol to route traffic between AS 100 and AS 200 despite being configured to use BGP. Which action resolves the issue and ensures the

use of BGP?

A. Configure distance to 100 under the EIGRP process of R1 and R2.
B. Remove distance commands under BGP AS 100 and AS 200.

C. Remove distance commands under BGP AS 100.

D. Configure distance to 100 under the OSPF process of R1 and R2

Answer: B

NEW QUESTION 38
- (Exam Topic 3)
How does an MPLS Layer 3 VPN differentiate the IP address space used between each VPN?

A. by RD

B. by address family
C. by MP-BGP

D. byRT

Answer: A
NEW QUESTION 39

- (Exam Topic 3)
Drag and drop the IPv6 first hop security device roles from the left onto the corresponding descriptions on the right.

Receives router advertisements from valid

host . :
routers, and no router solicitation are received.
Receives router solicitation and sends router

router .
advertisements.

_ Receives valid and rogue router

monitor _ s e
advertisements and all router solicitation.

T Received router advertisements are trusted
and are flooded to synchronize states.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Ci
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NEW QUESTION 44
- (Exam Topic 3)

A CoPP policy is applied for receiving SSH traffic from the WAN interface on a Cisco ISR4321 router. However, the SSH response from the router is abnormal and
stuck during the high link utilization. The problem is identified as SSH traffic does not match in the ACL. Which action resolves the issue?

A. Rate-limit SSH traffic to ensure dedicated bandwidth.
B. Apply CoPP on the control plane interface.

C. Increase the IP precedence value of SSH traffic to 6.
D. Apply CoPP on the WAN interface inbound direction.

Answer: B

Explanation:

The problem is “SSH traffic does not match in the ACL” and “CoPP policy is applied for receiving SSH traffic from the WAN interface” so we should apply CoPP

on the control plane interface instead.

NEW QUESTION 48
- (Exam Topic 3)

Lt e !_ Lo S s

*Sap 5 05 21 5§ B91: BGF: 10.0.0.17 went froa Idls to Active

*cap 5 O5-21-50 09%5: BGP: 10.0.0.17 epen sctive, local address 10.0 0.18

*Sep 5 05°01 69 0T BEP 10 0 .0.17 vead requast no-op

*gep 5 O5-31 5P BLY BMGF 10 0 0 17 want from Active te Opanfent

"Ssp 5 O5:31 50 %L1- BGM 10 Q 17 sending OFEN, wveraioa 4, =y as: 83201, holdtiss
190 seconds

Sep 3 05 D1 50 311 BGF. 10 .0 0. 17 send msesage type 1. length (incl Meader) 3)
*Sap 3 O3:31 50 %17: BGF. 10.0.0.17 resota cloas

sSep 5 05 31 50 331 BSP 10 0.0.17 -resst the sssslon

*Sep £ 05.31 50 %31 DoPrNEIT astata 10 0. 6.17 want from nsf net active e
naf mol sotive

j=5Y |

*Step 5 05 MM 37 08) BEF 10,0 D.IN paseive opan to 10.0 0 1

*gep 5 O85:34 27 083 BGP 10 0.0 10 pasaive cpan falled - 10 0 0. 17 S mot update-
pource LoopbackD s sddress (10 .10.10 %)

*Sep 3 0O5. 0 .27 04} BGF 10 0. 0.10 remote conmection attermpt falled. local address
18 86 &.17

Refer to the exhibit. The traffic from spoke to hub is dropping. The operations team observes:
> R2-R3 link is down due to the fiber cut.
> R2 and R5 receive traffic from R1 in AS 65101.

b’ R3 and R5 receive traffic from R4 in AS 65201.
Which configuration resolves the issue?
A)

R6(config)#router bgp 65101
R6(config-router)#no neighbor 10.0.0.17 update-source Loopback0

B)
R5(config)#router bgp 65101
RS5(config-router#no neighbor 10.0.0.18 update-source Loopback0

C)

R6(config)#router bgp 65201

R6(config-router)¥neighbor 10.10.10.5 remote-as 65101
R6(config-router)#neighbor 10.10.10.5 update-source Loopback0
R6(config-router)#neighbor 10.10.10.5 ebgp-mulitihop 3

D)

R5(config)#router bgp 65101

R&(config-router)#neighbor 10.10.10.6 remote-as 65201
R5(config-router}#¥neighbor 10.10.10.6 update-source Loopback0
R5(config-router}#neighbor 10.10.10.6 ebgp-multihop 3

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: C

NEW QUESTION 50
- (Exam Topic 3)
Refer to the exhibit.

r‘/_h\. //-—..\_\\ f’_...-'—-\_\kl'
[NA N\ on e AL wi [ A
f ; F | |
II. JIRLLIAMM JLHERTE Y (TR R 101131241 |
k&'; : lr I{?/‘ LII II "\\{—EIII
ke (LY i
3 e nbard-al | |®weeeidnt estended THNET Rimeinet 101 1.1
Mmeinet 10.1.2.1 r.:l#ﬁ?"'”mrj Thpint peie bip host 1007 4 hot B0.4 1.1 e tedned Trying B2 1.4 Cpen
" g = E i e i b 1=k
Tryng 10114 . Open il Pl permned bip bl 10,013 hend 10214 o4 teinet
v — | | r Aopess bgrd g ion
L it Werdatan Senvce-polcy input: (PP | | ctassmag mmaich-af TELNET pda iy I
maich Bk s provg name TILNED |
Te————— Clas rrap: THLNET {matchy ol | | |t - Vremame
. | LHemame, atemn
. ol U pecioety, O Bebes
Pauiweng hy ARy R pedicy-map D0FP Paswird
KiE 5 mengte olieresd fade 0000 bas, drap rate D00 b el TELNET s
Waech sccess-prows rame TELNET eGS0 casdorm ks st antsgdackan oy P
il b it T Wi AT FRTE o L '
<Ortput Omitted> |
W LEhow ey 0§
Tl TofMs A Modes Roty AccD Aol Uses Wooe Overrum g
bovTY H 0 &9
IV W 069
T B- 0 0 o0
SWTr 0 0 G"
L&TY g 0 e

An engineer implemented CoPP to limit Telnet traffic to protect the router CPU. It was noticed that the Telnet traffic did not pass through CoPP Which configuration
resolves the issue?

policy-map COPP
class TELNET ;
police 8000 conform-aEfion transmit excoeed-action transmit

wpolicy-map COPP
class TELNET
police 8000 conform-action transmit exceed-action transmit vielate-action drop

ip access-list extended TELNET
poermit tcp host 10.2.2.1 host 10.2.2 4 &q telnat
permit tcp host 10.1.1.1 host 10.1.1.3 eq telnet

ip access.dist extendad TELNET
permit tep host 10,.2.2.4 host 10.2.2.1 aq telnet
permit tcp host 10.1.1.3 host 10.1.1.1 eq telnet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 55
- (Exam Topic 3)
What must a network architect consider for RTs when planning for a single customer full-mesh VPN m an MPLS Layer 3 network?

A. RT must be globally unique within the same VPN

B. RT must be globally identical within the same VPN

C. RT values must be Afferent from the RD values in the same VPN

D. Each RT value must be identical to an RD value within the same VPN.

Answer: D

NEW QUESTION 57
- (Exam Topic 3)
Refer to the exhibit.

R?# show ip ospf neighbor

Neighbor 1D Pri Stata Dead Timao Addross Interfaca
192.168.99.2 1 EXCHANGE / 00:00:36 192.168.99.1 Seriald/]
router-6#4

F3# show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
192.168.99.1 1 EXSTART/ - 00:00:33 192.168.99.2 Serial0/1
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192.168.99.1/30 192.168.99.2/30
== Yeuk T So/1 @<

G0/0
10.1.11.1/30

10.1.11.2/30

An OSPF neighbor relationship between R2 and R3 is showing stuck in EXCHANGE/EXSTART state. The neighbor is established between R1 and R2. The
network engineer can ping from R2 to R3 and vice versa, but the neighbor is still down. Which action resolves the issue?

A. Restore the Layer 2/Layer 3 conectivity issue in the ISP network.
B. Match MTU on both router interfaces or ignore MTU.

C. Administrative "shut then no shut" both router interfaces.

D. Enable OSPF on the interface, which is required.

Answer: B

Explanation:

After two OSPF neighboring routers establish bi-directional communication and complete DR/BDR election (on multi-access networks), the routers transition to the
exstart state. In this state, the neighboring routers establish a master/slave relationship and determine the initial database descriptor (DBD) sequence number to
use while exchanging DBD packets.

Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor’s router. The problem occurs when the maximum
transmission unit (MTU) settings for neighboring router interfaces don’t match. If the router with the higher MTU sends a packet larger that

the MTU set on the neighboring router, the neighboring router ignores the packet.

NEW QUESTION 58

- (Exam Topic 3)

An engineer configured VRF-Lite on a router for VRF blue and VRF red. OSPF must be enabled on each VRF to peer to a directly connected router in each VRF.
Which configuration forms OSPF neighbors over the network 10.10.10.0/28 for VRF blue and 192.168.0.0/30 for VRF red?

router ospf 1 vif blue

network 10.10.10.0 0.0.0.15 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.3 area 0

router ospf 1 vif blue

network 10.10.10.0 0.0.0.240 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.252 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.252 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.240 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.3 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.15 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 60
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- (Exam Topic 3)
Refer to the exhibit.

ERé show running-config

no ip address

ipvé address 2001:DB8:1:12
ipve traffic-filter ACL ii
|

1pve access-list ACL
sequence l0 permit tcp any
sequence 20 permit tcp any
aequence 30 permit tcp an
sequence 40 permit tcp any
sequence 50 permit udp any
sequence ©0 permit udp any
sequence 70 permit udg

sequence 50

FRY show ipvé cef ::

5w .u"nlj

nexthop 200
*Feb 23 00:23:17.211
denied icmpvé 2001:C

packets

=R |

A{'E‘f 0
35/0), 7

After a security audit, the administrator implemented an ACL in the route reflector. The RR became unreachable from any router in the network. Which two actions

resolve the issue? (Choose two.)

A. Enable the ND proxy feature on the default gateway.
B. Configure a link-local address on the Ethernet0/1 interface.
C. Permit ICMPv6 neighbor discovery traffic in the ACL.

D. Remove the ACL entry 80.

E. Change the next hop of the default route to the link-local address of the default gateway.

Answer: CD

NEW QUESTION 64
- (Exam Topic 3)

Switch
=

TACACS+ Server
10.100.50.99

Head Office

Router

WAN Cloud

Branch
Router

oY
Network ﬁdministratari&(_/

Switch
=

!?l

T
i

{ N
192.168.100.36

A network administrator is trying to access a branch router using TACACS+ username and password credentials, but the administrator cannot log in to the router
because the WAN connectivity is down. The branch router has following AAA configuration:

aaa new-model

aaa authorization commands 15 default group tacacs+
aaa accounting commands 1 default stop-only group tacacs+
aaa accounting commands 15 default stop-only group tacacs+

tacacs-server host 10.100.5
tacacs-server key CiSco123

0.99

Which command will resolve this problem when WAN connectivity is down?

A. aaa authentication login default group tacacs+ local

B. aaa authentication login default group tacacs+ enable
C. aaa authentication login default group tacacs+ console
D. aaa authentication login console group tacacs+ enable

Answer: A

Explanation:

With the “aaa authentication login default group tacacs+ local ” command configured, when logging in, the password supplied will be attempted to be verified by
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the TACACS+ server before access is granted. If the server is unavailable/unreachable, then the switch will fall back to using the local authentication database.

NEW QUESTION 66
- (Exam Topic 3)

An engineer must establish a connection between two CE routers for two customers with overlapping IP addresses Customer_a is connected to interfaces Gig0/0,
and Customer_b is connected to interfaces Gig0/1. Routers CE1 and CE2 are configured as follows:

ip vrf customer_a

rd 1:1

route-target both 1:1
!

ip vrf customer_b

rd 2:2

route-target both 2:2

Drag and drop the code snippets from the right onto the boxes in the configuration to establish the needed connection. Snippets may be used more than once.

CEl
interface Gig
ip v=f forwarding i

AteErtacses {a ?
ip vrf forwarding

¥
3
#
[ ]
L5 ]
(=)
v
i
- ]
(%
[}
A
=

interface Gigl/1l
ip vrf forwarding
ip address
A. Mastered

B. Not Mastered
Answer: A

Explanation:

ip vef fc:uarilnql cuilomer b

1p address| 192.168.1.2 255.255.255.0 |

NEW QUESTION 71
- (Exam Topic 3)
Refer to the exhibit.

The Leader of IT Certification
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Customer b

192.168.1.1 255.255.255.0
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0.66.66.

7

EQ/1

T — 01

N A oaresaenassn

K [op

1051652002030 | W A

109.165.201.2/30
R6

g - E0jo\
{‘—- -"} 109,165,201 6/30 r‘

RN

ip rowte 10,66 660 255.255.255 0 10 2 2.4 wack 00
i route 10.66.66.0 255.255.255.0 10.1.1.3 20

|

track 700 ip sha 700

i

ipsla 700

ek echa 10 b6 6566 sourde-p 10,00 101
threshold 100

frequenty §

ip sl scheclule 700 hibe lonever start-lime now

AL

"Nov 18 15:38:59.956: track-11a [100) Change B8 ip 1l 200, state Up->Down

*Hov 18 15:38:59.956: WTRACK-B-STATE: 700 ip sla 700 state Up > Down

"How 18 15:38:59.956: track-sta (700) ip sla 700 state Up -» Down

*Nov 18 15:38:59.956: track-que (700) (rueuing CHANGED chent event for Static (P Routing
"Wov 18 15:32:59.95%6: track-que (P00) Unquewng CHANGED client event Tor Static IP Routing
*Mow 18 15:39,04.965: track-s1a (700) Change #9 ip «la 700, state Down->Up

*Now 18 15:39:04 965 MTRACK-6-5TATE: 700 ip sla 700 state Dewn < Up

"Nov 18 15:39,04.965. track-s1a [700) ip sla 700 state Down > Up

"how 18 15:39:04.965 track-que (700) Quewing CHANGED chent event for Static IF Routing
"Nov 18 15:39.04.966: track-que (700) Unqueuing CHANGED chant event for Statk IP Rouling

RUBsh ip ula s
IPSLAS Latest Operation Summary
Codes: * stve, ® inaetive, * peading

Destination  Stats  Aeturm  Last
Ims) Code Run

ID Type

100 mpecho 1066E660  RTTe]l OX & yeconds apo

R1 is configured with IP SLA to check the availability of the server behind R6 but it kept failing. Which configuration resolves the issue?

A. R1(config)# ip sla 700R1(config-track)# delay down 30 up 20
B. R1(config)# ip sla 700R1(config-track)# delay down 20 up 30
C. R1(config)# track 700 ip sla 700 R1(config-track)# delay down 30 up 20
D. R1(config)# track 700 ip sla 700 R1(config-track)# delay down 20 up 30

Answer: C

NEW QUESTION 73

- (Exam Topic 3)

The network administrator configured R1 to authenticate Telnet connections based on Cisco ISE using TACACS+. ISE has been configured with an IP address of
192.168.1.5 and with a network device pointing toward R1(192.168.1.1) with a shared secret password of Cisco123.
433 new-model

tacacs server |ISE1

address ipvd 192.168.1.5
xey Cisco123

332 group server tacacs+ TAC-SERV
server name |SE1

332 authentication login telnet group TAC-SERV
The administrator cannot authenticate to R1 based on ISE. Which configuration fixes the issue?

A. ip tacacs-server host 192.168.1.5 key Cisco123
B. line vty 0 4login authentication TAC-SERV

C. line vty 0 4login authentication telnet

D. tacacs-server host 192.168.1.5 key Ciscol23

Answer: C

Explanation:

The last command “aaa authentication login telnet group TAC-SERV” created the method list name telnet so we need to assign it to line vty.
Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208- Configure-ISE-2-0-I0S-TACACS-Authentic.html

NEW QUESTION 77

- (Exam Topic 3)

The network administrator is tasked to configure R1 to authenticate telnet connections based on Cisco ISE using RADIUS. ISE has been configured with an IP
address of 192.168.1.5 and with a network device pointing towards R1 (192.168.1.1) with a shared secret password of Ciscol123. If ISE is down, the administrator
should be able to connect using the local database with a username and password combination of admin/cisco123.

The administrator has configured the following on R1:
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aaa new-model|
I

;.lsername admin password cisco123
l

.radius server ISE1
address ipv4 192.168.1.5
key Cisco123

aaa group server tacacs+ RAD-SERV

server name ISE1
I

;IEE authentication login RAD-LOCAL group RAD-SERV

ISE has gone down. The Network Administrator is not able to Telnet to R1 when ISE went down. Which two configuration changes will fix the issue? (Choose two.)

linevty 0 4
login authentication RAD-LOCAL

linevty 0 4
login authentication default

linevty 0 4
login authentication RAD-SERV

aaa authentication login RAD-SERV group RAD-LOCAL local
aaa authentication login RAD-LOCAL group RAD-SERV local

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: CE
NEW QUESTION 81

- (Exam Topic 3)
Refer to the exhibit.
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2110:2:4:0:11::128

2004:BBDD: /64 | Area §

—

2009:2:4:0:33::128

Business Partner

N
iy

Area 20 | 2002°ABCD /64
2004:BBAB: /64

= _—

- e

| Area 10 | 2004 BBAC /64

3010:2:4:0:15::/128

AZish lpvh route ospf
0} 2002 .NBCD; /B4 [110/1)
via FastEtharnat0/]l, directly connooted
0 JO04:HBHAB: : /b4 [110/1])
via FasntEtharnotO/f( directly oconneobed
{3 2004 : BAAL fod 11071
via FastEthoernetl /0, directly connected
. 010:2:4:0:1% F138 [110/1)
via FERD: :CAO4: 1DF¥V:FEZ0:8, FastEthornet0/0

A network engineer applied a filter for LSA traffic on OSPFv3 interarea routes on the area 5 ABR to protect advertising the internal routes of area 5 to the business
partner network. All other areas should receive the area 5 internal routes. After the respective route filtering configuration is applied on the ABR, area 5 routes are

not visible on any of the areas. How must the filter list be applied on the ABR to resolve this issue?

A. in the “in” direction for area 5 on router R1

B. in the “out” direction for area 5 on router R1
C. in the “in” direction for area 20 on router R2
D. in the “out” direction for area 20 on router R2

Answer: D

NEW QUESTION 85

- (Exam Topic 3)

What is a function of an end device configured with DHCPv6 guard?

A. If it is configured as a server, only prefix assignments are permitted.

B. If it is configured as a relay agent, only prefix assignments are permitted.

C. Ifitis configured as a client, messages are switched regardless of the assigned role.
D. If it is configured as a client, only DHCP requests are permitted.

Answer: C

Explanation:

The DHCPv6 Guard feature blocks reply and advertisement messages that come from unauthorized DHCP servers and relay agents.
Packets are classified into one of the three DHCP type messages. All client messages are always switched regardless of device role. DHCP server messages are
only processed further if the device role is set to server. Further processing of server messages includes DHCP server advertisements (for source validation and

server preference) and DHCP server replies (for permitted prefixes).

If the device is configured as a DHCP server, all the messages need to be switched, regardless of the device role configuration.

NEW QUESTION 87
- (Exam Topic 3)
Which MPLS value is combined with the IP prefix to convert to a VPNv4 prefix?

A. 16-byte Route Distinguisher
B. 8-byte Route Target

C. 16-byte Route Target

D. 8-byte Route Distinguisher
Answer: D

NEW QUESTION 92
- (Exam Topic 3)
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Refer to the exhibit.

—

o

l EGIJ Ew;
V0LANTOO ViAN1O
g0l

Cm e_.Swl

Core Swim
access-list 11 permit 10.221.10.11
access-lst 20 permit 10.221.10.10
accets-list 22 permit 10.221.10.12
R1 !
snmp-server group NETVIEW v3 priv read NETVIEW access 20

SnMp-Server community Cesclilssr KO 20
snmp-server community CrecOwrus3r RW 20

| —
——J

MMS Server
10.221.10.11

snmp-server group NETADMIN v3 priv read NETVIEW write NETADMIN access 20

An engineer configured SNMP communities on the Core_SW1, but the SNMP server cannot obtain information from Core_SW1. Which configuration resolves this

issue?

A. snmp-server group NETVIEW v2c priv read NETVIEW access 20

B. access-list 20 permit 10.221.10.11

C. access-list 20 permit 10.221.10.12

D. snmp-server group NETADMIN v3 priv read NETVIEW write NETADMIN access 22

Answer: B
NEW QUESTION 94

- (Exam Topic 3)
Refer to the exhibit.

Ii;' e !:.'-| | )
1p log-neighbor-change:
work 10.1.1.0 mask 255.295.£99.£9
stwork 10.1.1.12 mask 299.490.£20
vork 10.100.1.50 mas! 255 ; Wisls W
LIl o E':':'l:-'ff:|
elano R2 npeer-arou
eiqht R4 peer-qrouf
eighbor 10.1.1.2 remote-as 65001
eighbor 10.1.1.2 peer-group K<
ighbor 10.1.1.14 remote-as 65001
1eighb 1)1 " _+:r.. M UD H43
| Juto-suUm

While troubleshooting a BGP route reflector configuration, an engineer notices that reflected routes are missing from neighboring routers. Which two BGP

configurations are needed to resolve the issue? (Choose two)

. neighbor 10.1.1.14 route-reflector-client
. neighbor R2 route-reflector-client

. heighbor 10.1.1.2 allowas-in

. heighbor R4 route-reflector-client

. heighbor 10.1.1.2 route-reflector-client

mooOw>»

Answer: AE

NEW QUESTION 99
- (Exam Topic 3)
What action is performed for untagged outgoing labels in an MPLS router?

A. Convert the incoming MPLS packet to an untagged packet and then do a FIB lookup
B. Convert the incoming MPLS packet to an untagged packet and then do a RIB lookup.
C. Convert the untagged packet to a labeled packet and forward it to the next router

D. Convert the incoming MPLS packet to an IP packet and forward it to the next router.

Answer: C

NEW QUESTION 102
- (Exam Topic 3)

A network is configured with CoPP to protect the CORE router route processor for stability and DDoS protection. As a company policy, a class named class-default
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is preconfigured and must not be modified or deleted. Troubleshoot CoPP to resolve the issues introduced during the maintenance window to ensure that:

ErD B
LakHF A

g o o0
o | 2

E
1010120724

Evo |
sl L0 10.10.1,1/32
B | .

10.10.13 0724

B 3

w LB 10, 903 Do

Topology Diagram

Guidelines T{;pelog',- Tasks

A network is configured with CoPP to protect the CORE
router route processar for stability and DDoS protection. As
a company policy, a class named class-default is
preconfigured and must not be modified or deleted.
Troubleshoot CoPP 1o resolve the issues introduced during
the maintenance window to ensure that

1. Dynamic routing policies are under CoPP-CRITICAL
and are allowed only from the 10.10.x.x range.

2. Telnet, SSH, and ping are under CoPP-IMPORTANT
and are allowed strictly to/from 10.10.x.x to the CORE

router {Hint: you can verify using Loopback1)

3. All devices ping (UDP} any CORE router interface
successfully to/from the 10.10.x.x range and do not
allow anv other IP address
NORMAL (Hint: Traceroute port range 33434 33464)
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VAN CORE MOGMT
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MGMT

WaMN CORE MGMT
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WAN CORE MGMT

A. Mastered
B. Not Mastered

Answer: A

Explanation:

CORE

policy-mao CoPP

class CoPP-CRITICAL

police 1000000 50000 50000 conform-action transmit exceed-action transmit
Text Description automatically generated with medium confidence

CORE# Copy run start TESTING: CORE
Graphical user interface Description automatically generated with medium confidence

MGMT
Graphical user interface, text Description automatically generated
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NEW QUESTION 105
- (Exam Topic 3)
Refer to the exhibit.

Fl#show ip route ospf
12.9.0.0/24 is subnetted, ¥ subnets

0 E2 10.4.9.0 [110/200] wia 10.4.17.6, 00:06:43,

[110/200] wia 10.4.15.5, 00:06:43,
FastEthernetd/1
0 IA 10.4.27.0 [110/2] wia 10.4.15.5%, 00:0c:44,
F CEthernet0/1
0 Ed 10.4.4%9.0 [110/200] wia 10.4.17.6, 00:06:43,
FastEthernet(/

An engineer configures two ASBRs 10 4 17.6 and 10 4 15 5 in an OSPF network to redistribute routes from EIGRP However, both ASBRs show the EIGRP routes
as equal costs even though the next-hop router 10 4 17 6 is closer to R1 How should the network traffic to the EIGRP prefixes be sent via 10 4.17.6?

A. The administrative distance should be raised to 120 from the ASBR 10.4.15 5.

B. The redistributed prefixes should be advertised as Type 1

C. The ASBR 10 4 17 6 should assign a tag to match and assign a lower metnc on R1
D. The administrative distance should be raised to 120 from the ASBR 104.17.6

E. The admitstrative distance should be raised to 120 from the ASBR 104 15.5.

F. The redistributed prefixes should be advertised as Type 1.

G. The ASBR 10 4 17 6 should assign a tag to match and assign a tower metnc on R1
H. The administrative distance should be raised to 120 from the ASBR 104 17 6

Answer: B
NEW QUESTION 107

- (Exam Topic 3)
Refer to the exhibit.

RirAgshow ip @grp topolodgy all-Enks

P-EIGRP Topology Table for AS{1)1D(10.1 61}
snip

P10 200 1 0724 1 successors FD 1s 21026560

wvia 10.1.1 2 (21026560/20214560). Seniall/0

vig 101 2 2 (46T40736:20514560), Senal1

via 10.1.3 2 (46T407TI6/462 2BT36). Serial1/2

Which action makes 10.1.3.2 the feasible successor to reach 10. 200. 1 0/24 for location S42T447E33F95?

A. Increase path bandwidth lower than 1011 2 and lower than 1012 2 between RtrA and the destination

B. Increase path bandwidth higher than 10.1 2 2 and lower than 101.1.2 between RtrA and the destination.
C. Increase path bandwidth higher than 1011 2 and lower than 1012 2 between RtrA and the destination

D. Increase path bandwidth higher than 10.1 2 2 and higher than 10.1.1.2 between RtrA and the destination

Answer: A

NEW QUESTION 110
- (Exam Topic 3)
Refer to the exhibit.
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AS 1000
e0/0 e0/1
(.10) (.10)
| f : { e0/0
| e0i'1 e0i1/
§ 3 (1) . (2
495.1.1.0/24 - - : 195.1.2.0/24
(.111) AS 111 (.111)
e0/0 e 20/
1.1.1.0/24
1.1.2.0124

AS111

Router bgp 111
Neighbor 195.1.
Neighbor 195.1.
Neighbor 195.1.
Neighbor 195.1.

1.1 remote-as 100
1.1 allowas-in
2.2 remote-as 200
2.2 allowas-in

AS111 is receiving its own routes from AS200 causing a loop in the network. Which configuration provides loop prevention?

A)
router bgp 111
neighbor 195.1.1.1 as-override
neighbor 195.1.2.2 as-override
B)
router bgp 111
neighbor 195.1.1.1 as-override
no neighbor 195.1.2.2 allowas-in
C)
router bgp 111
no neighbor 195.1.1.1 allowas-in
no neighbor 195.1.2.2 allowas-in

D)
router bgp 111

heighbor 195.1.2.2 as-override
no neighbor 185.1.1.1 allowas-in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

A router discards BGP network prefixes if it sees its ASN in AS-Path as a loop prevention mechanism. The “allowas-in” feature allows routes to be received and

processed even if router detects its own ASN in AS-Path.

NEW QUESTION 113
- (Exam Topic 3)
Refer to the exhibit.
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Hltconfig t
Rl (confiq) #ip access-list eaxtanded UDP-ACL
Rl #xt-nacl) fparmit udp any any

1 n j-ext-nacl) laxit

!
]
1) iroute-map VIA-R2 permit 10
lg-route-map) imateh ip address UDP-ACL
j~route-map) fset ip neaxt-hep 10.10.11.2
j-route-map) flaxit
) finterface Gi0/1
j-if) #ip policy route-map VIA-R2
ig=1f) fand

10.10.10.0:24

10.10.10.10/24

TCP traffic should be reaching host 10.10.10.10/24 via R2. Which action resolves the issue?

A. TCP traffic will reach the destination via R2 without any changes

B. Add a permit 20 statement in the route map to allow TCP traffic

C. Allow TCP in the access list with no changes to the route map

D. Set IP next-hop to 10.10.12.2 under the route-map permit 10 to allow TCP traffic.

Answer: C
NEW QUESTION 118

- (Exam Topic 3)
Refer to the exhibit.

R1 (config)# ip vif CCNP

R1 (config-vrf)# rd 1:100

R1 (config-vrf)# exit

R1 (config)# interface Loopback0

R1 (config-if)# ip address 10.1.1.1 255.255.255.0

R1 (config-if)# ip vrf forwarding CCNP

R1 (config-if)# exit

R1 (config)# exit

R1# ping vrf CCNP 10.1.1.1

% Unrecognized host or address, or protocol not running.

Which command must be configured to make VRF CCNP work?

A. interface LoopbackO vrf forwarding CCNP

B. interface LoopbackOip address 10.1.1.1 255.255.255.0

C. interface LoopbackOip address 10.1.1.1 255.255.255.0 vrf forwarding CCNP
D. interface LoopbackOip address 10.1.1.1 255.255.255.0 ip vrf forwarding CCNP

Answer: B

Explanation:
From the exhibit, we learn that the command “ip address 10.1.1.1 255.255.255.0” has been issued before the command “ip vrf forwarding CCNP”. But the second
command removed the IP address configured in the first command so we have to retype the IP address command.

NEW QUESTION 121

- (Exam Topic 3)

A network administrator added a new spoke site with dynamic IP on the DMVPN network. Which configuration command passes traffic on the DMVPN tunnel from
the spoke router?

A. ip nhrp registration ignore

B. ip nhrp registration no-registration
C. ip nhrp registration dynamic

D. ip nhrp registration no-unique

Answer: D

NEW QUESTION 125
- (Exam Topic 3)
How is VPN routing information distributed in an MPLS network?
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A. The top level of the customer data packet directs it to the correct CE device
B. It is established using VPN IPsec peers.

C. Itis controlled using of VPN target communities.

D. It is controlled through the use of RD.

Answer: C

Explanation:

The distribution of virtual private network (VPN) routing information is controlled through the use of VPN route target communities, implemented by Border

Gateway Protocol (BGP) extended communities.
Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_I3_vpns/configuration/15-mt/mp-I3-vpns-15-mt-book/m

NEW QUESTION 127
- (Exam Topic 3)

Hl-" TR k A

HFV-6 Router

Network B

FTP Clent
2001 0db8 8000 1

FTP Server
2001 0db8 1

e - [ -
+ 2L - =

> - F. - il e -y ™= |
= = e R TS a o Ol = . = =
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tp established
t stablished

ata L—

Refer to the exhibit. When an FTP client attempts to use passive FTP to connect to the FTP server, the file transfers fail Which action resolves the issue?

A. Configure active FTP traffic.

B. Modify FTP-SERVER access list to remove established at the end.
C. Modify traffic filter FTP-SERVER in to the outbound direction.

D. Configure to permit TCP ports higher than 1023.

Answer: D

NEW QUESTION 129
- (Exam Topic 3)

A company Is redesigning WAN infrastructure so that all branch sites must communicate via the head office and the head office can directly communicate with
each site independently. The network engineer must configure the head office router by considering zero-touch technology when adding new sites in the same
WAN infrastructure. Which configuration must be applied to the head office router to meet this requirement?
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Interface Tunneld
tunnel mode ip
ip nhrp map multicast dynamic

interface Tunneld
tunnel mode dvmrp
ip nhrp redirect

interface Tunneld
tunnel mode ip
ip nhrp redirect

interface Tunneld
tunnel mode gre multipoint
Ip nhrp map multicast aynamic

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 134
- (Exam Topic 3)
R1 and R2 are configured as eBGP neighbor , R1 is in AS100 and R2 is in AS200. R2 is advertising these networks to R1:

The network administrator on R1 must improve convergence by blocking all subnets of 172-16.0.0/16 major network with a mask lower than 23 from coming in,
Which set of configurations accomplishes the task on R1?

A. ip prefix-list PL-1 deny 172.16.0.0/16 le 23 ip prefix-list PL-1 permit 0.0.0.0/0 le 32!router bgp 100neighbor 192.168.100.2 remote-as 200 neighbor
192.168.100.2 prefix-list PL-1 in

B. ip prefix-list PL-1 deny 172.16.0.0/16 ge 23 ip prefix-list PL-1 permit 0.0.0.0/0 le 32!router bgp 100neighbor 192.168.100.2 remote-as 200 neighbor
192.168.100.2 prefix-list PL-1 in

C. access-list 1 deny 172.16.0.0 0.0.254.255 access-list 1 permit any!router bgp 100neighbor 192.168.100.2 remote-as 200neighbor 192.168.100.2 distribute-list 1
in

D. ip prefix-list PL-1 deny 172.16.0.0/16 ip prefix-list PL-1 permit 0.0.0.0/0'router bgp 100neighbor 192.168.100.2 remote-as 200 neighbor 192.168.100.2 prefix-list
PL-1in

Answer: A

Explanation:

“Blocking all subnets of 172.16.0.0/16 major network with a mask lower than 23 from coming in” would block 172.16.16.0/20.

The first prefix-list “ip prefix-list PL-1 deny 172.16.0.0/16 le 23" means “all networks that fall within the 172.16.0.0/16 range AND that have a subnet mask of /23 or
less” are denied.

The second prefix-list “ip prefix-list PL-1 permit 0.0.0.0/0 le 32" means allows all other prefixes.

NEW QUESTION 138

- (Exam Topic 3)

The network administrator configured the router for Control Plane Policing to limit OSPF traffic to be policed to 1 Mbps. Any traffic that exceeds this limit must also
be allowed at this point for traffic analysis. The router configuration is:

access-list 100 permit ospf any any

|

class-map CM-OSPF match access-group 100

!

policy-map PM-COPP class CM-OSPF

police 1000000 conform-action transmit

!

control-plane

service-policy output PM-COPP

The Control Plane Policing failed to monitor and police OSPF traffic. Which configuration resolves this issue?
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no access-ist 100

access-ist 100 permit tep any any eq 179
access-list 100 permit ospf any amy
access-list 101 permit tep any any range 22 23
1

1

class-map CM-MGMT
na match access-group 100
match access-group 101

1

cantral-plane

no service-policy eutput PM-COPP
senvice-policy Input PM-COPP

&t

No access-list 100

access-list 100 permit tcp any any &g 178
access-lst 100 permit tcp any any range eq 22
access-dist 100 permit tcp any any range eq 23
accessdist 100 permit ospf any any

control-plane
no senvice-policy cutput PM-COPP
service-policy input PM-COPP

fio access-list 100
access-list 100 permit tcp any any g 179
access-list 100 permit ospf any amy

accessdist 101 permit icp any any range 22 23
]
L]

class-map CM-MGMT
no match access-group 100
match access-group 101

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 143
- (Exam Topic 3)

A newly installed spoke router is configured for DMVPN with the ip mtu 1400 command. Which configuration allows the spoke to use fragmentation with the

maximum negotiated TCP MTU over GRE?

A. ip tcp adjust-mss 1360crypto ipsec fragmentation after-encryption
B. ip tcp adjust-mtu 1360crypto ipsec fragmentation after-encryption
C. ip tcp adjust-mss 1360crypto ipsec fragmentation mtu-discovery
D. ip tcp adjust-mtu 1360crypto ipsec fragmentation mtu-discovery

Answer: A
Explanation:

https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troublesh

NEW QUESTION 145
- (Exam Topic 3)
Refer to the exhibit.

router ospfv3 1

router-id 10.1.1.1

address-family ipv4 unicast
passive-interface Loopback(
exit-address-family

address-family ipv6 unicast
passive-interface Loopback(
exit-address-family

interface Loopback0

ip address 10.1.1.1 255.255.255.255
| ipv6 address 2001:DB8::1/64

ospfv3 10 ipv4 area 10

ospfv3 10 ipvb area 0

interface GigabitEthernet2

| ip address 10.10.10.1 255.255.255.0
ipv6 enable

ospfv3 10 ipv4 area 10

ospfv3 10 ipv6 area 0

An administrator must configure the router with OSPF for IPv4 and IPv6 networks under a single process. The OSPF adjacencies are not established and did not

meet the requirement. Which action resolves the issue?

A. Replace OSPF process 10 on the interface with OSPF process 1, and configure an additional router IDwith IPv6 address.
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B. Replace OSPF process 10 on the interface with OSPF process 1, for the VPv6 addressma nd remove process route ID with IPv6 address.

C. Replace OSPF process 10 on the interface with OSPF process 1, and remove process 10 from the global configuration.

D. Replace OSPF process 10 on the interface with OSPF process 1 for the IPv4 address, and remove process 10 from the global configuration.

Answer: C

NEW QUESTION 146
- (Exam Topic 3)
Refer to the exhibit.

Rl(config) #ip prefix-list EIGRP seq 10 permit 10.0.0.0/8
Fl(config)#ip prefix-list EIGRP seq 20 deny 0.0.0.0/0 le 32
Rl {config) #router eigrp 10

Fl({config-router) #distribute=list prefix EIGRP in Ethernet0/0

Fl#show ip route eigrp | include 10.

" 1 -r 5 4 | v ¥ d 7 r | =
| ="yt a 0 & w & = . i | ¥ =Tl - Lo A - - & - . - ]
F

An engineer applies a prefix-list filter that filters most of the network 10 prefixes instead of allowing them. Which action resolves the issue?

A. Modify the ip prefix-list EIGRP seq 10 permit 10.0.0.0/8 le 9 command.
B. Modify the command Modify the Ip prefix-list EIGRP seq 10 permit 10.0.0.0/8 le 32 command.
C. Modify the Ip prefix-list EIGRP seq 20 permit 0.0.0.0/0 le 32 command.
D. Modify the ip prefix-list EIGRP seq 20 permit 10.0.0.0/8 ge 9 command

Answer: C
NEW QUESTION 150

- (Exam Topic 3)
Refer to the exhibit.

Rlésh ip route

Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - QSPF, IA - QSPF inter area
N1 = OSPF NSSA external type 1, N2 - OSPF NSSA external type ?
El - OSPF external type 1, EZ - OSPF external type 2
i - 18-15, su - IS-IS summary, L1 - IS-IS level-1, LZ - 15-I5 level-2
ia I5-15 inter area, * - candidate default, U - per-user static route
- ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a = application route
+ - replicated route, % - next hop override, p - overrides from PER
Gateway of last resort is not set
D 10.0.0.0/8 [90/409600] via 172.16.1.200, 00:00:28, Ethernet0/0
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
{ 172.16.1.0/24 is directly connected, Ethernet(/0
v,

172.16.1.100/32 is directly connected, Ethernet(/0

192.168.1. is variably subnetted, 2 subnets, 2 masks
G 162.168.1.0/24
I 162.168.1.100/3

is directly connected, Loophack0
P s o TRET . T . U T =L+
2 is direct Ly connected, Looppacku

R1%

The R2 loopback interface is advertised with RIP and EIGRP using default values. Which configuration changes make R1 reach the R2 loopback using RIP?

A. R1(config)# router rip R1(config-router)# distance 90

B. R1(config)# router rip R1(config-router)# distance 100

C. R1(config)# router eigrp 1R1(config-router)# distance eigrp 130 120
D. R1(config)# router eigrp 1R1(config-router)# distance eigrp 120 120

Answer: C
Explanation:

distance (AD Number u want to change to) (neighbor IP) (Wildcard Mask) (access-list number)

NEW QUESTION 154
- (Exam Topic 3)

A network administrator successfully established a DMVPN tunnel with one hub and two spokes using EIGRP. One of the requirements was to enable spoke-to-
spoke tunnels through the hub router using EIGRP. Which configuration command must the engineer configure to meet the requirement?

A. no ip eigrp 1 mode multipoint
B. no ip eigrp 1 split-horizon
C. no ip eigrp 1 tunnel-redirect
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D. no ip eigrp 1 mode mgre

Answer: B

NEW QUESTION 155
- (Exam Topic 3)

Refer to the exhibit. An engineer notices a connectivity problem between routers R1 and R2. The frequency of this problem is high during peak business hours.
Which action resolves the issue?

A. Increase the MTU on the interfaces that connect R1 and R2.

B. Increase the available bandwidth between R1 and R2.

C. Decrease the EIGRP keepallve and hold down timers on R1 and R2.
D. Set static EIGRP neighborship between R1 and R2.

Answer: B

NEW QUESTION 159
- (Exam Topic 3)
How is a preshared key "Test” for all the remote VPN rooters configured In a DMVPN using GRE over IPsec set up?

A. authentication pre-share Test address 0.0.0.0 0.0.0.0
B. set pre-share Test address 0.0.0.0 0.0.0.0

C. crypto Ipsec key Test address 0.0.0.0 0.0.0.0

D. crypto isakmp key Test address 0.0.0.0 0.0.0.0

Answer: D

NEW QUESTION 163
- (Exam Topic 3)

10.4.4.4 2 Loopbak 0:10.10.10.1
Pramary bnk

Lo

10.66.56.66 Secondary link
= = ~ = _ e _ = - .5 E— ~ = e _ = =
RN & Rdn R1#sh flow interface | | R1ashaw flow exporter | | R1¥show flow montor
imtertace Ethernetf1 Iaterace Ethernati 0 Flow Evparter FlowErparter]: | Floww Monitas FlowManitor]:
ip access-graup DOOS in FNF. monitar FlowMionitor] Deseriptson: User dalined | | Description:  User delined
1 dueclion IPrpest [ | Expon protocal MotFlow Version 5 | Flow Record:  metflow ipvd oniganal-input
ip ateesi-dnt entended DOOS wathelipl. on | | Trampont Configurstion | Flow Exporter.  Hawlsporierl
permit tEp any any FNF. monitor FlowMonitoe]l | | Destination 1P address: 10,66 6666 Cache:
dafry wdp any any range 1004 5535 direction;  Qutput Source 1P addeesss 10111 Type normal
penmit ip any any trathie(ip) o [| Transport Pretotol UDP Salus allocated
Intetiace Ethernetf Destination Parl: 1080 I e 4096 entries | JA4083 bytes
FNF: manitor FlowMenitor] | | Souwnce Port L4186 i :me-; Timeout 11;: <
diragtion It | P D | ivee Timeoul: seti
wrathcinp) ml-"" _ 3::: 1.55'} | : Update Timeout: 1800 seci
FMF: maniter FlowMeonitorl | | Ouiput Featuses:  Not Used | Synchromied Timeout: 600 oot
duwection:  Oulput | P :
wathe(ip)  on ;

Refer to the exhibit An engineer configured NetFlow but cannot receive the flows from R1 Which two configurations resolve the issue? (Choose two )
A)

R1(config)#flow exporter FlowExporter1
R1(config-flow-exporter)Zdestination 10.66.60.66
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B)

R4(config )Zip access-list extended DDOS

R4(config-ext-nacl)#5 permit udp any host 10.66.66.66 eq 1090

C)

J(config#flow exporter FlowExporter1

R3(config-flow-exporter)=destination 10.66.66.66

D)

J(config)#ip access-list extended DDOS

R3(config-ext-nacl)#5 permit udp any host 10.66.66.66 eq 1090

E)
R4(config=flow exporter FlowExporter1
Rd(config-flow-exporter )zdestination 10.66.66.66

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BE

NEW QUESTION 166
- (Exam Topic 3)

An engineer creates a Cisco DNA Center cluster with three nodes, but all the services are running on one host node. Which action resolves this issue?

A. Restore the link on the switch interface that is connected to a cluster link on the Cisco DNA Center
B. Click the master host node with all the services and select services to be moved to other hosts

C. Enable service distribution from the Systems 360 page.
D. Click system updates, and upgrade to the latest version of Cisco DNA Center.

Answer: C

Explanation:

To deploy Cisco DNA Center on a three-node cluster with High Availability (HA) enabled, complete the following procedure:

Step 1: Configure Cisco DNA Center on the first node in your cluster...

Step 2: Configure Cisco DNA Center on the second node in your cluster... Step 3: Configure Cisco DNA Center on the third node in your cluster... Step 4: Enable

high availability on your cluster:

* a. In the Cisco DNA Center GUI, click and choose System Settings. The System 360 tab is displayed

by default.
* b. In the Hosts area, click Enable Service Distribution.

After you click Enable Service Distribution, Cisco DNA Center enters into maintenance mode. In this mode, Cisco DNA Center is unavailable until the redistribution

of services is completed. You should take this into account when scheduling an HA deployment.
Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automationand- management/dna-

center/1-3-3-0/ha_guide/b_cisco_dna_center_ha_guide_1_3 3 0.html

Therefore we can choose “Enable Service Distribution” to distribute services to other host nodes.

NEW QUESTION 170
- (Exam Topic 3)
What is an MPLS LDP targeted session?

A. session between neighbors that are connected no more than one hop away
B. LDP session established between LSRs by exchanging TCP hello packets
C. label distribution session between non-directly connected neighbors

D. LDP session established by exchanging multicast hello packets

Answer: C

NEW QUESTION 175

- (Exam Topic 3)

What is the purpose of the DHCPv6 Guard?

A. It messages between a DHCPv6 server and a DHCPV6 client ( or relay agent).
B. It shows that clients of a DHCPV5 server are affected.

C. It block DHCPv6 messages from relay agents to a DHCPv6 server.

D. It allows DHCPvV6 replay and advertisements from (rouge) DHCPV6 servers.

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6fxe- 16-book/ip6-dhcpv6e-guard.html
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NEW QUESTION 178
- (Exam Topic 3)

Local

R1#show bgp ipv6 unicast 2001:db8::1/128

BGP routing table entry for 2001:db8::1/128, version 3

Paths: (1 available, best #1, table Global-IPv6-Table)
Not advertised to any peer

2001:db8:33:33::33 (metric 128) from 2001:db8:11:11::11 (1.1.1.1)
Origin IGP, metric 0, localpref 100, valid, internal, best
Onginator: 3.3.3.3, Cluster list: 1.1.1.1

Refer to the exhibit. An engineer examines the BGP update for the IPv6 prefix 2001:db8::1/128. which should have been summarized into a /64 prefix. Which
sequence of actions achieves the summarization?

A. R1 is a route reflector client of a RR with a router ID of 1.1.1.1. and the originator of the prefix has a router ID of 3.3.3.3. Both routers belong to different AS

B. The prefix is not advertised to any peer and must be advertised using the network statement on R3.

C. R1is a route reflector with a router ID of 3.3.3.3. and the originator of the prefix is a route reflectorclient, which has a router ID of 3.3.3.3. Both routers belong to
the same AS Configure an aggregate address on the router with ID 1.1.1.1 for the prefix
D. R1 is a route reflector with a router ID of 1.111. and the originator of the prefix is a route reflector client, which has a router ID of 3.3.3.3. Both routers belong to
the same AS Configure an aggregate address on the router with ID 1.1.1.1 for the prefix
E. R1 is a route reflector client of a RR with a router ID of 1.1.1.1. and the originator of the prefix has a router ID of 3.3.3.3. Both routers belong to the same A
F. Configure an aggregate address on the router with ID 3 3.3.3 for the prefix.

Answer: D

NEW QUESTION 179
- (Exam Topic 3)
Refer to the exhibit.

E0f0 \’ £0/1

£0/1

(£0/3

)

R1

b o]

O

VLANID

Core Swl

R1#sh flow exporter
Flow Expoiter FlowaAnalyzerl:
Description User defined
Export protocol NelFlow Version 9
Transport Configuration;
Destination IP address; 10.221.10.10
Source IP address:  10.2.2.1

Source Interface:  Ethernet0/]
Transport Protocol:  LDP
Destination Port: 2055
Source Pon 45398

DSCP: Ol

L 99
Quiput Features Not Used

E—
—

NMS Servir
10.221.10.11

An engineer configured NetFlow on R1, but the NMS server cannot see the flow from R1. Which configuration resolves the issue?

A. flow monitor Flowmonitorl destination 10.221.10.11
B. flow exporter FlowAnalyzerl destination 10.221.10.11
C. interface Ethernet0/1flow-destination 10.221.10.11

D. interface EthernetO/Oflow-destination 10.221.10.11

Answer: B

Explanation:

From the output we notice that the destination IP address is not correct. The NMS server IP address should be 10.221.10.11, not 10.221.10.10. Therefore we have
to change this information under “flow exporter ...” configuration.
NetFlow configuration reference: https://www.cisco.com/c/en/us/td/docs/iosxml/ ios/fnetflow/configuration/15-mt/fnf-15-mt-book/cfg-de-fnflow-exprts.html

NEW QUESTION 184
- (Exam Topic 3)
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CPE# show ip route static

<output omitted>

S* 0.0.0.0/0 is directly connected, Dialer0
S 198.51.100.0/24 [1/0] via 192.168.1.1
S 203.0.113.0/24 [1/0] via 192.168.2.1

CPE# show run | section router ospf

router ospf 1
redistribute static subnets
D
CPE# show ip ospf database | begin Type-5

Type-5 AS External Link States

Link ID ADV Router Age Seq# Checksum Tag
198.51.100.0 192.168.0.1 14 0x80000001 0x0007D0 O
203.0.113.0 192.168.0.1 14 0x80000001 0x009C5C 0

Refer to the exhibit. The default route is not advertised to the neighboring router. Which action resolves the issue?

A. Configure the redistribute static metric 200 subnets command under OSPF.

B. Configure OSPF on the Dialer0 interface.
C. Configure the network 0.0.0.0 255.255.255.255 area 0 command under OSPF.
D. Configure the default-information originate command under OSPF.

Answer: D
NEW QUESTION 188

- (Exam Topic 3)
Refer to the exhibit.

BGP AS 9301

S e
WAN : ded
i WY
PRy ) 1AL LTI Rt

The Internet traffic should always prefer Site-A ISP-1 if the link and BGP connection are up; otherwise, all Internet traffic should go to ISP-2 Redistribution is
configured between BGP and OSPF routing protocols and it is not working as expected. What action resolves the issue?

A. Set metric-type 2 at Site-A RTR1, and set metric-type 1 at Site-B RTR2
B. Set OSPF cost 100 at Site-A RTR1, and set OSPF Cost 200 at Site-B RTR2
C. Set OSPF cost 200 at Site: A RTR1 and set OSPF Cost 100 at Site-B RTR2
D. Set metric-type 1 at Site-A RTR1, and set metric-type 2 at Site-B RTR2

Answer: D

Explanation:

OSPF type 1 route is always preferred over a type 2 route for the same destination so we can set metric-type 1 at Site-A RTR1 so that it is preferred over Site-B
RTR2.

Note:

Routes are redistributed in OSPF as either type 1 (E1) routes or type 2 (E2) routes, with type 2 being the default.

— A type 1 route has a metric that is the sum of the internal OSPF cost and the external redistributed cost.

— A type 2 route has a metric equal only to the redistributed cost.
— If routes are redistributed into OSPF as type 2 then every router in the OSPF domain will see the same cost to reach the external networks.

— If routes are redistributed into OSPF as type 1, then the cost to reach the external networks could vary from router to router.
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NEW QUESTION 192
- (Exam Topic 3)

R1#show ip rip database
100.00/8 auto-summary
10.1.1.0/24 directly connected, GigabitEthernat(/D
10.1.3.0/24

[2] via 10 1 12.2, 00:00:03, GigabitEthemet1/0
10.1.12.0/24 directly connected, GigabitEthemet1/0
10.1.23.0/24

[1]wia 10112 2, 00:00:03, GigabitEthernet1/0

Refer to the exhibit. A customer reports that networks in the 10.0.1.0/24 space do not appear in the RIP database. What action resolves the issue?
A. Remove summarization of 10.0.0.078.

B. Permit 10.0.1.0/24 address in the ACL.

C. Remove ACL on R1 blocking 10.0.1.0/24 network.

D. Configure 10.0.1.0/24 network under RIP.

Answer: A

NEW QUESTION 195
- (Exam Topic 2)

ip prefix-list DefaultRouteOnly seq 5 deny 0.0.0.0/0 le 32
ip prefix-list DefaultRouteOnly seq 10 permit 0.0.0.0/0

router eigrp ccnp

address-family ipv4 unicast autonomous-system 1
topology base
distribute-list prefix DefaultRouteOnly out Tunnel0

Refer to the exhibit. The administrator configured route advertisement to a remote low resources router to use only the default route to reach any network but
failed. Which action resolves this issue?

A. Change the direction of the distribute-list command from out to in.
B. Remove the line with the sequence number 5 from the prefix list.
C. Remove the prefix keyword from the distribute-list command.

D. Remove the line with the sequence number 10 from the prefix list.

Answer: B

NEW QUESTION 200

- (Exam Topic 2)

An engineer configured a DHCP server for Cisco IP phones to download its configuration from a TFTP server, but the IP phones failed to toad the configuration
What must be configured to resolve the issue?

A. BOOTP port 67
B. DHCP option 66
C. BOOTP port 68
D. DHCP option 69

Answer: B

Explanation:

Command Purpose

dhepd option 66 ascii server name ?Prm ides the IP address or name of a TFTP server for option 66.

:
Example:

e Foyoe - o o { ArmE fF amemg
A0sLname (COnLigls QOCLd QODLLIOH B 45Cll

EI&ZP:ESEf?EI

DHCP options 3, 66, and 150 are used to configure Cisco IP Phones. Cisco IP Phones download their configuration from a TFTP server. When a Cisco IP Phone
starts, ifit does not have both the IP address and TFTP server IP address preconfigured, it sends a request with option 150 or 66 to the DHCP server to obtain this
information.+ DHCP option 150 provides the IP addresses of a list of TFTP servers.+ DHCP option 66 gives the IP address or the hostname of a single TFTP
server.

Reference:

http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/basic_dhcp.pdf

NEW QUESTION 203

The Leader of IT Certification visit - https://www.certleader.com



CertLeader:

Leader of IT Certifications

100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader
https://www.certleader.com/300-410-dumps.html (530 Q&AS)

- (Exam Topic 2)

A DMVPN single hub topology is using IPsec + mGRE with OSPF. What should be configured on the hub to ensure it will be the designated router?

A. tunnel interface of the hub with ip nhrp ospf dr

B. OSPF priority to O

C. route map to set the metrics of learned routes to 110
D. OSPF priority greater than 1

Answer: D

Explanation:

By default, the priority is 1 on all routers so we can set the OSPF priority of the hub to a value which is greater than 1 to make sure it would become the DR.

NEW QUESTION 208
- (Exam Topic 2)
Refer to the exhibit.

EIGRP

1

&

10.1.1.0 /24

10.1.12.0/24 .

P R e Sy S |

- | OSPF

...

2 5 10.1.23.0/24 10.1.35.0/24
o
5

10.1.24.0/24 .4$_4 10.1.45.0/24

|

R1

router eigm 1

redistribute connected

network 10.1.12.1 0.0.0.0
defauit-metric 1000000 10 255 1 1500

R3

router eigrp 1

network 10.1.23.30.0.0.0

1

router ospl 1

redistribute eigrp 1 subnels
network 10.1.35.30.0.0.0 area 0

To provide reachability to network 10.1.1.0 /24 from R5, the network administrator redistributes EIGRP into OSPF on R3 but notices that R4 is now taking a

path through R5 to reach 10.1.1.0/24 network. Which action fixes the issue while keeping the reachability from R5 to 10.1.1.0/24 network?

A. Change the administrative distance of the external EIGRP to 90.
B. Apply the outbound distribution list on R5 toward R4 in OSPF.
C. Change the administrative distance of OSPF to 200 on R5.

D. Redistribute OSPF into EIGRP on R4

Answer: A

NEW QUESTION 209
- (Exam Topic 2)
Refer to the exhibit.

i1

i
9
nl
1)
]
il
Lr
n
|
-
an
w T e T O |
ol A = ]

B3 B
¥y

INTERNET

1:DB8:ADS5:BA21::/64 2001:DBE:COAB:BAl14::/64
:DBE8:ADSS:BAZ1::/64 2001:-DBE:COAB:-BAl13 4 =g telnet
:DB8:ADSS:BAZ21::/64 any eg http

1:DB8:ADS9::/48 any
ny log

When monitoring an IPv6 access list, an engineer notices that the ACL does not have any hits and is causing unnecessary traffic to pass through the interface
Which command must be configured to resolve the issue?

A. access-class INTERNET in

B. ipv6 traffic-filter INTERNET in
C. ipv6 access-class INTERNET in
D. ip access-group INTERNET in

Answer: C

NEW QUESTION 214
- (Exam Topic 2)
Refer to the exhibit.
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router ospf 1

redistnbute eigrp 1 subnets route-map EIGRP->QSPF

|

router eigrp 1

network 10 0.106 0 0.0 0.255

|

route-map EIGRP->QSPF permit 10

match ip address WAN_PREFIXES

route-map EIGRP->OSPF permit 20

match ip address LOCAL PREFIXES

route-map EIGRP->QSPF permit 30

malch ip address VPN _PREFIXES

|

ip prefix-ist LOCAL_PREFIXES seq 5 permit 172.16.0.0/12 le 24
ip prefix-ist VPN_PREFIXES seq 5 permit 192 168.0.0/16 le 24
ip prefix-ist WAN_PREFIXES seq 5 permit 10.0.0.0/8 le 24

|

The network administrator configured redistribution on an ASBR to reach to all WAN networks but failed Which action resolves the issue?

A. The route map must have the keyword prefix-list to evaluate the prefix list entries

B. The OSPF process must have a metric when redistributing prefixes from EIGRP.

C. The route map EIGRP->OSPF must have the 10.0.106.0/24 entry to exist in one of the three prefix lists to pass
D. EIGRP must redistribute the 10.0.106.0/24 route instead of using the network statement

Answer: A

Explanation:

In order to use a prefix-list in a route-map, we must use the keyword “prefix-list” in the “match” statement. . For example:

match ip address prefix-list WAN_PREFIXES
Without this keyword, the router will try to find an access-list with the same name instead.

NEW QUESTION 215
- (Exam Topic 2)
Refer to Exhibit.

IHR-\H-'}I[.-.-r.!:-:!I ip route 0.0.0.0 0.0.0.0 172.16.35.2 track 1
Hw““""r‘tl'l:li |.F| ftoubte OO0 0 0 0O 0O

|

HEANCH (config)® ip =la 1

BRANCH (conflig-ip-sla)#® lomp-echo 172.16.35.6
BRANCH (contig-ip-sla)# timecut 700

BRANCH (conflq-ip-=la)# frequancy §

BRANCH (config)® ip sla schedule | life forever start-time now

r‘l\M"I'_'H:I".-"!'III'II'I”. track 1 lj:l xla 1 I"rll'h-\.ﬂ'lll'lT'y

Traffic from the branch network should route through HQ R1 unless the path is unavailable. An engineer tests this functionality by shutting down interface on the
BRANCH router toward HQ_R1 router but 192.168.20.0/24 is no longer reachable from the branch router. Which set of configurations resolves the issue?

A. HQ_R1(config)# ip sla responderHQ_R1(config)# ip sla responder icmp-echo 172.16.35.2
B. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.1
C. HQ_R2(config)# ip sla responderHQ_R2(config)# ip sla responder icmp-echo 172.16.35.5
D. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.2

Answer: D

Explanation:

In the configuration above, the engineer has made a mistake as he was tracking 172.16.35.6 (the backup path) instead of tracking the main path (172.16.35.2).

Therefore,when he shut down the main path, the track 1 was still up so traffic still went through the main path -> it failed.
To fix this issue, we just need to correct the tracking interface of the main path.

NEW QUESTION 218
- (Exam Topic 2)
Drag and drop the MPLS VPN device types from the left onto the definitions on the right.
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Customer (C) device

CE device

PE device

Provider (P) device

A. Mastered
B. Not Mastered

Answer: A

Explanation:

device in the core of the provider network
that switches MPLS packets

device that attaches and detaches the VPN
labels to the packets in the provider network
device in the enterprise network that
connects to other customer devices

device at the edge of the enterprise network
that connects to the SP network

Graphical user interface, application Description automatically generated

NEW QUESTION 219
- (Exam Topic 2)

ipvb access-list inbound
permit tcp any any

deny ipvé any any log

!

interface gi0/0

ipvé traffic-filter inbound out

Refer to the exhibit. A network administrator configured an IPv6 access list to allow TCP return traffic only, but it is not working as expected. Which changes

resolve this issue?

A. ipv6 access-list inbound permit tcp any any syn deny ipv6 any any loglinterface giO/Oipv6 traffic-filter inbound out

B. ipv6 access-list inbound permit tcp any any syn deny ipv6 any any log'interface gi0/Qipv6 traffic-filter inbound in

C. ipv6 access-list inbound permit tcp any any establisheddeny ipv6 any any loglinterface gi0/Oipv6 traffic-filter inbound in
D. ipv6 access-list inbound permit tcp any any established deny ipv6 any any log'interface giO/Qipv6 traffic-filter inbound out

Answer: C

NEW QUESTION 220
- (Exam Topic 2)
Refer to the exhibit.

LAN: 192.168.100.0/24

192.168.200.0/24

ﬁn.f“.?'i.sa

10.3.1.0/24
Head Office
Lo:3.3.3.3
© ““WAN MPLS,
=, % Cloud N
3 R

F11]___IFO/0

=
o~ Branch Router
Lo: 1.1.1.1

LAN: 172.16.1.0/24

DR Site

OSPF Area 1

A network administrator reviews the branch router console log to troubleshoot the OSPF adjacency issue with the DR router. Which action resolves this issue?
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A. Advertise the branch WAN interface matching subnet for the DR site.
B. Configure matching hello and dead intervals between sites.

C. Configure the WAN interface for DR site in the related OSPF area.
D. Stabilize the DR site flapping link to establish OSPF adjacency.

Answer: A
NEW QUESTION 225

- (Exam Topic 2)
Refer to the exhibit.

Configuration Qutput:

aaa new-model

|

daa aulthenticalion login defaull local

aaa authenlication login VTY AUTH local

aaa authorization exec default none

aaa authorization exec VTY AUTH local

aaa accounting exec default start-stop group radius
i

password 7 KoAyUubDrOgO4ds
authorization exec V1Y _AUTH
login authenticabion VTY_AUTH

Debug Output:

AAA/AUTHEN/LOGIN (000004B6) Pick method list "default’
AAAAUTHOR (0x4B6) Pick method st VTY_AUTH'
AAAJAUTHOR/EXEC(000004B6) Authonzation FAILED

Which action resolves the failed authentication attempt to the router?
A. Configure aaa authorization login command on line vty 0 4

B. Configure aaa authorization login command on line console 0

C. Configure aaa authorization console global command

D. Configure aaa authorization console command on line vty 0 4

Answer: C

Explanation:

In the debug output, we see that the Authorization (not Authentication) failed so we need to correct the authorization. In order to enable authorization, we must use

the global command “aaa authorization console” first.
Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/sec-cr-al.html

NEW QUESTION 228
- (Exam Topic 2)
Refer to Exhibit.

ip dhep excluded-address 172.16.16.1 172.16.16.2
!

ip dhcp pool 0

network 172.16.16.0 255.255.255.0
domain-name cisco.com

dns-server 172.16.16.2

lease 30

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.252
ip access-group 100 in

access-list 100 deny udp any any
access-list 100 permit ip any any

Which two configurations allow clients to get dynamic ip addresses assigned?

A. Configure access-list 100 permit udp any any eq 61 as the first line
B. Configure access-list 100 permit udp any any eq 86 as the first line
C. Configure access-list 100 permit udp any any eq 68 as the first line
D. Configure access-list 100 permit udp any any eq 69 as the first line
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E. Configure access-list 100 permit udp any any eq 67 as the first line
Answer: CE

Explanation:
A DHCP server that receives a DHCPDISCOVER message may respond with a DHCPOFFER message on UDP port 68 (BootP client).

In the event that the DHCP server is not on the local subnet, the DHCP server will send the DHCPOFFER, as a unicast packet, on UDP port 67, back to the
DHCP/BootPRelay Agent from which the DHCPDISCOVER came.

Reference:

https://www.cisco.com/c/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html

NEW QUESTION 231
- (Exam Topic 2)
Refer to Exhibit.

R1
Hub

RZ
Spoke 1 Spoke 2

A network administrator has successfully configured DMVPN topology between a hub and two spoke routers. Which two configuration commands should establish
direct communications between spoke 1 and spoke 2 without going through the hub? (Choose two).

A. At the hub router, configure the ip nhrp shortcut command.

B. At the spoke routers, configure the ip nhrp spoke-tunnel command.
C. At the hub router, configure ip nhrp redirect the command

D. At the spoke routers, configure the ip nhrp shortcut command.

E. At the hub router, configure tne Ip nhrp spoke-tunnel command

Answer: CD

Explanation:

To configure Spoke to Spoke communication we can configure DMVPN Phase Il or Phase Ill. But in Phase I, the first few packets would go through Hub. In order
tototally ignore the hub, we have to use DMVPN Phase lIl:

DMVPN Phase lll is same as Phase 2 but removes some restrictions and complexities of Phase 2. Also allows greater variety of DMVPN network designs we
use:+ ip nhrp redirect in hub: tells the initiator spoke to look for a better path to the destination spoke than through the Hub. Upon receiving the NHRP redirect
message thespokes communicate with each other over the hub and they have their NHRP replies for the NHRP Resolution Requests that they sent out.+ ip nhrp
shortcut in spokes: overwrite the CEF table on the spoke. It basically overrides the next-hop value for a remote spoke network from the default initial hubtunnel IP
address to the NHRP resolved remote spoke tunnel IP address)

NEW QUESTION 232
- (Exam Topic 2)
Refer to the exhibit.

LO:2001:ABC:2000:2:2::1

&

LO:2000:ABC:20:2:2::2 LO:2002:ABC:2000:2:2::2

IPvE access list PERMIT SSH

10 deny tcp 2001:ABC:2000::/3¢ host 2000:RBC:20:2:2::2 eg 23

20 permit tcp 2001:ABC:2000:2:2::/64 host 2000:ABC:20:2:2::2 eqg 22

30 deny tcp 2002:ABC:2000::/36 host 2000:ABC:20:2:2::2 eq 22

40 permit tcp 2000:ABC:2000::/36 host 2000:ABC:20:2:2::2 eq 22

50 permit tecp 2000:ABC:2000::/36 host 200D:ABC:20:2:2::2 eq 23

60 permit tcp host 2002:2BC:2000:2:2::2 hpst 2000:ABC:20:2:2::2 eqg 22
70 4

deny ipvé any any

An IPv6 network was newly deployed in the environment and the help desk reports that R3 cannot SSH to the R2s Loopback interface. Which action resolves the
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issue?

A. Modify line 10 of the access list to permit instead of deny.
B. Remove line 60 from the access list.
C. Modify line 30 of the access list to permit instead of deny.
D. Remove line 70 from the access list.

Answer: C

NEW QUESTION 233
- (Exam Topic 2)
Which two components are needed for a service provider to utilize the LVPN MPLS application? (Choose two.)

A. The P routers must be configured for MP-iBGP toward the PE routers
B. The P routers must be configured with RSVP.

C. The PE routers must be configured for MP-iBGP with other PE routers
D. The PE routers must be configured for MP-eBGP to connect to CEs
E. The P and PE routers must be configured with LDP or RSVP

Answer: CE

Explanation:

MPLS Network Protocols

+ IGP: OSPF, EIGRP, IS-IS on core facing and core links+ RSVP and/or LDP on core and/or core facing links

->

+ MP-iBGP on PE devices (for MPLS services), MP-BGP: Multiprotocol Border Gateway Protocol, used for MPLS L3 VPN ->.
Reference: https://www.uio.no/studier/emner/matnat/ifi/IN3230/h19/kursmateriell/mpls-lecture.pdf

NEW QUESTION 234
- (Exam Topic 2)

DHCP Server
172.16.1.2 DHCP Cliemt

& S

1712.16.1.1 172.31.141

S 10112 10.1.1.1 SN,

HouterA Houtert

Refer to the exhibit. The DHCP client is unable to receive an IP address from the DHCP server RouterB is configured as follows:
Interface fastethernet 0/0

description Client DHCP ID 394482431 Ip address 172 31 11 255 255.255 0

!

ip route 172.16.1.0 255 255 255.0 10.1.1.2

Which command is required on the fastethernet 0/0 interface of RouterB to resolve this issue?

A. RouterB(config-if)#lp helper-address 172.31.1.1
B. RouterBiconfig-ififclp helper-address 255.255 255 255
C. RouterB(config-if)#lp helper-address 172.16.1.1
D. RouterB(config-if)#lp helper-address 172.16.1.2

Answer: D

NEW QUESTION 236
- (Exam Topic 2)
What are two MPLS label characteristics? (Choose two.)

A. The label edge router swaps labels on the received packets.

B. Labels are imposed in packets after the Layer 3 header.

C. LDP uses TCP for reliable delivery of information.

D. An MPLS label is a short identifier that identifies a forwarding equivalence class.
E. A maximum of two labels can be imposed on an MPLS packet.

Answer: CD
Explanation:

Reference:
https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/mpls/4649-mpls-faq-4649.html

NEW QUESTION 238
- (Exam Topic 2)
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Chicago

interface Tunnel 1

ip address 192.168.1.1 255.255.255.0
tunnel source EO/0

tunnel mode gre multipoint

ip nhrp network-id 1

ip nhrp map multicast dynamic

no ip next-hop-self eigrp 111

tunnel protection ipsec profile IPSec-PROFILE
!

router eigrp 111

network 192.168.1.0

network 10.0.0.0

Refer to the exhibit. The Los Angeles and New York routers are receiving routes from Chicago but not from each other Which configuration fixes the issue?

A. Interface Tunnellno ip split-horizon eigrp 111

B. Interface Tunnelllp next-hop-self elgrp 111

C. Interface Tunnell tunnel mode Ipsec Ipv4

D. Interface Tunnelltunnel protection ipsec profile IPSec-PROFILE

Answer: A

Explanation:

In this topology, Chicago router (Hub) will receive advertisements from Los Angeles (Spokel) router on its tunnel interface. The problem here is that it also has a
connection with New York (SpokeZ2) on that same tunnel interface. If we don’t disable EIGRP split-horizon, then the Hub will not relay routes from Spokel to
Spoke2 and the other way around. That is because it received those routes on interface Tunnell and therefore it cannot advertise back out that same interface
(splithorizon rule). Therefore we must disable split-horizon on the Hub router to make sure the Spokes know about each other.

NEW QUESTION 242
- (Exam Topic 2)

access-list 1 permit 1.1.1.0 0.0.0.255
!
route-map FILTER1 deny 10

match ip address 1
!

router eigrp 1
distribute-list route-map FILTER1 in

Refer to the exhibit. Which action restores the routes from neighbors while still filtering 1.1.1.0/24?

A. Add a second line in the access list to permit any.

B. Modify the route map to permit the access list instead of deny it
C. Modify the access list to deny instead of permit it.

D. Add a second sequence in the route map permit 20

Answer: D

NEW QUESTION 247
- (Exam Topic 2)
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Refer to the exhibit. The network administrator has configured the Customer Edge router (AS 64511) to send only summarized routes toward ISP-1 (AS 100) and
ISP-2 (AS 200).

router bgp 64511

network 172.16.20.0 mask 255.255.255.0

network 172.16.21.0 mask 255.255.255.0

network 172.16.22.0 mask 255.255.255.0

network 172.16.23.0 mask 255.255.255.0

aggregate-address 172.16.20.0 255.255.252.0

After this configuration. ISP-1 and ISP-2 continue to receive the specific routes and the summary route. Which configuration resolves the issue?

A. router bgp 64511aggregate-address 172.16.20.0 255.255.252.0 summary-only

B. router bgp 64511neighbor 192.168.100.1 summary-onlyneighbor 192.168.200.2 summary-only

C. interface E 0/0ip bgp suppress-map BLOCK_SPECIFIClinterface E 0/1ip bgp suppress-map BLOCK_SPECIFIClip prefix-list PL_BLOCK_SPECIFIC permit
172.16.20.0/22 ge 24'route-map BLOCK_SPECIFIC permit 10match ip address prefix-list PL_BLOCK_SPECIFIC

D. ip prefix-list PL_BLOCK_SPECIFIC deny 172.16.20.0/22 ge 22ip prefix-list PL BLOCK SPECIFIC permit 172.16.20.0/22!route-map BLOCK_SPECIFIC permit
10match ip address prefix-list PL_BLOCK_SPECIFIC!router bgp 64511aggregate-address 172.16.20.0 255 255.252.0 suppress-map BLOCKSPECIFIC

Answer: A

Explanation:

When the aggregate-address command is used within BGP routing, the aggregated address is advertised, along with the more specific routes. The exception to
this

rule is through the use of the summary-only command. The “summary-only” keyword suppresses the more specific routes and announces only the summarized
route.

NEW QUESTION 251
- (Exam Topic 2)
Refer to the exhibit.
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Troubleshoot and ensure that branch B only ever uses the MPLS B network to reach HQ. Which action achieves this requirement?

A. Introduce an AS path filter on branch A routers so that only local prefixes are advertised into BGP

B. increase the local preference for all HQ prefixes received at branch B from the MPLS B network to be higher than the local preferences used on the MPLS A
network

C. Introduce AS path prepending on the branch A MPLS B network connection so that any HQ advertisements from branch A toward the MPLS B network are
prepended three times
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D. Modify the weight of all HQ prefixes received at branch B from the MPLS B network to be higher than the weights used on the MPLS A network
Answer: A

Explanation:

If we modify the weight, increase local preference or use AS path prepending then we can only make MPLS B prefer over MPLS A. But when MPLS B is down
then MPLS A will be used which

does not meet the requirement of this question. Only with AS path filtering we can deny prefixes from certain AS and make sure branch B never uses MPLS A to
reach HQ.

NEW QUESTION 254
- (Exam Topic 1)
Refer to the exhibit.

R1#show running-config | include aaa
aaa new-model
aaa authentication login default group tacacs+ local
aaa authentication login Console local
R1#show running-config | section line
line con O
logging synchronous
R1#

An engineer is trying to configure local authentication on the console line, but the device is trying to authenticate using TACACS+. Which action produces the
desired configuration?

A. Add the aaa authentication login default none command to the global configuration.

B. Replace the capital “C” with a lowercase “c” in the aaa authentication login Console local command.

C. Add the aaa authentication login default group tacacs+ local-case command to the global configuration.
D. Add the login authentication Console command to the line configuration

Answer: D

Explanation:
Reference:
https://community.cisco.com/t5/switching/how-to-define-login-local-for-console-0/td-p/2949493

NEW QUESTION 255

- (Exam Topic 1)

Which Cisco VPN technology can use multipoint tunnel, resulting in a single GRE tunnel interface on the hub, to support multiple connections from multiple spoke
devices?

A. DMVPN

B. GETVPN

C. Cisco Easy VPN
D. FlexVPN

Answer: A
NEW QUESTION 259

- (Exam Topic 1)
Drag and drop the addresses from the left onto the correct IPv6 filter purposes on the right.

permit ip 2001:d8b:800:200c:: 1117 Permit NTP from this source
2001:0DBB:800:2010:/64 eq 443 | 2001:0D8B:0800:200c::1f
permit ip 2001:D88:800:200C. /126 | Permit syslog from this source
2001:0DBB:800:2010:/64 eq 514 2001:0D88:0800:200c 1c
permit ip 2001:d8b:800:200c::800 1117 Permit HTTP from this source
2001:0DBB:800:2010::/64 eq 80 2001:0D8B:0800:200c::0Offf
permit ip 2001:08B:800:200C:.c/126 Permit HTTPS from this source
2001:0DBB:800:2010::/64 eq 123 2001:0D8B:0800:200c.07f

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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HTTP and HTTPs run on TCP port 80 and 443, respectively and we have to remember them.

Syslog runs on UDP port 514 while NTP runs on UDP port 123 so if we remember them we can find out the matching answers easily. But maybe there is some
typos in this question as 2001:d88:800:200c::c/126 only ranges from 2001:d88:800:200c:0:0:0:c to 2001:d88:800:200c:0:0:0:f (4 hosts in total). It does not cover
host 2001:0D88:0800:200c::1f. Same for 2001:D088:800:200c::e/126, which also ranges from 2001:d88:800:200c:0:0:0:c to 2001:d88:800:200c:0:0:0:f and does

not cover host 2001:0D88:0800:200c::1c.

NEW QUESTION 263
- (Exam Topic 1)
Refer to the exhibit.

ip dhcp pool 1

network 200.30.30.0/24
default-router 200.30.30.100
lease 40

|

ip dhep pool 2

network 200.30.40.0/24
default-router 200.30.40.100

lease 40
|

The server for the finance department is not reachable consistently on the 200.30.40.0/24 network and after every second month it gets a new IP address. Which

two actions must be taken to resolve this Issue? (Choose two.)

A. Configure the server to use DHCP on the network with default gateway 200 30.40.100.

B. Configure the server with a static IP address and default gateway.
C. Configure the router to exclude a server IP address.

D. Configure the server to use DHCP on the network with default gateway 200 30.30.100.

E. Configure the router to exclude a server IP address and default gateway.

Answer: BC

NEW QUESTION 268
- (Exam Topic 1)
Refer to the exhibit.

R1#show policy-map control-plane
Control Plane
Service-policy input: CoPP-BGP
Class-map: BGP (match all)

2716 packets, 172071 bytes
9 minute offered rate 0000 bps, drop rate 0000 bps
Match: access-group name BGP
drop

Class-map: class-default (match-any)
5212 packets, 655966 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

What is the result of applying this configuration?

A. The router can form BGP neighborships with any other device.
B. The router cannot form BGP neighborships with any other device.

C. The router cannot form BGP neighborships with any device that is matched by the access list named “BGP”.
D. The router can form BGP neighborships with any device that is matched by the access list named “BGP”.

Answer: C

Explanation:

after bgp session are UP.I configured the CoPP to drop 10.3.3.3 bgp traffic (R3). R3 bgp traffic that matched the ACL 100 is dropped and the state is in IDLE

access-list 100 permit tcp host 10.3.3.3 any eq bgp access-list 100 permit tcp host 10.3.3.3 eq bgp any

class-map match-all class-bgp match access-group 100
|

policy-map policy-bgp class class-bgp

drop
|

control-plane
service-policy input policy-bgp
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!
The 10.3.3.3 neighbor goes to IDLE

NEW QUESTION 272
- (Exam Topic 1)
Refer to the exhibit.

R1#show policy-map control-plane
Control Plane
Class-map: NMS (match-all)
500461 packets, 24038351 bytes
5 minute offered rate 1390000 bps, drop rate 0 bps
police:
cir 50000 bps, bc 5000 bytes
conformed 50444 packets, 24031001 bytes; actions:
transmit
exceeded 990012 packets, 94030134 bytes; actions
drop conformed 4000 bps, exceed O bps
R1#

A company is evaluating multiple network management system tools. Trending graphs generated by SNMP data are returned by the NMS and appear to have
multiple gaps. While troubleshooting the issue, an engineer noticed the relevant output. What solves the gaps in the graphs?

A. Remove the exceed-rate command in the class map.

B. Remove the class map NMS from being part of control plane policing.

C. Configure the CIR rate to a lower value that accommodates all the NMS tools

D. Separate the NMS class map in multiple class maps based on the specific protocols with appropriate CoPP actions

Answer: D

Explanation:

Reference: https://tools.cisco.com/security/center/resources/copp_best_practices

The class-map NMS in the exhibit did not classify traffic into specific protocols so many packets were dropped. We should create some class-map to classify the
receiving traffic. It is also a recommendation of CoPP/CPP policy:

“Developing a CPP policy starts with the classification of the control plane traffic. To that end, the control plane traffic needs to be first identified and separated into
different class maps.”

NEW QUESTION 275
- (Exam Topic 1)
What is an advantage of using BFD?

A. It detects local link failure at layer 1 and updates routing table.

B. It detects local link failure at layer 2 and updates routing protocols.
C. It has sub-second failure detection for layer 1 and layer 3 problems.
D. It has sub-second failure detection for layer 1 and layer 2 problems.

Answer: D
NEW QUESTION 279

- (Exam Topic 1)
Refer to the exhibit.

10.10.10.0/30

Fa0/0 10.10.20.0/30

Fa0M

An IP SLA was configured on router R1 that allows the default route to be modified in the event that Fa0/0 loses reachability with the router R3 Fa0/0 interface.
The route has changed to flow through
router R2. Which debug command is used to troubleshoot this issue?
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A. debug ip flow

B. debug ip sla error
C. debug ip routing
D. debug ip packet

Answer: C
Explanation:

debug ip routing This command enables debugging messages related to the routing table.

NEW QUESTION 282
- (Exam Topic 1)

An engineer is configuring a network and needs packets to be forwarded to an interface for any destination address that is not in the routing table. What should be

configured to accomplish this task?

A. set ip next-hop

B. set ip default next-hop

C. set ip next-hop recursive

D. set ip next-hop verify-availability

Answer: B

Explanation:

The set ip default next-hop command verifies the existence of the destination IP address in the routing table, and

« if the destination IP address ewsts, the command does not policy route the packet, but forwards the packet based on the r
+ [ the destination IP address does not exist, the command policy routes the packet by sending it to the specined next hop

NEW QUESTION 286
- (Exam Topic 1)
Which protocol is used to determine the NBMA address on the other end of a tunnel when mGRE is used?

A. NHRP
B. IPsec
C. MP-BGP
D. OSPF

Answer: A

NEW QUESTION 290
- (Exam Topic 1)
While troubleshooting connectivity issues to a router, these details are noticed:

> Standard pings to all router interfaces, including loopbacks, are successful.
> Data traffic is unaffected.
> SNMP connectivity is intermittent.

> SSH is either slow or disconnects frequently.
Which command must be configured first to troubleshoot this issue?

A. show policy-map control-plane
B. show policy-map

C. show interface | inc drop

D. show ip route

Answer: A

NEW QUESTION 293
- (Exam Topic 1)
Refer to the exhibit.
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Global RADIUS shared secret:™ " ***"

retransmission count:5

timeout value: 10

following RADIUS servers are configured:
myradius.cisco.users.com:

available for accounting on port: 1813
10.1.1.1:

available for accounting on port:1813
RADIUS shared secret:"*****
10.2.2.3:

available for accounting on port:1813
RADIUS shared secret:"****"

available for authentication on port:1814

available for authentication on port: 1814

available for authentication on port:1814

AAA server 10.1.1.1 is configured with the default authentication and accounting settings, but the switch cannot communicate with the server Which action

resolves this issue?

A. Match the authentication port
B. Match the accounting port
C. Correct the timeout value.
D. Correct the shared secret.

Answer: A

Explanation:
Command Default Accounting port: 1813

Authentication port: 1812 Accounting: enabled Authentication: enabled Retransmission count: 1

Idle-time: O
Server monitoring: disabled Timeout: 5 seconds
Test username: test Test password: test Reference:

https://www.cisco.com/c/m/en_us/techdoc/dc/reference/cli/n5k/commands/radius-server-host.html By default, RADIUS uses UDP port 1812 for authentication and
port 1813 for accounting. In the exhibit above we see port 1814 is being used for authentication to AAA server at 10.1.1.1 which is not the default port so we must

adjust the authentication port to the default value 1812.

NEW QUESTION 298
- (Exam Topic 1)
Refer to the exhibit.

192.1.4.4/24

on R2

R2(confige cryplo isakmg podcy 10

R2(config-isakmp) # hash md5

R2{config-isakmp) & authentication pre-shane

R2{config-rsakmp) # group 2

R2{config-rsakmp)l encryplion Jdes

R2{configs cryplo isakmg key 0isco address 1001.1.1

R2{configis cryplo ipsec ransfeem-sel TSET espdes esp-md-hmac
R2[cig-cryplo-trans & mode ranspon

R2{canfig)d cryplo ipsec profila TST R2 (ipsec-profile) # sal transhorm.set TSET
R2{config)a intedace unnel 123

R2{config-dd tunnel protection ipsec profile TST

anR3

R3{config i cryplo isakmg podcy 10

R3{comig-ssakmp) £ hash mads

R3{config-isakmp) # authenbicabion poe-share

R3(config-isakmp) # group 2

R3(conbg-isakmp e encrypion 3des

R{config)® cryplo isakmp key arsco address 10.1.1.1

RAjconfig)e cryplo ipsec transform-set TSET esp-des esp-md5-hmac
R3{cfg-cryplo-trans &= mode tunned

R3{config) cryplo ipsec profile TST R3 (ipsec-profile) + set transhorm-set TSET
R3{config)a interface tunnel 123

R3{confg-d tunnel prodection ipsec profile TST

After applying IPsec, the engineer observed that the DMVPN tunnel went down, and both spoke-to-spoke and hub were not establishing. Which two actions

resolve the issue? (Choose two.)

A. Configure the crypto isakmp key cisco address 192.1.1.1 on R2 and R3
B. Configure the crypto isakmp key cisco address 0.0.0.0 on R2 and R3.

C. Change the mode from mode tunnel to mode transport on R3
D. Change the mode from mode transport to mode tunnel on R2.

E. Remove the crypto isakmp key cisco address 10.1.1.1 on R2 and R3

Answer: AD

Explanation:

*When using DMVPN with IPSec, it is unnecessary to use tunnel mode. Because DMVPN uses GRE which means that a new IP header is already added by GRE.
The GRE encapsulation happens on the tunnel interface before the encryption process takes place.

NEW QUESTION 301
- (Exam Topic 1)
Refer to the exhibit.
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Router#show access-lists
Standard IP access list 1
10 permit 192.168.2.2 (1 match)
Router#
Router#show route-map
route-map RM-OSPF-DL, permit, sequence 10
Match clauses:
ip address (access-lists): 1
Set clauses:
Policy routing matches: 0 packets, 0 bytes
Router#
Router#show running-config | section ospf
router ospf 1
network 192.168.1.1 0.0.0.0 area 0
network 192.168.12.0 0.0.0.255 area 0
distribute-list route-map RM-OSPF-DL in
Router#|

An engineer is trying to block the route to 192.168.2.2 from the routing table by using the
configuration that is shown. The route is still present in the routing table as an OSPF route. Which action blocks the route?

A. Use an extended access list instead of a standard access list.

B. Change sequence 10 in the route-map command from permit to deny.
C. Use a prefix list instead of an access list in the route map.

D. Add this statement to the route map: route-map RM-OSPF-DL deny 20.

Answer: B

NEW QUESTION 303
- (Exam Topic 1)

Which two statements about redistributing EIGRP into OSPF are true? (Choose two)

A. The redistributed EIGRP routes appear as type 3 LSAs in the OSPF database
B. The redistributed EIGRP routes appear as type 5 LSAs in the OSPF database
C. The administrative distance of the redistributed routes is 170

D. The redistributed EIGRP routes appear as OSPF external type 1

E. The redistributed EIGRP routes as placed into an OSPF area whose area ID matches the EIGRP autonomous system number
F. The redistributed EIGRP routes appear as OSPF external type 2 routes in the routing table

Answer: BF

NEW QUESTION 306
- (Exam Topic 1)
Refer to the exhibit.

Tunnel: 10.0.0.1

Physical: 172.17.0.2 P
Tunnel: 10.0.0.11 #

192.168.1.1 /24

Physical: 172.17.0.1

192.168.0.1 /24

5 Physical: 172.17.0.3
"\ Tunnel: 10.0.0.12

192.168.2.1 /24

Which interface configuration must be configured on the spoke A router to enable a dynamic DMVPN tunnel with the spoke B router?
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A interface Tunnel0

description mGRE - DMVPN Tunnel
ip address 10.0.0.11 255.255.255.0
ip nhrp map multicast dynamic

ip nhrp network-id 1

tunnel source 10.0.0.1

tunnel destination FastEthernet 0/0
tunnel mode gre multipoint

5  interface Tunnel0
ip address 10.0.0.11 255.255.255.0
ip nhrp network-id 1
tunnel source FastEthernet 0/0
tunnel mode gre multipoint
ip nhrp nhs 10.0.0.1
ip nhrp map 10.0.0.1 172.17.0.1

interface Tunnel0

ip address 10.1.0.11 255.255.255.0
ip nhrp network-id 1

tunnel source 1.1.1.10

ip nhrp map 10.0.0.11 172.17.0.2

tunnel mode gre

interface Tunnel0
ip address 10.0.0.11 255.255.255.0

ip nhrp map multicast static
ip nhrp network-id 1
tunnel source 10.0.0.1

tunnel mode gre multipoint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 307
- (Exam Topic 1)
Which two methods use IPsec to provide secure connectivity from the branch office to the headquarters office? (Choose two.)

A. DMVPN

B. MPLS VPN

C. Virtual Tunnel Interface (VTI)
D. SSL VPN

E. PPPOE

Answer: AC

NEW QUESTION 308
- (Exam Topic 1)
An engineer is trying to copy an IOS file from one router to another router by using TFTP. Which two actions are needed to allow the file to copy? (Choose two.)

A. Copy the file to the destination router with the copy tftp: flash: command

B. Enable the TFTP server on the source router with the tftp-server flash: <filename> command

C. TFTP is not supported in recent 10S versions, so an alternative method must be used

D. Configure a user on the source router with the username tftp password tftp command

E. Configure the TFTP authentication on the source router with the tftp-server authentication local command

Answer: AB

NEW QUESTION 311
- (Exam Topic 1)
Refer to the exhibit.
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EIGRP OSPF
rres . 2 3 3 o i R
101120024 3 1 5% 09 10.1.35.0024 |
| 2
% : 5
10110724 %

Ri

router eigrp 1
redistribute connected
netwark 101 1210000

R3

rowter ospf 1
redisiribute eigrp 1 subnets
network 101353000 0area 0

R4
rowter eigrp 1
redistribute ospl 1 metric 2000000 1 255 1 1500
1
rauter ospf 1
retwork 101454000 0area 0

REatraceroute 1001 1 1

Type escape sequence 1o abor
Tracing the route 16 10.1.1.1

1101 353 80 msec 44 msac 20 msec

2101 232 44 meec 104 msec 64 msec

3101 24.4 44 maec 64 msac 40 msec

4 10.1 45 5 24 msec 40 msec 20 msec

5101353 92 msec 144 msec 148 msec

8101 232 108 msec 76 msec 80 msec
=output fruncuateds=

The output of the trace route from R5 shows a loop in the network. Which configuration prevents this loop?
A)

R3

router ospf 1

redisftribute eigrp 1 subnets route-map SET-TAG
1

route-map SET-TAG permit 10
set tag 1

R4

router eigrp 1

redistribute ospf 1 metric 2000000 1 255 1 1500 route-map FILTER-TAG
!

route-map FILTER-TAG deny 10

match tag 1
I

route-map FILTER-TAG permit 20
B)

R3

router eigrp 1

redistribute OSPF 1 route-map SET-TAG
]

route-map SET-TAG permit 10
set tag 1

R4

router eigrp 1
redistribute ospf 1 metric 2000000 1 255 1 1500 route-map FILTER-TAG
network 10.1.24.4 0.0.0.0

!

route-map FILTER-TAG deny 10

match tag 1
|

route-map FILTER-TAG permit 20

C)
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R3
router ospf 1
redistribute eigrp 1 subnets route-map SET-TAG
|
route-map SET-TAG permit 10
set tag 1

R4
router eigrp 1
redistribute ospf 1 metric 2000000 1 255 1 1500 route-map FILTER-TAG
I
route-map FILTER-TAG permit 10
match tag 1
D)
R3
router ospf 1
redistribute eigrp 1 subnets route-map SET-TAG
|
route-map SET-TAG deny 10
sef tag 1

R4
router eigrp 1

redistribute ospf 1 metric 2000000 1 255 1 1500 route-map FILTER-TAG
|

route-map FILTER-TAG deny 10
match tag 1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

The reason for the loop is that R2 is forwarding the packets destined to 10.1.1.1 to R4, instead of R1. This is because in the redistribute OSPF statement, BW
metric has a higher value and delay has a value of 1. So, R2 chooses R4 over R1 for 10.1.1.0/24 subnet causing a loop. Now, R5 learns 10.1.1.0/24 from R3 and
advertises the same route to R4, that R4 redistributes back in EIGRP. If R3 sets a tag of 1 while redistributing EIGRP in OSPF, and R4 denies all the OSPF routes
with tag 1 while redistributing, it will not advertise 10.1.1.0/24 back into EIGRP. Hence, the loop will be broken.

NEW QUESTION 314
- (Exam Topic 1)
Refer to the exhibit.

]

neighbor 10.222.1.1 route-map SET-WEIGHT in

neighbor 10.222.1.1 remote-as 1

L) as5-path ICCRSS st 200 perm it “6AN%

........

P as-patl CEse I 200 permit “1800

A router receiving BGP routing updates from multiple neighbors for routers in AS 690. What is the reason that the router still sends traffic that is destined to AS 690
to a neighbor other than 10.222.1.1?

A. The local preference value in another neighbor statement is higher than 250.

B. The local preference value should be set to the same value as the weight in the route map.
C. The route map is applied in the wrong direction.

D. The weight value in another neighbor statement is higher than 200.

Answer: C

NEW QUESTION 318
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- (Exam Topic 1)

R2 has a locally originated prefix 192.168.130.0/24 and has these configurations:
ip prefix-list test seq 5 permit 192.168.130.0/24

!

route-map OUT permit10
match ip address prefix-list test
set as-path prepend 65000

What is the result when the route-map OUT command is applied toward an eBGP neighbor R1 (1.1.1.1) by using the neighbor 1.1.1.1 route-map OUT out

command?

A. R1 sees 192.168.130.0/24 as two AS hops away instead of one AS hop away.
B. R1 does not accept any routes other than 192.168.130.0/24
C. R1 does not forward traffic that is destined for 192.168.30.0/24

D. Network 192.168.130.0/24 is not allowed in the R1 table
Answer: A
NEW QUESTION 319

- (Exam Topic 1)
Refer the exhibit.

1_1_'_:-1}_3:_-\:-;..'_..'- i.'.\_l I"._'_ln;:lr o | a_--..l.ll.l__l- i
Control Plane
Service-poiCY oulpu { HE
S ass-ma amit (match-all)
i1 W 2 TARS5R Iy 3
¥ Neresd rate ns. E D bD
Maich. access-group 120
I .,
¥
cr 8000 bps, b 1500 byles, be 1500 hyles
pniormed 5 packets, 1506 byles; actions
trar 1
exceeded ok 2352 bwtes: a 5
o
ciated O packers. 0 vies: actions
oy
unif ¥ e WK C bos, vicdate O bpes
Ak (5 T iIss-0claul (match-any)
Ts paceets, 10635 bytes
B ki Mered rate O bos. oroo & [ bps
ar
C 1y
3 WoAR e s
cteEnded 1P accrss 1121
10 permil uadp any amy eq somptrap (381 matches)
s e

Which action resolves intermittent connectivity observed with the SNMP trap packets?

A. Decrease the committed burst Size of the mgmt class map

B. Increase the CIR of the mgmt class map
C. Add a new class map to match TCP traffic

D. Add one new entry in the ACL 120 to permit the UDP port 161

Answer: B

NEW QUESTION 321
- (Exam Topic 1)
Refer to the exhibit.
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Router Configuration:

D vif customer a
rd 1:1
route-target export 1:1

route-target import 1:1

nterface Fastethernet0.1
encapsulation dot1Q 2
ip vrf forwarding customer_a
ip address 192.168.4.1 255.255.255.0
I
router ospf 1
log-adjacency-changes
!
router ospf 2 vrf customer_a
0g-adjacency-changes
network 192.168.4.0 0.0.0.255 area 0
|

ena

The network administrator configured VRF lite for customer A. The technician at the remote site misconfigured VRF on the router. Which configuration will resolve
connectivity for both sites of customer_a?

ip vrf customer_a

rd 1:1

route-target export 1:2
route-target import 1:2

ip vrf customer_a

rd 1:1

route-target import 1:1
route-target export 1:2

ip vrf customer_a
rd 1:2
route-target both 1:2

ip vrf customer_a
rd 1:2
route-target both 1:1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

From the exhibit, we learned:

+ VRF customer_a was exported with Route target (RT) of 1:1 so at the remote site it must be imported with the same RT 1:1.
+ VRF customer_a was imported with Route target (RT) of 1:1 so at the remote site it must be exported with the same RT 1:1.

Therefore at the remote site we must configure the command “route-target both 1:1” (which is equivalent to two commands “route-target import 1:1" & “route-
target export 1:1".

NEW QUESTION 323
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