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NEW QUESTION 1
Refer to the exhibits.
Exhibit A

config wireless-controller wtp-profile
edit “"Main Networks - FAP-320C”"
set comment “Profile with standard networks”
config platform
set type 320C
end
set handoff-rssi 30
set handoff-sta-thresh
set ap-country GB
config radio-1
set band 802.11n
set power-level 50
set channel-utilization enable
set wids-profile “default-wids-apscan-enabled”
set darrp enable
set vap-all manual

1- FF

set vaps “"Main-Wifi” “Contractors” “Gues

"Wifi TOT” “Wifi POS” ™“Staff” “Students”

i 1 o L4 {_} #i LY I 'l i

set channel
end
config radio-2
set band 802.1llac
set channel-bonding 40MH=z
power-level 60
channel-utilization enable
wids-profile “default-wids-apscan-enabled”
darrp enable
vap—-all manual
vaps “"Main-Wifi” “Contractors”
“Wifi IOT"” “Wifi POS” “Staff” "“Students”
N set channel “36” “447 “527 “gQ~

“Guest”™

end
next
end

Exhibit B
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Exhibit C
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A wireless network has been installed in a small office building and is being used by a business to connect its wireless clients. The network is used for multiple
purposes, including corporate access, guest access, and connecting point-of-sale and lo devices.

Users connecting to the guest network located in the reception area are reporting slow performance. The network administrator is reviewing the information shown
in the exhibits as part of the ongoing investigation of the problem. They show the profile used for the AP and the controller RF analysis output together with a
screenshot of the GUI showing a summary of the AP and its neighboring APs.

To improve performance for the users connecting to the guest network in this area, which configuration change is most likely to improve performance?

A. Increase the transmission power of the AP radios

B. Enable frequency handoff on the AP to band steer clients

C. Reduce the number of wireless networks being broadcast by the AP
D. Install another AP in the reception area to improve available bandwidth

Answer: B

NEW QUESTION 2
Which statement is correct about security profiles on FortiAP devices?

A. Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic
B. Only bridge mode SSIDs can apply the security profiles

C. Disable DTLS on FortiAP

D. FortiGate performs inspection the wireless traffic

Answer: B

NEW QUESTION 3
Which two statements about background rogue scanning are correct? (Choose two.)

A. A dedicated radio configured for background scanning can support the connection of wireless clients

B. When detecting rogue APs, a dedicated radio configured for background scanning can suppress the rogue AP

C. Background rogue scanning requires DARRP to be enabled on the AP instance

D. A dedicated radio configured for background scanning can detect rogue devices on all other channels inits configured frequency band

Answer: CD

NEW QUESTION 4
When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the radius server? (Choose three.)

A. 81 Tunnel-Private-Group-1D
B. 65 Tunnel-Medium-Type

C. 83 Tunnel-Preference

D. 58 Egress-VLAN-Name

E. 64 Tunnel-Type

Answer: ABE
Explanation:
The RADIUS user attributes used for the VLAN ID assignment are: IETF 64 (Tunnel Type)—Set this to VLAN.

IETF 65 (Tunnel Medium Type)—Set this to 802
IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

NEW QUESTION 5
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When configuring Auto TX Power control on an AP radio, which two statements best describe how the radio responds? (Choose two.)

A. When the AP detects any other wireless signal stronger that -70 dBm, it will reduce its transmission power until it reaches the minimum configured TX power

limit.

B. When the AP detects PF Interference from an unknown source such as a cordless phone with a signal stronger that -70 dBm, it will increase its transmission
power until it reaches the maximum configured TX power limit.
C. When the AP detects any wireless client signal weaker than -70 dBm, it will reduce its transmission power until it reaches the maximum configured TX power

limit.

D. When the AP detects any interference from a trusted neighboring AP stronger that -70 dBm, it will reduce its transmission power until it reaches the minimum

configured TX power limit.

Answer: AC

NEW QUESTION 6
Refer to the exhibit.

Radio 2
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What does the asterisk (*) symbol beside the channel mean?

A. Indicates channels that can be used only when Radio Resource Provisioning is enabled

B. Indicates channels that cannot be used because of regulatory channel restrictions

C. Indicates channels that will be scanned by the Wireless Intrusion Detection System (WIDS)
D. Indicates channels that are subject to dynamic frequency selection (DFS) regulations

Answer: D

NEW QUESTION 7
Refer to the exhibits.
Exhibit A
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config wireless-controller wtp
edit M“FPXXXXXXAXAXKAXAX"
set admin enable
set name “Authors AP1l”
set wtp-profile “Authors”
config radio-1
end
config radio-2
end
next
edit “FPXXXXXXXXXXXYYY”
set admin enable
set name “ Authors AP2"
set wtp-profile “Authors”
config radio-]
end
config radio-2
end
next
=Te b A 1 29.9.9.0.9.9.0.9.0.0.0.¢ 444
set admin enable
set name “ Authors AP3”

set wtp-profile “Authors”’

F

config radio-l
end

7

config radio-2
end

Exhibit B
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sh wireless-controller wtp-profile Authors
config wireless-controller wtp-profile
edit “Authors”
set comment “APs allocated to authors”
set handoff-sta-tresh 30
config radio-1
set band 802.11n-5G
set channel-bonding 40MHz

set
saet
set

set

auto-power-level enable
auto-power-high 12
auto-power-low 1
vap-all tunnel

set channel 36" ™40" “447" 48" »52" “56”
“el0™ ®pd¥ “1o0* “1047 108" 112" VILERYT T120T 124"
T2 12T LN
end
config radio-2
set band 802.11n, g-only
set auto-power-level enable
set auto-power-high 12
set auto-power—low 1
set wvap-all tunnel
set channel "“1* *“&" “11*
end
next
end
config wireless—-controller vap
edit “Authors”
set ssid “Authors”

set security wpaZ-only-enterprise

set radius-mac-auth enable

set radius-mac-auth-server “Main AD"
set local-bridging enable

set intra-vap-privacy enable

set schedule “always”

A wireless network has been created to support a group of users in a specific area of a building. The wireless network is configured but users are unable to
connect to it. The exhibits show the relevant controller configuration for the APs and the wireless network.
Which two configuration changes will resolve the issue? (Choose two.)

A. For both interfaces in the wtp-profile, configure set vaps to be “Authors”
B. Disable intra-vap-privacy for the Authors vap-wireless network

C. For both interfaces in the wtp-profile, configure vap-all to be manual

D. Increase the transmission power of the AP radio interfaces

Answer: AC

NEW QUESTION 8
When using FortiPresence as a captive portal, which two types of public authentication services can be used to access guest Wi-Fi? (Choose two.)

A. Social networks authentication

B. Software security token authentication
C. Short message service authentication
D. Hardware security token authentication

Answer: AC

NEW QUESTION 10
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