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NEW QUESTION 1

HOTSPOT - (Topic 1)

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Internal threat: v

IAdd resource locks to the key vault.
Modify the access policy settings for the key vault.
Modify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Firewall.
Modify the Key Vault firewall settings.
Modify the network security groups (NSGs).

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Internal threat: v
IAdd resource locks to the key vault.
Modify the access policy settings for the keyvaut.
Modify the role-based access control (RBAC) settings for the key vault.'
External threat: v

T — - — — - - -

Modify the Key Vault firewall settings.'
Modify the nefwork security groups (NSGs).

NEW QUESTION 2
HOTSPOT - (Topic 1)
You need to create an advanced hunting query to investigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

CloudAppEvents
DeﬁceF_ﬁieEvenﬁs _
DeviceProcesskvents

| where TimeStamp > ago(2d)

| summarize activityCount = |"’ by FolderPath, FileName,
avg)

ActionType, AccountDisplayName |Ccount()
sum()

| where activityCount > 5

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Rl SO . 4
{CloudAppEvents I
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize actiwvityCount = W by FolderPath, FileName,
TN

ActionType, AccountDisplayName |[count() ]
sum()

| where activityCount > 5

NEW QUESTION 3
- (Topic 1)
You need to remediate active attacks to meet the technical requirements. What should you include in the solution?

A. Azure Automation runbooks
B. Azure Logic Apps
C. Azure FunctionsD Azure Sentinel livestreams

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks

NEW QUESTION 4
- (Topic 1)
You need to complete the query for failed sign-ins to meet the technical requirements. Where can you find the column name to complete the where clause?

A. Security alerts in Azure Security Center

B. Activity log in Azure

C. Azure Advisor

D. the query windows of the Log Analytics workspace

Answer: D

NEW QUESTION 5
- (Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Endpoint?

A. executive
B. sales
C. marketing

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/microsoft- defender-atp-ios

NEW QUESTION 6

- (Topic 2)

You need to restrict cloud apps running on CUENT1 to meet the Microsoft Defender for Endpoint requirements. Which two configurations should you modify? Each
correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. the Cloud Discovery settings in Microsoft Defender for Cloud Apps

B. the Onboarding settings from Device management in Settings in Microsoft 365 Defender portal
C. Microsoft Defender for Cloud Apps anomaly detection policies

D. Advanced features from the Endpoints Settings in the Microsoft 365 Defender portal

Answer: AD

NEW QUESTION 7

DRAG DROP - (Topic 2)

You need to add notes to the events to meet the Azure Sentinel requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.
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Actions Answer Area

Add a bookmark and map an entity.

From Azure Monitor, runa Log
Analytics query.

Add the query to favorites. @

©Q

Select a query result.

'From the Azure Sentinel wurk_spaE
run a Log Analytics query.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
R ] e o s o o . e o tam EEm EEm o e o we m I
| Add a bookmark and map an entity. I | From the Azure Sentinel workspace, | |

R Tt i e S B T e o I {run a Log Analytics query.

j| From the Azure Sentinel wnfkspace
| run a Log Analytics query.

NEW QUESTION 8

HOTSPOT - (Topic 2)

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use: | v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center
Windows security events to collect: | v
All Events
Common
Minimal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

Log Analytics workspace to use:

v

A new Log Analytics workspace in the East US Azure region
Defayit workspace created by Azure Security Center
LAl ,
Windows security events to collect: v
All Events
{Common '
Minimal

NEW QUESTION 9
HOTSPOT - (Topic 2)

You need to create the analytics rule to meet the Azure Sentinel requirements. What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled
Configure the playbook to include: v
Diagnostics settings
A service principal
A trigger
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled '
Configure the playbook to include: v

Diagnostics settings
A service principal
A trigger |

NEW QUESTION 10
- (Topic 2)
Which rule setting should you configure to meet the Microsoft Sentinel requirements?

A. From Set rule logic, turn off suppression.

B. From Analytic rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytic rule details, configure the severity.

Answer: C

NEW QUESTION 10
- (Topic 2)
You need to implement the Azure Information Protection requirements. What should you configure first?
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A. Device health and compliance reports settings in Microsoft Defender Security Center

B. scanner clusters in Azure Information Protection from the Azure portal
C. content scan jobs in Azure Information Protection from the Azure portal
D. Advanced features from Settings in Microsoft Defender Security Center

Answer: D

Explanation:

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/information- protection-in-windows-overview

NEW QUESTION 11
- (Topic 2)

You need to modify the anomaly detection policy settings to meet the Cloud App Security requirements. Which policy should you modify?

A. Activity from suspicious IP addresses
B. Activity from anonymous IP addresses

C. Impossible travel
D. Risky sign-in

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 14
- (Topic 2)

You need to create the test rule to meet the Azure Sentinel requirements. What should you do when you create the rule?

A. From Set rule logic, turn off suppression.

B. From Analytics rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytics rule details, configure the severity.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 19
HOTSPOT - (Topic 3)

You need to implement the query for Workbook1 and Webappl. The solution must meet the Microsoft Sentinel requirements. How should you configure the query?
To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 20

The Leader of IT Certification

Data source to query: | 1500 - [
A custom endpoint
A custom resource provider

On Webapp1:

Enforce TLS 1.2

Data source to query: | ISON - [
A custom endpoint
A custom resource provider

On Webapp1:

Enable Same Ongin Policy (SOP).
Enforce TLS 1.2
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- (Topic 3)
You need to ensure that the Groupl members can meet the Microsoft Sentinel requirements.
Which role should you assign to Groupl1?

A. Microsoft Sentinel Automation Contributor
B. Logic App Contributor

C. Automation Operator

D. Microsoft Sentinel Playbook Operator

Answer: D

NEW QUESTION 22

HOTSPOT - (Topic 3)

You need to implement the ASIM query for DNS requests. The solution must meet the Microsoft Sentinel requirements. How should you configure the query? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

ASIM parser: | E E!j w I

_Im_Dns_InfobloxNIOS

_ imDns
Filter:
A pack parameter
T_I_‘qz' WHERE -:Ial_..use
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
ASIM parser: e w
|
| [P— —
“Im_Dns_InfobloxNTOS
_ imDns
Filter: v

A filtering parameter
A pack parameter
The WHERE clause

NEW QUESTION 26

HOTSPOT - (Topic 3)

You need to monitor the password resets. The solution must meet the Microsoft Sentinel requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

In the identity environment, implement: ;

Azure AD Password Protection
Microsoft Defender for Identity
Smart lockoul

In Microsoft Sentinel, configure: | The Windows Security Events via AMA connector ‘&E
A Microsoft security rule

The Windows Security Events via AMA connector
User and Entity Behavior Analytics (UEBA)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

In the identity environment, implement:

Microsoft Defender for Identity
Smart lockout

In Microsoft Sentinel, configure: | The Windows Security Events via AMA connector I_-;E
LAMigrosolf secunity pule _ _ _ _ _ _ _ _ _ _

The Windows Security Events via AMA connector

User and Entity Behavior Analytics (UEBA)

NEW QUESTION 31
HOTSPOT - (Topic 4)

You have 100 Azure subscriptions that have enhanced security features m Microsoft Defender for Cloud enabled. All the subscriptions are linked to a single Azure
AD tenant. You need to stream the Defender for Cloud togs to a syslog server. The solution must minimize administrative effort What should you do? To answer,

select the appropriate options in the answer area NOTE: Each correct selection is worth one point

Answer Area
Export logs to an: | Log Analytics workspace ]5_]
Azure svent hub
Tl ‘:'m'.-:,r.lg-e" SCCoLINT
Lag Analytics workipace
Configure streaming by: | Configuring continuous export in Defender for Cloud for each subsen
Conbguring contimuous export mn Defender for Cloud for each subsonptbon
Creating an AZure Policy assignment at the root management group
Modifying the duagnostic settings of the tenant
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Export bogs to anc | Log Analylics workspace 5]
Azure event hub
AZure Storage dccount

[l | og Analyhics workspace

Configure streaming by Waunng contnuous export in Defender for Cloud for each subsch

Conligunng continuous export in Delender Tor Cloud for each subscnption

Creating an Arure Pobcy assignment at the root management group
Modifying the dignostic settings of the tenant

NEW QUESTION 36
- (Topic 4)
You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.

What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 40

DRAG DROP - (Topic 4)

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal activity.
You need to hide the alerts automatically in Security Center.

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.
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Actions Answer area

Select Pricing & settings.

Select Security alerts.

Select IP as the entity type and specify
the |P address.

Ol
©O

Select Azure Resource as the entity
type and specify the ID.

Select Suppression rules, and then
select Create new suppression rule.

Select Security policy.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer area
_____________________________________ .
| |
Select Pricing & settings. | , Select Security policy :
————————————————— | I
. Select Security alerts : uuuuuuuuuuuuuuuuuuuu

|
ettt ettt sttt | Select Suppression rules, and then
i Select IP as the entity type and specify | | select Create new suppression rule.

tﬂa_!P_ad_drgs_s __________ ! @::i::jj::jj::ii::j@
| Select Azure Resource as the ;nt_ityb | @ SIECt AZUPD BRNOUNTS ¥ (e erily @
type and specify the |D.

' | type and specify the ID. [ I |

| Select Suppression rules, and then '
| select Create new suppression rule. '

NEW QUESTION 41

- (Topic 4)

You have an Azure subscription that contains an Azure logic app named appl and a Microsoft Sentinel workspace that has an Azure AD connector. You need to
ensure that appl launches when Microsoft Sentinel detects an Azure AD-generated alert. What should you create first?

A. a repository connection
B. awatchlist

C. an analytics rule

D. an automation rule

Answer: D

NEW QUESTION 45

HOTSPOT - (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named Userl.
You are notified that the account of Userl is compromised.

You need to review the alerts triggered on the devices to which Userl signed in.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Devicelnfo
| where LoggedOnUsers contains "userl"
| distinct Deviceld

| ¥  kind=inner AlertEvidence on Deviceld

extend
join

project

| project Alertid
| join AlertInfo on Alertld

| ¥  AlertId, Timestamp, Title, Severity, Category

project
summarize

take

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: join An inner join.

This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for Deviceld.
This query uses the Devicelnfo table to check if a potentially compromised user (<account- name>) has logged on to any devices and then lists the alerts that have
been triggered on those devices.

Devicelnfo

/IQuery for devices that the potentially compromised account has logged onto

| where LoggedOnUsers contains '<account-name>'

| distinct Deviceld

/ICrosscheck devices against alert records in AlertEvidence and Alertinfo tables

| join kind=inner AlertEvidence on Deviceld

| project Alertid

/IList all alerts on devices that user has logged on to

| join Alertinfo on Alertld

| project Alertld, Timestamp, Title, Severity, Category

Devicelnfo LoggedOnUsers AlertEvidence "project AlertID" Box 2: project

NEW QUESTION 47

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a hunting bookmark. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 52

- (Topic 4)

You have an Azure subscription that contains a Microsoft Sentinel workspace. The workspace contains a Microsoft Defender for Cloud data connector. You need
to customize which details will be included when an alert is created for a specific event. What should you do?

A. Modify the properties of the connector.

B. Create a Data Collection Rule (DCR).

C. Create a scheduled query rule.

D. Enable User and Entity Behavior Analytics (UEBA)

Answer: D

NEW QUESTION 53
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- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel. You detect a new threat by using a hunting query.

You need to ensure that Microsoft Sentinel automatically detects the threat. The solution must minimize administrative effort.
What should you do?

A. Create a playbook.

B. Create a watchlist.

C. Create an analytics rule.

D. Add the query to a workbook.

Answer: A

Explanation:

By creating an analytics rule, you can set up a query that will automatically run and alert you when the threat is detected, without having to manually run the query.
This will help minimize administrative effort, as you can set up the rule once and it will run on a schedule, alerting you when the threat is detected. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/analytics-create-rule

NEW QUESTION 58

- (Topic 4)

You have a Microsoft Sentinel workspace.

You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in the Azure AD tenant:
» App name: Appl

* IP address: 192.168.1.2

e Computer name: Devicel

« Used client app: Microsoft Edge

» Email address: userl@company.com

* Sign-in URL: https://www.company.com

Which entities can be investigated by using UEBA?

A. app name, computer name, IP address, email address, and used client app only
B. IP address and email address only

C. used client app and app name only

D. IP address only

Answer: D

NEW QUESTION 59

- (Topic 4)

You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant.

You need to identify all the changes made to Domain Admins group during the past 30 days.
What should you use?

A. the Azure Active Directory Provisioning Analysis workbook

B. the Overview settings of Insider risk management

C. the Modifications of sensitive groups report in Microsoft Defender for Identity
D. the identity security posture assessment in Microsoft Defender for Cloud Apps

Answer: C

NEW QUESTION 61

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You need to perform a content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution must minimize the scope of the
search.

How should you configure the content search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Locations: l xchanae mailboxes I
Exchange public folders
SharePoint sites

Keywords: I Kind 5t I
Category
ltemClass

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Locations: -hanoe mailboxs i
i Exchange mailboxes
Exchange public folders
SharePoint sites

Keywords: | Kind =z |
Category

ItemClass

NEW QUESTION 65
HOTSPOT - (Topic 4)
You have a Microsoft 365 E5 subscription that contains two users named User! and User2. You have the hunting query shown in the following exhibit.

b Fum Tore range - St b oty ’ =g = Supa mlert rule £ gt
AudLtiogs
whiEre TlseGemeratad rag f7d)
whare Operatloniises «== " ;
project AddedTime = TimeGenerated, wiér = tostring(TargetRescurces| 0] userPrincisalnane )
__",..*:-'\- AZursRitivity -
wWhiEre Ope® it LORREE == . ¥ LY i TLRT
project Opecationfisns, RoledsdilgreentTise = TiseGenerated, uier = Caller) on uler
praject -auay uierl

The users perform the following anions:

» Userl assigns User2 the Global administrator role.

» Userl creates a new user named User3 and assigns the user a Microsoft Teams license.

» User2 creates a new user named User4 and assigns the user the Security reader role.

» User2 creates a new user named User5 and assigns the user the Security operator role. For each of the following statements, select Yes if the statement is true.
Otherwise, select

No.
NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes No
The guery will identify the role assignment of Ulgerd
The guery will kdentify the creation of User3
The guery wall identity the creation of Lisers

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Mo

The query will identify the role assignment of Liser? | j
The: guery wall identify the creatbion of Liser] |

The guery will identify the creation of Users I

NEW QUESTION 68

- (Topic 4)

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine that runs Windows 10 and has the Log Analytics agent installed.

You need to simulate an attack on the virtual machine that will generate an alert. What should you do first?

A. Run the Log Analytics Troubleshooting Tool.

B. Copy a executable and rename the file as ASC_AlerTest_662jf10N,exe
C. Modify the settings of the Microsoft Monitoring Agent.

D. Run the MMASetup executable and specify the -foo argument
Answer: B

NEW QUESTION 70
- (Topic 4)
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You have a custom Microsoft Sentinel workbook named Workbooks.
You need to add a grid to Workbook1. The solution must ensure that the grid contains a maximum of 100 rows.
What should you do?

A. In the query editor interface, configure Settings.

B. In the query editor interface, select Advanced Editor
C. In the grid query, include the project operator.

D. In the grid query, include the take operator.

Answer: B

NEW QUESTION 71

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You have a GitHub account named Accountl that contains 10 repositories.

You need to ensure that Defender for Cloud can assess the repositories in Accountl. What should you do first in the Microsoft Defender for Cloud portal?

A. Add an environment.

B. Enable security policies.
C. Enable integrations.

D. Enable a plan.

Answer: A

NEW QUESTION 73

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a resource group named RG1. RG1. You need to configure just in time (JIT)
VM access for the virtual machines in RG1. The solution must meet the following

* Limit the maximum request time to two hours.

« Limit protocol access to Remote Desktop Protocol (RDP) only.

* Minimize administrative effort. What should you use?

A. Azure AD Privileged Identity Management (PIM)
B. Azure Policy

C. Azure Front Door

D. Azure Bastion

Answer: A

NEW QUESTION 76

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. You plan to create a hunting query from Microsoft Defender.
You need to create a custom tracked query that will be used to assess the threat status of the subscription.

From the Microsoft 365 Defender portal, which page should you use to create the query?

A. Policies & rules

B. Explorer

C. Threat analytics
D. Advanced Hunting

Answer: D

NEW QUESTION 77

- (Topic 4)

Your company deploys the following services:

? Microsoft Defender for Identity

? Microsoft Defender for Endpoint

? Microsoft Defender for Office 365

You need to provide a security analyst with the ability to use the Microsoft 365 security center. The analyst must be able to approve and reject pending actions
generated by Microsoft Defender for Endpoint. The solution must use the principle of least privilege.

Which two roles should assign to the analyst? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. the Compliance Data Administrator in Azure Active Directory (Azure AD)
B. the Active remediation actions role in Microsoft Defender for Endpoint
C. the Security Administrator role in Azure Active Directory (Azure AD)

D. the Security Reader role in Azure Active Directory (Azure AD)

Answer: BD
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender- endpoint/rbac?view=0365-worldwide

NEW QUESTION 79
- (Topic 4)
You need to minimize the effort required to investigate the Microsoft Defender for Identity false positive alerts. What should you review?

A. the status update time
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B. the alert status
C. the certainty of the source computer
D. the resolution method of the source computer

Answer: B

NEW QUESTION 81

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online. You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Online sites during the month before their accounts were deleted.
What should you use?

A. a file policy in Microsoft Defender for Cloud Apps
B. an access review policy

C. an alert policy in Microsoft Defender for Office 365
D. an insider risk policy

Answer: C

Explanation:

Alert policies let you categorize the alerts that are triggered by a policy, apply the policy to all users in your organization, set a threshold level for when an alert is
triggered, and decide whether to receive email notifications when alerts are triggered.

Default alert policies include:

Unusual external user file activity - Generates an alert when an unusually large number of activities are performed on files in SharePoint or OneDrive by users
outside of your organization. This includes activities such as accessing files, downloading files, and deleting files. This policy has a High severity setting.
Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 84

- (Topic 4)

You have an Azure subscription named Subl and a Microsoft 365 subscription. Subl is linked to an Azure Active Directory (Azure AD) tenant named contoso.com.
You create an Azure Sentinel workspace named workspacel. In workspacel, you activate an Azure AD connector for contoso.com and an Office 365 connector
for the Microsoft 365 subscription.

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign- ins to contoso.com followed by anomalous Microsoft Office 365
activity.

Which two actions should you perform? Each correct answer present part of the solution

NOTE: Each correct selection is worth one point.

A. Create custom rule based on the Office 365 connector templates.

B. Create a Microsoft incident creation rule based on Microsoft Defender for Cloud.
C. Create a Microsoft Cloud App Security connector.

D. Create an Azure AD ldentity Protection connector.

Answer: AB

Explanation:

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity, you
should perform the following two actions:

? Create an Azure AD ldentity Protection connector. This will allow you to monitor

suspicious activities in your Azure AD tenant and detect malicious sign-ins.

? Create a custom rule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in the Microsoft 365
subscription. Reference: https://docs.microsoft.com/en-us/azure/sentinel/fusion-rules

NEW QUESTION 89

HOTSPOT - (Topic 4)

You need to create a query for a workbook. The query must meet the following requirements:

? List all incidents by incident number.

? Only include the most recent log for each incident.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

SecurityIncident

| v W (LasModifiedTime, *) by IncidentNumber
project arg_max
sort limit
summarize top

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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SecurityIncident

| v W (LasModifiedTime,*) by IncidentNumber
project larg_max
sort it
summarize, top

NEW QUESTION 91

- (Topic 4)

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks

B. Azure Active Directory (Azure AD) permissions

C. role-based access control (RBAC) for the key vault
D. the access policy settings of the key vault

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/network-security

NEW QUESTION 94

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an
unusually high volume of delete operations on the blobs in storagel.

You need to identify which blobs were deleted. What should you review?

A. the Azure Storage Analytics logs
B. the activity logs of storagel

C. the alert details

D. the related entities of the alert

Answer: B

NEW QUESTION 95

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

You need to add threat indicators for all the IP addresses in a range of 171.23.3432- 171.2334.63. The solution must minimize administrative effort.
What should you do in the Microsoft 365 Defender portal?

A. Create an import file that contains the IP address of 171.23.34.32/27. Select Importand import the file.
B. Select Add indicator and set the IP address to 171.2334.32-171.23.34.63.

C. Select Add indicator and set the IP address to 171.23.34.32/27

D. Create an import file that contains the individual IP addresses in the rang

E. Selectimport and import the file.

Answer: D

Explanation:

This will add all the IP addresses in the range of 171.23.34.32/27 as threat indicators. This is the simplest and most efficient way to add all the IP addresses in the
range.

Reference: [1] https://docs.microsoft.com/en-us/windows/security/threat-

protection/microsoft-defender-atp/threat-intelligence-manage-indicators

NEW QUESTION 98

- (Topic 4)

You create an Azure subscription named subl.

In subl, you create a Log Analytics workspace named workspacel.

You enable Azure Security Center and configure Security Center to use workspacel.

You need to ensure that Security Center processes events from the Azure virtual machines that report to workspacel.
What should you do?

A. In workspacel, install a solution.

B. In subl, register a provider.

C. From Security Center, create a Workflow automation.
D. In workspacel, create a workbook.

Answer: A

Explanation:

Reference:
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https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data- collection

NEW QUESTION 99

DRAG DROP - (Topic 4)

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to detect failed sign-in authentications on

three devices named CFOLaptop, CEOLaptop, and COOLaptop.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Values Answer Area
| project LogonFailures=count ()
| summarize LogonFailures=count ()
by DeviceName, LogonType
| where ActionType == and
FailureReason
| where DeviceName in (“CFOLaptop.,
“CEOLaptop”, “COOLaptop”)
ActionType == “LogonFailed”
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Values Answer Area
TR Za iy = i i | summarize L-c--:;ﬁ;u'lF‘a.:i.J.1.7.rnes=t:r.'n.=.:'n:i,']"I
| pEojec ogonFailures=count() | by DeviceName, LogonType |
_________________ ,
| summarize LogonFailures=count ( | where DeviceName in {""t‘:E‘w‘:!II.-a]:u1:.r:>p,fﬁ
by DeviceName, LogonType “CEOLaptop”, “COOLaptop™)
1
|| where ActionType == Il 1| where ActionType == ' and
iFailureReason Il 1| FailureReason ]
| where DeviceName in (“CFOLaptop, , ActionType == “LogonFailed” *
“CEOLaptop”, “COOLaptop”) | |

o =

ActionType == “LogonFailed” | | project LogonFailures=count() |

NEW QUESTION 103

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to create a KQL query that will identify successful sign-ins from multiple countries during the last three hours.
How should you complete the query? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point
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let timaframe = ago{dk);

let vhreenbhald = §;

HTLAL T ERE A THIN

i e twork Se4saon
imProcessCreate
imWebbeision

ubere TissGenerated > timefrasa

whare DrantTypes="Logon" and Prantleiult=s"Succnin

ubsre Lonotespty | frobealountry )

tummar 138 StartTies = &ln(TisstGensrated), [AdTiss - ma(TissGenerated), Verndori-saks st CventiVendar), Produdcti-saies et fventPraduct),

Wi Countrlen = doownt I_.:ll,l‘:_-|ﬂ_'.-_{l_|:|'|tr"' ¥ ) by Targetiaerld, Tergetinerfrincipaliines; TergetUnerType

Seclreol ountry
SrcGeoRegion

where NumDfCountries »= threshold

A. Mastered
B. Not Mastered

Answer: A

Explanation:

let timeframe = ago(dh);

let threshald = 5

ImALthentication o

imietworkSession
imProcessCreate
imWeb5Session

where TimeGenerated > timeframe

whare EventTypess'Logon  and EventResults="Success’

where linotespty(SrcGeclountry)

summarite StartTime = min(TiseGenerated), EndTise = max({TimeGenersted), Vendorsssake set(EventVendor), Products=sake_set{EventProduct), °

MumOfCountries « deount( DstGeoCountry ¥ ) by TergetUserld, TargetUserfrincipaliase, TergetUserType

SrcGeoCountry
SrcGeoRegion

where MuslfCountries »= threshold

NEW QUESTION 104

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Microsoft Sentinel bookmarks

B. Azure Automation runbooks

C. Microsoft Sentinel automation rules
D. Microsoft Sentinel playbooks

E. Azure Functions apps

Answer: CE

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats- playbook?tabs=LAC

NEW QUESTION 106

- (Topic 4)

You need to identify which mean time metrics to use to meet the Microsoft Sentinel requirements. Which workbook should you use?
A. Analytics Efficiency

B. Security Operations Efficiency

C. Event Analyzer

D. Investigation insights

Answer: C
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NEW QUESTION 110

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 36S.

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You need to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.

How should you complete The KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Devicelogonlvents

extend Table = "table

take 100

UGN Ll
join kind=full outer
join knd=innet

clentityl ogonbvents - ]
Identitylnfo
IdentityLogonEvents
IdentityQueryEvents

extend Table = "tablel”
take 10¢

| preject-reaorder Timestamp, Takle, AccountDomain, AccountMame, Accountlpn, AccountSid

| order by Timestamp asc

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Devicelogonlvents

extend Table = "table

take 100

UGN Ll
join kind=full outer
join kind=innet

clentityl ogonbvents - ]
Identityinio _ _ _ _ _ _

IdentityQueryEvents

extend Table = "tablel”
take 10¢

| preject-reaorder Timestamp, Takle, AccountDomain, AccountMame, Accountlpn, AccountSid

| order by Timestamp asc

NEW QUESTION 113

- (Topic 4)

Your company has a single office in Istanbul and a Microsoft 365 subscription.

The company plans to use conditional access policies to enforce multi-factor authentication (MFA).
You need to enforce MFA for all users who work remotely. What should you include in the solution?

A. a fraud alert

B. a user risk policy

C. a named location

D. a sign-in user policy

Answer: C
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Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 117
- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You are configuring Microsoft Defender for Identity integration with Active Directory.
From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.
Solution: From Entity tags, you add the accounts as Honeytoken accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 121
DRAG DROP - (Topic 4)

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded to Microsoft Defender for Cloud.

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual machine, you receive an email notification. The solution

must generate a test email.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

From Wik Now automation in Dedender for Cloud, change the seaiut of the workfiow sutomaton
From Logic App Designar, run a trigger

Fioim Seourity ekt o Defender for Clcud, create § sample alert

FIOm LoQiC App Evesigner, create & Iog app.

From ‘Workflow autormation in Delender fof Cloudl a8 & workflow silomation

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Step 1: From Logic App Designer, create a logic app.
Create a logic app and define when it should automatically run

Angwer Arca

®
©

* 1. From Defender for Cloud's sidebar, select Workflow automation.

* 2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.

. Microsoft Defender for Cloud | Workflow automat

@ N BEafresh

General
- E..
Qo &
b G fug Stared Mames Tl Statiss TL Scope T
Fecommendations Ll 1 T Durabled ASC DEN
P s &t Ll 15 Cucabled ASC DEN
antan ] o ASC DEN

Kk
>
B
]
L=}
]

B Commuinity L) %8 fen Crialied Penvate-l
2 Basgnose and coboe problems Ll 1 Denbled ASCD

e

| Enabled AEC
Cloud Secunity Tt o

[ nabiled ASC
U Secure Seode o

| o Enable 5C D
¥ Fegulaton; compliance

I .

L g Ll %3 ek ASC DEN

0 workioad protecticns

O Enables ASC DEY

| Enablad C DI
B Firewall Manager — e

i: g Mo Enabled AEC DEw
Management P

L] €& BSCOEM
Il Emarcnment settings

B Security sclutions

b Workfiow autemation @

Add workflow automation

General

5 El
iame

cesEpiion

®

Subsoriptacn

ALF TFest op Medel o

SEEUTCE grCUp

-
Trigger conditions
Choose the trigger conditions that will automatically tngger the corfigured action
Defender for Cloud data type *
[ Secunty alert ’n.,.l -JJ
A

Akt pame containg
Algrt saverity ®

All seventias selefted o
Actions
configure the Logic QTR
Choose an exs C» J Crede & naw ong

o Legie App instances from the foliivwang subscripbioes *

'3 pebecied s
Lege Apg Aame

ot

= inf

Here you can enter:
A name and description for the automation.
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The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.

The Logic App that will run when your trigger conditions are met.

* 3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

* 4. Etc.
Step 2: From Logic App Designer, run a trigger. Manually trigger a Logic App
You can also run Logic Apps manually when viewing any security alert or recommendation.

Step 3: From Workflow automation in Defender for cloud, add a workflow automation. Configure workflow automation at scale using the supplied policies
Automating your organization's monitoring and incident response processes can greatly improve the time it takes to investigate and mitigate security incidents.

Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

[ Assign [ ouplicate definition = Export definition

“  [Essentials

Definition  Assignments (0} Farameters
1 f
2 "properties”: {
3 "displayHame”™: "Deploy Workflow Automation for Microsoft Defender for Cloud recommendations” .
4 “policyType™: "Bulltin”,;
5 "mode”: "All",
& "description”: "Enable automation of Microsoft Defenderfor Cloud recommendations. This policy deploys
7 "metadata”: {
t: “yersionT: T1.8.8°,
9 “"category”: "Security Center”

12 ¥

NEW QUESTION 123
- (Topic 4)
You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days. What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal
B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
C. Activity explorer in the Microsoft 365 compliance center
D. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal

Answer: C
Explanation:

Labeling activities are available in Activity explorer. For example:
Sensitivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications. It is captured at the time of occurrence in Azure Information protection add-ins.

Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification- activity-explorer-available-events?view=0365-worldwide

NEW QUESTION 126
HOTSPOT - (Topic 4)

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)

The Leader of IT Certification
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Secure Score Recommendabons status Resource health
(=) 5 cempleted control 10 Torsd g ;Hhem
05&% (~30 of 45 points) Lrota ) | e
iz momesmen " Y| nrspica
= EEEEEES— |

Resource exemption (preview)

£

o Now you can exempl irrelevant resources so they do not affect your secure score. >

Leaden marne

Each security control below represents 3 security nsk you shoukd mitigate.
Addreis the redommendatons in each contral, foduing on the controli worth the most points.

To get the max seore. fix il recommendations for all resounces in 3 controd,

£ Search recommendatons

Lean mone »

Control status: 2 Selected Recommendation status: 2 Selected

Recommendabon matunty. All Resource type All Quick fix available: All

Contains exemptions: All

Controls Potential score increase
¥ Restrict unsuthorized network access +9% (4 points)
} Secufe management ports +9% (4 points)
> Enable encryption at rest +9% (4 points)
> Remedate secunty configurabons +4% (2 points)
> Apply adaptre apphcation control +3% (2 points)
> Apply syitem updatet @ Completed +0% (0 points)
> Enable endpoint protection @ Completed +0% (0 points)
> Remeckate vulnersbities © Completed +0% (0 points)

> implemant security best practices @ Compited +(0% (0 points)

> Enable MEFA @& Completed

+0% (0 points)

> Manage access and permissions @ Completed  +0% (0 points)

Reset Group by controls:

filtwers m On

Unhealthy resources

2 of 2 resources
1 of 2 resources
2 of 2 resources
1 of 2 resources
1 of 2 resources
Mone

None

None

Mone

None

None

Eesource Health

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)

Home > Policy
Palicy - Compliance

(= Overview

Scope

= Aggagn policy C Af5agn it

Type

di Getiing stared

Microsoft Azwe | [

Creqall resouwros compiance 0

i Comphance
»  femediation 100%
Authoring
®  Assignments oot valkiss G
Oefinitions 0 -
@ Exempliong sual
Mame
Related Services

B Blueprints (predew
“s Besouwnce Graph

e LUser prwacy

| All definition types

o

) Batresh

Complandt 11khe Semcch

Resowrcis by compliance state

B0 Compliant

B 0~ Evornpt

| Hen-comphant
B - Confisting

TL Scope

Al complance States

Man-compliant et O

O&

eut of D

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Both virtual machines have inbound rules that allow access

from either Any or Internet ranges.

Both virtual machines have management ports exposed

directly to the internet.

Yes

O

O

If you enable just-in-time network access controls on all virtual

machines, you will increase the secure score by four point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access -
: |Q | O
from either Any or Internet ranges.

Both virtual machines have management ports exposed o ol
directly to the internet. e

If you enable just-in-time network access controls on all virtual - 9 O
machines, you will increase the secure score by four point. -~

NEW QUESTION 131
- (Topic 4)
You need to ensure that you can run hunting queries to meet the Microsoft Sentinel requirements. Which type of workspace should you create?

A. Azure Synapse AnarytKS
B. AzureDalabricks

C. Azure Machine Learning
D. LogAnalytics

Answer: D

NEW QUESTION 133

- (Topic 4)

You have a Microsoft Sentinel workspace.

You have a query named Queryl as shown in the following exhibit.

¥ s
& New Quary 1° . T
» m - - et o qpueTy ’ ah r ! - .
|||:I_ SAFT 11T
| where Timsdsnerated > ag ' [
| whdre Onerat lon contalng J 014 =
| project TissGeEnerated, Userld, peration., OFficekorklosd. RecordTyDe, Aesourceld
L | sort by TissGenerated de ills last

You plan to create a custom parser named Parser 1. You need to use Queryl in Parserl. What should you do first?

A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the 'contains operator with the 'has operator.

Answer: A

Explanation:

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the “has” operator
should not be used in the query, and that it is unnecessary.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION 134

HOTSPOT - (Topic 4)

You need to meet the Microsoft Defender for Cloud Apps requirements

What should you do? To answer. select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
S&t the sensitmity level of the impossible travel alert policees 1o I Low iIJ

Medwm
—1|:;E1

To reduce the amount of false positive alérts | Enable leaked credential detechon T‘al

i
Add |P address ranges
Enable leaked credential detection
Dicable leaked credential detection
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Set the sensithvity level of the impossible travel alert policies 100 | Low ili
|

Medwm
~F
-1|.J.1
To reduce the amount of false positive alerts | Enable eaked credental detechon TNJ
w4

HACCES MWt ones.
ll Enabie leaked credential detection

L — —pr=—mr e T
Dicable lEaked ¢ redenfial detedtion

NEW QUESTION 136

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a scheduled query rule for a data connector. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 141

- (Topic 4)

You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and present the activity as a time
chart aggregated by day.

You need to create a query that will be used to display the time chart. What should you include in the query?

A. extend

B. bin

C. makeset
D. workspace

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/logs/get-started-queries

NEW QUESTION 144

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parserl that produces a schema named Schemal.
You need to validate Schemal.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Angwer Arca
Parserl | [Eﬂ‘i-frﬂ“m-‘ b I ek ¥  ASisSchesaTester( Schemal")
evaluate evaluate
imoke irveoke
parse parie
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
PFarserl | [gﬁ&;mrm 5 | Hwoke ¥ ASleSchesaTester| Schemal” )
evaluate evaluate
foctschema
oke T T invoke
parse parse

NEW QUESTION 149

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
AzureActivity w
AuditLogs ser"
BehaviorAnalytics s "True®
securtyevent
| where ActionType == “Add user”
| where ActivityInsights has “True®
| join(
BahaviorAnalytics i
Auditlogs = $right._Itemid
AzureActivity
BehaviorAnalytics
SecurityEvent F - :
F—smccriog L-P,...v,-w-‘ —awsuting(UsersInsights.AccountDispl ayName ) ,
| sort by TimeGenerated desc
| project TimeGenerated, Userbome, UserPrincipalMame, UsersInsights,
ActivityType, ActionType
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
AzureActivity v
Audithis »
ser
! BetaviorAnalyfics 5 "True"
SecurityEvent

| where ActionType == "Add user”
| where ActivityInsights has “True"
| join(

BehaviorAnalytics e
AuditLogs

AzureActivity
I BehaviorAnahlytics

L S T T—
. ..nu..-...!' vf.n}.nu,.m —wwauring(UsersInsights.AccountDisplayName),

= $right. ItemId

| sort by TimeGenerated desc

| proeject TimeGenerated, UserName, UserPrincipalName, UsersInsights,
ActivityType, ActionType

NEW QUESTION 152

DRAG DROP - (Topic 4)

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected
experience may be used once, more than once, or not at all. You may need to drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 154

HOTSPOT - (Topic 4)

You need to assign role-based access control (RBAQ roles to Groupl and Group2 to meet The Microsoft Defender for Cloud requirements and the business
requirements Which role should you assign to each group? To answer, select the appropriate options in the answer area NOTE Each correct selection is worth one
point.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader

Leader of IT Certifications

100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

https://www.certleader.com/SC-200-dumps.html (197 Q&AS)

Arswer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 159
- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Servers Plan 1 and contains a server named Serverl.

You enable agentless scanning.

Group: |5u:mﬂnm ""‘[ |
Contributoe

Secunty Assessment Contnbutor

Group1: L_S-ec_.u'urlmm

Contnbutos

i'o!*'!!_ o l
| Security Assessment Contnbutor

—

5

GroupZ: | Contributor

Owner

Security Admin
Security Assessment Contnbutor

You need to prevent Serverl from being scanned. The solution must minimize administrative effort.

What should you do?

A. Create an exclusion tag.

B. Upgrade the subscription to Defender for Servers Plan 2.

C. Create a governance rule.
D. Create an exclusion group.

Answer: D

NEW QUESTION 162
- (Topic 4)

You need to deploy the native cloud connector to Account! to meet the Microsoft Defender for Cloud requirements. What should you do in Account! first?

A. Create an AWS user for Defender for Cloud.
B. Create an Access control (1AM) role for Defender for Cloud.

C. Configure AWS Security Hub.

D. Deploy the AWS Systems Manager (SSM) agent

Answer: D

NEW QUESTION 163
HOTSPOT - (Topic 4)

You need to implement Microsoft Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A
Explanation: i
Answer Area
Minimum number of Log Analytics workspaces required in |1 [}

the Azure subscription of Fabrikam: {ﬂ ;
12

i3 !

R A AL

- B rrecserTIESy T
Cluery element required to correlate data between tenants:  workspace - |

| extend |

roject [
IM

NEW QUESTION 166

- (Topic 4)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 170

- (Topic 4)

You have five on-premises Linux servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. You need to use Defender for Cloud to protect the Linux servers.
What should you install on the servers first?

A. the Dependency agent

B. the Log Analytics agent

C. the Azure Connected Machine agent
D. the Guest Configuration extension

Answer: B

Explanation:

Defender for Cloud depends on the Log Analytics agent. Use the Log Analytics agent if you need to:

* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure

* Etc.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-
analytics-agent

NEW QUESTION 173

- (Topic 4)

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:
» Unusual user accessed a key vault

* Log on from an unusual location

* Impossible travel activity Which severity should you use?

A. Informational
B. Low

C. Medium

D. High

Answer: C

NEW QUESTION 174
HOTSPOT - (Topic 4)
Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to identify all the interactive authentication attempts by the users in the finance department of your company.
How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

IdentityQueryEvents v

BehaviorAnalhytics

Identitylntfo

IdentityQueryEvents

where Departmsent == "Finance’

project-renamse cbjid = AccountDbiectld

join Audtlogs * on jleft.cbjid == $right.AccountObjectld

AuditLog
IdentityLogonEvents
Signinl.ogs

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

ldentityQueryEvents v

BehaviorAnalytics

Identityinfo
| IdentityQueryEvents
| where Department == "Finance’

| project-rename objid = AccountObjectld

| Join Auditloqgs ¥ on $left.objid == $right.AccountObiectld

. — - —

IdentityLogonEvents
SigninLogs

NEW QUESTION 179

- (Topic 4)

You have a Microsoft Sentinel workspace named Workspaces

You need to exclude a built-in. source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser.
What should you create in Workspacel?

A. a workbook

B. a hunting query
C. a watchlist

D. an analytic rule

Answer: D

Explanation:

To exclude a built-in, source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser, you should create an analytic rule in
the Microsoft Sentinel workspace. An analytic rule allows you to customize the behavior of the unified ASIM parser and exclude specific source-specific parsers
from being used.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/analytics-create-analytic-rule

NEW QUESTION 183

- (Topic 4)

Your company stores the data for every project in a different Azure subscription. All the subscriptions use the same Azure Active Directory (Azure AD) tenant.
Every project consists of multiple Azure virtual machines that run Windows Server. The Windows events of the virtual machines are stored in a Log Analytics
workspace in each machine’s respective subscription.

You deploy Azure Sentinel to a new Azure subscription.

You need to perform hunting queries in Azure Sentinel to search across all the Log Analytics workspaces of all the subscriptions.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add the Security Events connector to the Azure Sentinel workspace.

B. Create a query that uses the workspace expression and the union operator.
C. Use the alias statement.

D. Create a query that uses the resource expression and the alias operator.

E. Add the Azure Sentinel solution to each workspace.
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Answer: BE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces- tenants

NEW QUESTION 184
DRAG DROP - (Topic 4)
You create a new Azure subscription and start collecting logs for Azure Monitor.
You need to validate that Microsoft Defender for Cloud will trigger an alert when a malicious file is present on an Azure virtual machine running Windows Server.
Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
Actions Answer Area
Enable Microsoft Defender for Cloud's enhanced

saCiunty featuras for the subscnpls @ @
Change the alert seventy thieshold for emails to
Medium @ @

Rename the exacutabile file as AlerTestexe

';"i‘ig!.' the aler Saverty threshold o emaiis 1O Low,
Copy an exeoutable file on 3 virtual machine and
rename the file ag AS ; “us "':"_'ﬂ: I J39N. exe
= The @il e Nile and specity DOrof L
anguments

A. Mastered

B. Not Mastered
Answer: A

Explanation:

To validate that Microsoft Defender for Cloud will trigger an alert when a malicious file is present on an Azure virtual machine running Windows Server, you should
perform the following three actions in sequence:

? Copy an executable file on a virtual machine and rename the file as

ASC_AlertTest_662jfi039N.exe

? Run the executable file and specify the appropriate arguments

? Enable Microsoft Defender for Cloud’s enhanced security features for the subscription.

These actions will simulate a malicious activity on the virtual machine and generate an alert in Defender for Cloud. You can then verify the alert details and
response recommendations in the Azure portal. For more information, see Alert validation - Microsoft Defender for Cloud.

NEW QUESTION 187

- (Topic 4)

Your company uses Microsoft Sentinel

A new security analyst reports that she cannot assign and resolve incidents in Microsoft Sentinel.

You need to ensure that the analyst can assign and resolve incidents. The solution must use the principle of least privilege.
Which role should you assign to the analyst?

A. Microsoft Sentinel Responder
B. Logic App Contributor

C. Microsoft Sentinel Reader

D. Microsoft Sentinel Contributor

Answer: A

Explanation:

The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other
users. This role is designed to provide the necessary permissions for incident management and response while still adhering to the principle of least privilege.
Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and may not be suitable for the
analyst's needs. Microsoft Sentinel Reader role is not sufficient as it doesn't have permission to assign and resolve incidents.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/role-based-access-control-rbac

NEW QUESTION 189

- (Topic 4)

You have an Azure subscription that contains an Microsoft Sentinel workspace.

You need to create a playbook that will run automatically in response to an Microsoft Sentinel alert.
What should you create first?

A. a trigger in Azure Functions

B. an Azure logic app

C. a hunting query in Microsoft Sentinel

D. an automation rule in Microsoft Sentinel

Answer: D
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NEW QUESTION 191

HOTSPOT - (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You create a Google Cloud Platform (GCP) organization named GCP1.

You need to onboard GCP1 to Defender for Cloud by using the native cloud connector. The solution must ensure that all future GCP projects are onboarded
automatically.

What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Angwer Arca
Crerte: A management project and a custom role ol
A management group and an Azure AD service principal
A management project and a custom role
An Azure AD administrative unit and a managed dentity
By: _Running a script in GCP Cloud Shell v
Deploying a Bicep template
Runming a scnpt n Azure Cloud Shell
Running a script in GCP Cloud Shell
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anywer Arca
e A management project and a custom role b, 4

A management project and a custom role

An Azure AD admimistrative unit and a managed dentity

By: Running a script in GCP Cloud Shell -
Deploying a Bicep template

| Running a script in GCP Cloud Shell

NEW QUESTION 193

DRAG DROP - (Topic 4)

You have 50 on-premises servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic
provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:

« Provide threat and vulnerability management.

* Support data collection rules.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Artion Araed dLrea

From the Dats controfier settings in the Anae portsl. creste an AZuee Arc cdala
condrolier

O the on-premises senvecy instsll the Asure Monior spent

Froem Ehe Add serer with Arune Asc L8Thngs in The ATuie portal, penerate an
irmiailatesn Lenpt

O the orepremoes servens. ingiall ihe Aboe Cormecied Machine sgent

Cm thee an-promeied sersen, inslall he Log Anabts sjent

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To configure Defender for Cloud to support the on-premises servers, you should perform the following three actions in sequence:

? On the on-premises servers, install the Azure Connected Machine agent.

? On the on-premises servers, install the Log Analytics agent.

? From the Data controller settings in the Azure portal, create an Azure Arc data controller.

Once these steps are completed, the on-premises servers will be able to communicate with the Azure Defender for Cloud deployment and will be able to support
threat and vulnerability management as well as data collection rules.

Reference: https://docs.microsoft.com/en-us/azure/security-center/deploy-azure-security-center#on-premises-deployment

NEW QUESTION 195
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HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named Workspaces You configure Workspacel to ¢

ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the
source IP address in 15-minute intervals. The solution must maximize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area

NOTE: Each correct selection is worth one point.

[starttime=ago{1d), responsecodename="NXDOMAIN')
| where TimeGenerated » ago(1d) | where ResponseCodeName =~ "NXDOMAIN
| where ResponseCodeName == "NXDOMAIN® | where TimeGenerated > ago(1d)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

starttime=ago(1d), responsecodename="NXDOMAIN')
| where TimeGenerated > ago{1d) | where ResponseCodeMName =~ "NXDOMAIN
== "NXDOMAIN" | where TimeGenerated > ago(1d)

NEW QUESTION 198

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. You need to identify all the entities affected by an incident.
Which tab should you use in the Microsoft 365 Defender portal?

A. Investigations

B. Devices

C. Evidence and Response
D. Alerts

Answer: C

Explanation:
The Evidence and Response tab shows all the supported events and suspicious entities in the alerts in the incident.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- incidents

NEW QUESTION 201

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks section.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the ‘Mitigate the threat’ option.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts
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NEW QUESTION 205

- (Topic 4)

You have a playbook in Azure Sentinel.

When you trigger the playbook, it sends an email to a distribution group.

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.
What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.
C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D

Explanation:
Reference:
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email- automatically/

NEW QUESTION 206

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.

You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:
* Minimize administrative effort

» Minimize the parsing required to read log data What should you configure?

A. REST API integration

B. a SysJog connector

C. a Log Analytics Data Collector API

D. a Common Event Format (CEF) connector

Answer: B
NEW QUESTION 207

HOTSPOT - (Topic 4)
From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.

Tur

lime

=
=

§

+ ®
a
['vm1] - &
@

| —
|

-

New processes ob...

'.ﬂ-----l'-'l'j
S 4l I3

--.:n-:"

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you hover over the virtual machine named vm1, v

you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events

the open ports on the host

the running processes

If you select [answer choice], you can navigate v
to the bookmarks related to the incident. Erfities '
Info
Insights
Timeline
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
If you hover over the virtual machine named vm1, v
you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows security log events
the open ports on the host
If you select [answer choice], you can navigate v
to the bookmarks related to the incident. Entiies
Info
Insights _
Timeline |

NEW QUESTION 211

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: From Azure Identity Protection, you configure the sign-in risk policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 213

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 215

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Endpoint.

You need to ensure that you can allow or block a user-specified range of IP addresses and URLSs.

What should you enable first in the advanced features from the Endpoints Settings in the Microsoft 365 Defender portal?

A. endpoint detection and response (EDR) in block mode
B. custom network indicators

C. web content filtering

D. Live response for servers

Answer: A

NEW QUESTION 220

- (Topic 4)

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address.
Which two actions should you perform? Each correct answer presents part of the solution.
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NOTE: Each correct selection is worth one point.

A. From Azure Security Center, enable workflow automation.

B. Create an Azure logic appthat has a manual trigger

C. Create an Azure logic app that has an Azure Security Center alert trigger.
D. Create an Azure logic appthat has an HTTP trigger.

E. From Azure Active Directory (Azure AD), add an app registration.

Answer: AC

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure?tabs=azure-security-center
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION 223

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
» The count and usage trend of AppDisplayName must be included

* The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
SipninLogs
| whers ResultType == @ and Applisplayiass |

| summarize count() by AppDisplayhase

I G ] ¢

I lookup TrendList = ¢ount() on TiseGenerated fn ronfe(|TimcRange:start), (TimeRange:end), 4h) by AppDisplayhiame
o - eXpand

} B vy

| top 1D by coumt_ dese

BL:"-L"_.'.IEI.

FridB e - Sy ¥ TrendList = count() on TimeGenerated in ranpe((TimeRange:start), (TimeRange:end), 4h) by AppDiiplaytiams

make_bag)

e e narad

FRFET
) on AppDisplayblame

| top 10 by coint dese

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Signinlogs
i

| where ResultType == @ and AppDisplayHame |=

| summarize count{) by ApplHsplayblase

| ||l-'l' 'l {
I

>
Bt~ —

| lercokoug TrendList = count() on TiseGenerated in range(|TimeRange:start), (TimeRange:end), 4h) by AppDisplayMame
mv-expand

- ki sl —

| top 10 by count &

SigninLogs

|  make-series * TrendList = count() on TimeGenerated in range((TimeRange:start), (TimcRange:end]), 4h) by Applisplayiiase
make_bag()

r-u'lu‘ll-l!
1 on AppDisplayhiase

| top 1D by count  desd

NEW QUESTION 228

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You have Microsoft SharePoint Online sites that contain sensitive documents. The documents contain customer account numbers that each consists of 32
alphanumeric characters.
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You need to create a data loss prevention (DLP) policy to protect the sensitive documents. What should you use to detect which documents are sensitive?

A. SharePoint search

B. a hunting query in Microsoft 365 Defender
C. Azure Information Protection

D. RegEx pattern matching

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/information-protection/what-is-information- protection

NEW QUESTION 230

DRAG DROP - (Topic 4)

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

? Enable and disable Azure Defender.

? Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

Security Admin

Enable and disable Azure Defender: Role
Resource Group Owner

Apply security recommendations to a resource: Role
Subscription Contributor

Subscription Owner

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

---------- Enable and disable Azure Defender: :secuﬁw Admin i
i

-

. k r . :
| Apply secunty recommendations to a resource: | Euhscriptmn Contributori
| Subscription Contributor, d a

T AR T B e o

| Subscription Owner |

NEW QUESTION 233

DRAG DROP - (Topic 4)

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VML1.

You receive an alert for suspicious use of PowerShell on VM1.

You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on VM1 after the alert:

? The modification of local group memberships

? The purging of event logs

Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Arhann dripapr Lies

Fror: e Setsl pane of T caderd, dee0 imnmaigeis.

From: fhe mwehagation biace pesedct e sraty hat repesewis V1A

Frerr et rnwitagation bade, telect the pasity thad IRjedarn' paerrabel], ons @
Froe the rwemsgaten bisde seiect Timelline
Erore T irsastSation blicle weiect inlip @
Erore e vrstagatuon blacks. select mmaglvds

A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Step 1: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual IP/Account/Host/URL entities.

Step 2: From the Investigation blade, select the entity that represents VM1.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights

and Entity Insights.

Incident Insights

The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata including alerts and entity
information.

Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related information about that entity. This
workbook presently provides view of the following entity types:

IP Address Account Host

URL

Step 3: From the details pane of the incident, select Investigate. Choose a single incident and click View full details or Investigate.

NEW QUESTION 236

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a hunting query that will return every email that contains an attachment named Document.pdf. The query must meet the following
requirements:

* Only show emails sent during the last hour.

* Optimize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

EmailAttachmentInfo

4

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp > ago(1h)

| where Timestamp < ago(1h)

- "

| where Subject == “Document Attachment

rr . hL

and FileName == "Document.pdf”

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp = ago(1h)

| where Timestamp < ago(1h)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Answer Area

EmailAttachmentInfo

4

| join DeviceFileEvents on SHA256
|| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp > ago(1h) |

B e o e e e s s e om w e

| where Timestamp < ago(1h)

E ==

- "

| where Subject == “Document Attachment

rr

and FileName == "Document.pdf”

AljoinDeviceFileEvents on SHA256 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256

[ =

| where Timestamp < ago(1h)

NEW QUESTION 237

HOTSPOT - (Topic 4)

Your on-premises network contains 100 servers that run Windows Server. You have an Azure subscription that uses Microsoft Sentinel.

You need to upload custom logs from the on-premises servers to Microsoft Sentinel. What should you do? To answer, select the appropriate options m the answer
area.

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

On the servers, install the: | Log Analytics agent 8
Azure Connected Machine agent
Log Analytics agent
Microsoft Dependency agent

Configure custom log settings by using the | Log Analytics workspace settings of Micresoft Sentine| 6]
Data connectors page of Microsoft Sentinel

Log Analytics workspace settings of Microsolt Sentine

Logs blade of Microsoft Sentinel

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To upload custom logs from the on-premises servers to Microsoft Sentinel, you should install the Log Analytics agent on each of the 100 servers. The Log
Analytics agent is a

lightweight agent that runs on the server and allows it to connect to the cloud-based Microsoft Defender Security Center. Once installed, the agent will allow the
Microsoft Sentinel service to collect and analyze the custom log data from the servers.

NEW QUESTION 239
HOTSPOT - (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender and an Azure subscription that uses Azure Sentinel.

You need to identify all the devices that contain files in emails sent by a known malicious email sender. The query will be based on the match of the SHA256 hash.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

EmailAttachmentInfo

| where SenderFromAddress =~ “MaliciousSender@example.com”
where isnotempty | v

(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHAZ256)

| join (

DeviceFileEvents

| project FileName, SHA256
) on

A 4

(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessagelId, SenderFromAddress, RecipientEmailAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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FmailAttachmentInfo
| where SenderFromAddress =~ “"MaliciousSender@example.com”

where isnotempty | v
(Dewviceld)
(RecipientEmailAddress)

|(SenderFromAddress)
[(SHA256) |
| jeoin (

DeviceFileEvents
| project FileName, SHA256

) on |v
(Deviceld)
(RecipientEmailAddress)
l(SenderFromAddress)
'L{SI-M.ESG} E

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessageld, SenderFromAddress, RecipientEmailAddress

NEW QUESTION 241

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is generated in swsl.
You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following requirements:

* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Configure the connector to use: | A managed identity !

A service pancipal
An Azure AD user pcoount

Fole to sssign to the credentials: | Microzoft Sentinel Respondes bt
Microsoft Sentinel Automation Contriboutor
Microsoft Sendinel Reasder

Microsolt Sentinel Rewpondet

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Configure the connector to use: | A managed identity

-
.
i A managed identity
A TerVicE phntipgal —
An Azure AD user account

Role to assign o the credentials: | Microsoft Sentinel Responder
Microsoft Sentinel Automation Contributor
Microsolt Sentinel Reades

Microsoht Sentinel Responder

|
B i T e i 1 -

NEW QUESTION 244

- (Topic 4)

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. What should you do?

A. From Security alerts, select the alert, select Take Action, and then expand the Prevent future attacks section.
B. From Security alerts, select Take Action, and then expand the Mitigate the threat section.

C. From Regulatory compliance, download the report.

D. From Recommendations, download the CSV report.

Answer: B

Explanation:
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Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 247
HOTSPOT - (Topic 4)

You need to create a query to investigate DNS-related activity. The solution must meet the Microsoft Sentinel requirements. How should you complete the Query?
To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.

Answer Area

AT LMY i where TimeGenerated 2 rd 1
AR TR - b i b
Wj'r stariteme=agol g b

m Dns iwhere TimeGenerated > ago(Td) |

imDins where TimeGenerated < a9

iy
¥

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 249
- (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

| i pDe® i O Qe il

NEDOMA TN

You need to identify any devices that triggered a malware alert and collect evidence related to the alert. The solution must ensure that you can use the results to

initiate device isolation for the affected devices.
What should you use in the Microsoft 365 Defender portal?

A. Incidents

B. Investigations

C. Advanced hunting
D. Remediation

Answer: A

NEW QUESTION 251
- (Topic 4)

You have a Microsoft 365 subscription that uses Azure Defender. You have 100 virtual machines in a resource group named RG1.

You assign the Security Admin roles to a new user named SecAdminl.

You need to ensure that SecAdminl can apply quick fixes to the virtual machines by using Azure Defender. The solution must use the principle of least privilege.

Which role should you assign to SecAdminl1?
A. the Security Reader role for the subscription
B. the Contributor for the subscription

C. the Contributor role for RG1

D. the Owner role for RG1

Answer: C

NEW QUESTION 256
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