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NEW QUESTION 1
- (Exam Topic 2)

A developer needs a list of clients connected to a specific device in a Meraki network. After making a REST API call, the developer receives an unfamiliar
response code. Which Cisco DevNet resource should be used to identify the meaning of the response code?

A. APl documentation

B. Sandbox
C. Learning Labs
D. Code Exchange

Answer: A

NEW QUESTION 2
- (Exam Topic 2)

What is a capability of the NETCONF protocol?

A. allows Python scripts to be executed externally from a network device
B. uses JSON to encode data in its content layer

C. allows XML messages to be exchanged via the SSH protocol

D. exposes a web-based interface

Answer: C

NEW QUESTION 3
- (Exam Topic 2)
Refer to the exhibit.

sd Localplayback

Application VGDRM SDK VGORM SDK YGORM 5DK
Download ContentSession | Player AP
Manager APl AP |
| | | : |
J

opt Present catalog Vi : : :
i i i [

[l_ 2.0 GetAssetsList{ISOMsourceType=0TT)) i I

- {j i [

3 1.0 GetAssetsCallback{ISOM({asset metadata)) i : :

i i

|j':' 3.1 Present catalogl() : :

D i T I

[li 3.2 Choose asset for playback() : :

1 | I
,-1_.'_4.0 CreateContentsession{)50ONt{recordld, sourceType=3, sessionType=2, pr;te-l:li-cmlype = I}L‘[ﬁ [
s e ey e e e Uy

I [ I I
' 5.0 CreateContentSessionCallback({)SON{vgStatus, url)) | '
LK . {1 [
| | | I
| 6.0 StarPlayback(1SOM{url)) | L
s A
| | | ]
AN 7.0 PlayerCallback{)SON{wgStatus, playerld)’ I
[k : i
| I |
IL" 7.1 StateChanged()SON(playerld. playerState=2))
2 - F —

T
|
|
|

What do all the calls shown in the sequence diagram have in common?

A. All the calls are optional.

B. All the calls are asynchronous.

C. All the calls are synchronous.

D. All the calls depend on the catalog.

Answer: D

NEW QUESTION 4
- (Exam Topic 2)

Which protocol runs over TCP port 23?

A. SSH

B. NETCONF
C.HTTP

D. Telnet

Answer: D
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NEW QUESTION 5
- (Exam Topic 2)
Refer to the exhibit.

k from reguests import reguest
2 from requests.auth import HTTPBasicAuth
3 from ayva import argv
4 url = "https://"+ argv[l] +":443/restconf/data/native/ip/route"
5 auth = HTTPBasichuth('developer', "'Clscol2345')
6 payleoad = |
7 "Cisco=-I08=-XE-native:routa": {
B "ip-route-interface-forwarding-list™: [
k- {
10 "prefix": argv(2],
11 "maag®: argv(i].,
12 "fwd-list": [
13 {
14 "fwd": "GigebitEthernet2",
15 "interface-next-hop*: [
16 {
17 "ip-addreas": argv(4]
18 l
15 1
20 1
21 1
22 }
23 ]
4 }
23 }
26 headers = {
27 'Content=Type': 'application/yang-data+jaon',
28 '‘Accept': 'application/vang-data+ijson';
259 }
30 reasponse = raguest (YPATCH", url, auth=auth, headers=headers, json = payload,
¥ verify=Falae)

A network engineer must change the configuration on devices daily. The Python script must collect CLI arguments from the user, organize data according to the
Cisco-I0S-XE-native YANG model, and utilize Cisco REST APIs to make the configuration. Which workflow is being automated by the Python script?

A. updating an existing route on the device

B. adding a new route to a device

C. including a route on the device and overwriting the current routes

D. deleting the route that is passed through the command-line variables

Answer: A

NEW QUESTION 6

- (Exam Topic 2)

A company wants to accelerate the adoption of technologies that will simplify its operations. Staff have different skill levels and are looking for a single site to find
easy-to-consume beginner, intermediate, and

advanced multidomain use cases. Which site should be used?

A. DevNet Ecosystem Exchange
B. DevNet Automation Exchange
C. DevNet Creations

D. DevNet Support Forum

Answer: D
NEW QUESTION 7

- (Exam Topic 2)
Refer to the exhibit.

import requests
from requests.auth import HTTPBasicAuth
from config import url, username, password

response = requests.login(url, auth=HTTPBasicAuth (username, password), verify=False)
print response.status code

The script returns an output of 401. To use the supplied URL. an HTTP GET request must Be sent with an Authorization header. The header value is a BaseG4
encoded concatenation of the username and password. Which action must be taken to return an output of 200?

A. Change the verify=False setting in the request to verify=True to enable HTTP Basic authentication

B. Modify the method from LOGIN to GET and supply the username ;password value as JSON payload
C. Verify that the username and password values imported from the configuration file ate still valid.

D. Insert an Authorization header with the values username password from the supplied configuration file.

Answer: C

NEW QUESTION 8
- (Exam Topic 2)
Refer to the exhibit.
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API vl documentation:

Authentication and authorization: Bearer Token
Inventory endpoint: /api/vl/inventory

Method: GET

Response formats: text/html, application/json,
application/html

Token:
dXNlcm5ShbWU6cGFzc3dvemQ=

Api call:
GET /api/vl/inventory HTTP/1.1
Host: example.com

Response:
HTTP/1.1 401 Unauthorized

An API call is constructed to retrieve the inventory in XML format by using the API. The response to the call is 401 Unauthorized. Which two headers must be
added to the API call? (Choose two.)

— &

Accept: application/ xm.

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BE

NEW QUESTION 9
- (Exam Topic 2)
Before which process is code review performed when version control is used?

A. Branching code
B. Merge of code

C. Checkout of code
D. Committing code

Answer: D

NEW QUESTION 10
- (Exam Topic 2)
What is the purpose of a MAC address on a network device?

A. unique network address that identifies the network interface of a device
B. unigue network interlace address that is provided by the DHCP server
C. unigue hardware address that identifies the network interface of a device
D. unique hardware interface address that is provided by the central switch

Answer: C

NEW QUESTION 10

- (Exam Topic 2)

A new application is being developed with specific platform requirements. The platform and application deployment and the ongoing platform management must be
fully automated. The application includes a large database component that has significant disk I/O requirements. Which application deployment type meets the
requirements?
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A. Python virtual environment
B. virtual machine

C. bare metal

D. container

Answer: B

NEW QUESTION 13
- (Exam Topic 2)
Which API must an engineer use to change a netmask on a Cisco I0S XE device?

A. Meraki

B. RESTCONF/YANG
C. SD-WAN

D. DNAC

Answer: B

NEW QUESTION 14
- (Exam Topic 2)
What is a benefit of organizing code into modules?

A. improves overall performance

B. reduces the length of code

C. enables code to be multifunctional
D. enables the reuse of code

Answer: D

NEW QUESTION 19
- (Exam Topic 2)
In which two ways is an application characterized when interacting with a webhook? (Choose two.)

A. codec

B. receiver

C. transaction monitor
D. processor

E. listener

Answer: BE
NEW QUESTION 20

- (Exam Topic 2)
Refer to the exhibit.

Development Integration Testing
code
e
code
code 5 code Blue Blue ff"
4
code H":'"if&
code

Which infrastructure automation method is shown?

A. Waterfall

B. CI/CD pipeline
C. Agile

D. Lean

Answer: C

NEW QUESTION 23
- (Exam Topic 2)
Drag and drop the code snippets from the bottom into the Python script to write API output to a csv file. Not all options are used.
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#! /usr/binfenv python3
import csv
import json

import I l

rCreate a reguest to grab infeo in api
response = requests. ("http://api.zippopotam.us/us/80301")
try

with open("80301l.j=on", 'w') as outfile:
json.dump {response.json(), outfile)

yrint | -json{) )

B
except Exception as e:

with open('80301l.csv', 'w') as outfile:
Ison.dump {response.json(), outfile)

print (response. |}

| reaponse | |requeszs J

get | |5tatu3 code

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 26

- (Exam Topic 2)

A developer creates a web application that receives a username and password and uses them to sync the credentials to other services through HTTPS. API keys
to services are part of the configuration files of the application, but the credentials to the database that stores the synchronization logs are obtained through an
external vault service. What is the security issue in this scenario?

A. Communication between the application and the services is not encrypted.

B. The database credentials should be stored in the configuration files so that they are secured on the same server.
C. The API keys are stored in the configuration files but should be stored in the vault service.

D. The synchronization logs should be encrypted and not stored in a relational database.

Answer: A

NEW QUESTION 28

- (Exam Topic 2)

A developer is trying to retrieve data over a REST API. The API server responds with an HTTP client error response code. After investigating the response the
developer realizes the realizes the response has a

Retry-After header. What is the root cause of this error?

A. The REST service is unreachable at the time of the REST request

B. Too many requests were sent to the REST service in a given amount of time.
C. An appliance limited the rate of requests to the transport layer.

D. An appliance limited the rate of requests to the application layer

Answer: B

NEW QUESTION 33
- (Exam Topic 2)
Refer to the exhibit.
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#import dnac sdk
from dnacenteradk import DNACenterAPI
fconnection to dnac

usernames = 'userl’

password = '"secret'

base_url = 'https://192.168.1.1"

dnac = DNACenterAFI (username=username, password=password, base_url=base url,

version='1.3.3", wverify=Falae)

# Get list of ports on device using get all interfaces AFPI call
port_list 1 = [item][ 'portName’'] for item in
dnac.devices.get all interfaces() ['response’']
if 'dadél6ci-63ad-daedd-8£f35-6bfecTc2df04' in
item|[ "deviceld"']]

# Sort list items

port_list l.sort ()

# Check the number of porta on the device

print (£"The list of interfaces contains {len({port list 1)} items.")

# Output
# The list of interfaces contains 38 items.

# Get lisat of interfaces uaing the get interface info by device id api call

port list 2 = [item['portName'] for item in
dnac.devices.get_interface_info by id{'dadéléc3i-63ad-4ed4-BE35-
EbfecTc2df04) ["response'] ]

# Sort list itemsa

port list 2.sort()

# Check the number of ports on the device

print (£"The list of interfaces contains {len(port_list 2)] itemsa.")

# Output
# The list of interfaces contains 54 items.

An engineer writes a Python script that uses two different API calls to query Cisco DNA Center for the number of interfaces on a device. The engineer notices that
the two API calls produce different results. Why are fewer interfaces returned for the same device when the 'get_all_interfaces' API call is used?

A. times out

B. rate limit

C. pagination

D. invalid password

Answer: C

NEW QUESTION 36
- (Exam Topic 2)
What are two benefits of model-driven programmability?

mooOopP

. model-driven APIs for abstraction and simplification

. single choice of transport, protocol, and encoding

. model-based, structured, and human friendly

. easier to design, deploy, and manage APIs

. models decoupled from transport, protocol, and encoding

Answer: DE

NEW QUESTION 38
- (Exam Topic 2)
What are two use cause where webhooks are effective? (Choose two.)

A. Close a session with a web server after a specific amount of time.

B. Filter out information from a response to an API call

C. Change the response format or content type of an API call.

D. Inform a previously defined chat channel after a deployment fate.

E. Send an email to a customer of an online store after payment is complete

Answer: DE

NEW QUESTION 39
- (Exam Topic 2)
Which Cisco platform provides organization-wide automation, security, policy enforcement, any agility across wired and wireless networks?

A. Cisco ACI
B. Cisco DNA Center
C. Cisco Umbrella
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D. Cisco SD-WAN

Answer: B

NEW QUESTION 40
- (Exam Topic 2)
What is the function of IP address in networking?

A. specifies the type of traffic that is allowed to roam on a network

B. represents the unique ID that is assigned to one host on a network
C. specifies resource's location and the mechanism to retrieve it

D. represents a network connection on specific devices

Answer: B

NEW QUESTION 42
- (Exam Topic 2)
In the test-driven development model, what is changed after a test fails?

A. test

B. schedule

C. project requirements
D. code

Answer: D

Explanation:
Reference:
https://www.guru99.com/test-driven-development.html#:~:text=In%20simple%20terms%2C%20test%20cases,c

NEW QUESTION 47

- (Exam Topic 2)

A new application is being developed that must be hardware independent. The application includes an administrative component which is accessed using a
Windows desktop GUI. Installation and management of the environment must be fully automated. Which application deployment type meets the requirements?

A. bare metal

B. virtual Python environment
C. container

D. virtual machine

Answer: C

NEW QUESTION 50

- (Exam Topic 2)

A developer creates a script that configured multiple Cisco I0S XE devices in a corporate infrastructure. The internal test environment is unavailable, and no
maintenance window is available to test on a low-priority production environment. Which resource is used to test the code before it is applied to the production
environment?

A. Code Exchange

B. Cisco DevNet Learning Labs
C. Cisco DevNet Sandbox

D. Cisco Support

Answer: C

Explanation:
Reference: https://developer.cisco.com/site/sandbox/

NEW QUESTION 55
- (Exam Topic 2)
Which platform is used to programmatically create a space and invite users for collaboration?

A. Cisco Intersight
B. Cisco Finesse
C. Cisco Webex
D. Cisco UCM

Answer: C

NEW QUESTION 58
- (Exam Topic 2)
Which HTTP code group is issued when a request is received successfully, understood, and processed?

A. 2xX

B. 3xx
C. 4xx
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D. 5xx
Answer: A
Explanation:

https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html#:~:text=10.2%20Successful%202xx,received%2C%

NEW QUESTION 60
- (Exam Topic 2)
Refer to the exhibit.

Local File Attachments

To send local file attachments, simply post a message by including your access token
in the Authorization header and the path to your local file with the files parameter.
Optionally, you can also include a plain-text message with the attachment by using
the text parameter. When uploading files directly from your local filesystem, your
request will need to be a multipart/form-data request rather than JSON

curl --regquest POST \
-—form “files=@/home/desktop/example.png;type=image/png” \
-—form “roomId=Y¥212Y2....." \
-—form “text=example attached” \
https://webexapis.com/vl/messages

A developer needs to upload a local file by using the REST API. The developer gathers information according to the documentation and sends the request by

using the cURL command in the exhibit but gets an error code. Which action should be followed to get valid response?

A. change content type as JSON

B. add the authorization header with the access token

C. add a username-password combination to request command
D. change request method as GET

Answer: B
Explanation:

Reference: https://developer.webex.com/docs/api/basics

NEW QUESTION 64
- (Exam Topic 2)
Refer to the exhibit.

: User : AP1 Client | l : Meraki Dashboard : Meraki API

Enable Meraki AP]

Generate AP key

I GetAllNetworks

: fargamizations
I D

P

lloop [orgld) /organizations/{orgld}/networks | |

The Cisco Meraki APl manages two organizations. In each organization, two independent networks are defined. How many calls to the

/organizations/(orgid)networks endpoint will be run parallel by the GetAllINetwork function of the API client?

Ow>
AN PR

Answer: C

NEW QUESTION 65
- (Exam Topic 2)
How are load balancers used in modern application deployment?
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A. Allow traffic to continue as new compute units are brought up and old compute units are taken down.

B. Allow http and https traffic to continue as old compute units are discontinued before new units are brought up.
C. Turn off traffic and take down compute units, then update and bring the compute units back up.

D. Bring up new compute units, test the compute units, and switch the traffic from old units to new units.

Answer: D
NEW QUESTION 69

- (Exam Topic 2)
Refer to the exhibit.

$ zh script.sh
Traceback (most recent call last):
File "script.py",; line 2, in <module>

api = WebexTeamsAPI ()

File "/opt/.venv/pyvenvis/lib/python3.5/site-packages/webexteamssdk/api/ init_ .py", line 112,
in _ init_

"¥ou must provide a Webex Teams access token to interact with
webexteamssdk.exceptions.AccesaTokenError: You muat provide a Webex Teams access token to interact
with the Webex Teams APIs, either wvia a WEBEX TEAMS ACCESS TOKEN environment variable or via the
access token argument.

s

3

£ cat script.sh
§!/bin/bash

python script.py
5

Which line must be included in the Bash script for the Python code to succeed?

A. define WEBEX_TEAMS_ACCESS_ TOKEN=your_access_token_here
B. export WEBEX_TEAMS_ACCESS_TOKEN=your_access_token_here
C. set WEBEX_TEAMS_ACCESS_TOKEN=your_access_token_here

D. WEBEX_TEAMS_ACCESS_TOKEN=your_access_token_here

Answer: B

NEW QUESTION 73
- (Exam Topic 2)

1 import regquests

2

3 headers = [“"X-Cisco-Meraki-API-Key™: “RKEY1234"}

4 BASE_URL = “https://api-mp.meraki.com/api/vl"

5 FIRST URL = “/organizations”

[ SECOND_URL = “/networks”

7 THIRD_URL = “clients”

8

9 def first loop(info):

10 for item in info:

11 if item[“name”] == “ACME":

12 URL = BASE URL + FIRST URL + “/" + item[™1d"] + “/" + SECOND URL
13 response = reguests.reqgueat (“GET", URL, headers~headers)

14 return second loop{response.json())

135

186 def second loop(info):

17 for item in info:

18 if item[“name™] == “BLDG21":

19 URL = BASE URL + SECOND URL + “/* + item[“id"] + ™/" + THIRD URL
20 response = reguests.reguest (“GET", URL, headears=headers)
21 return third loocp(response.jscon(])
22
23 def third leoop(info):
24 for item in info:
25 return item
26
27 response = requesats.recquest ("GET", BASE URL + FIRST URL, headera~headers)
28 info = firat_loop(reaponas.json()])
25 for item in info:

30 print (item[™id"])

Refer to the exhibit. A network engineer must collect information from the network. The engineer prepares a script to automate workflow by using Cisco Meraki
API. The script must run over nested loops to collect organization and network information and uses the collected data for final collection. Which process is being

automated by using the Python script?

A. Gather the IDs of the ACME organization, the BLDG21 network, and the dents on the network
B. Provide the BLDG21 network information if it is part of the ACME organization

C. Collect the IDs of the clients on the BLDG21 network

D. List the IDs from the ACME organization

Answer: A

NEW QUESTION 78
- (Exam Topic 2)
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Which tool allows changes to the configuration management toolset to be tested?

A. Cisco VIRL
B. NAPALM
C. Ansible

D. pyATS

Answer: D
NEW QUESTION 83

- (Exam Topic 2)
Refer to the exhibit.

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:Netconf:base:1.0">
<get-conflg>
<source>
<running/>
< /3ource>
<filter>
<interfaces xmlns=" urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name />
</interface>
</interfaces>
</filter>
</get-config>
</xrpc>

A network engineer uses model-driven programmability to monitor and perform changes on the network. The network engineer decides to use the NETCONF RPC
message to complete one of their tasks. What is accomplished by sending the RPC message?

A. The running-config of the device is returned.

B. The name of each interface is reset to a default name.

C. All the YANG capabilities supported by the device are returned.
D. A list of interface names is returned.

Answer: D

NEW QUESTION 87
- (Exam Topic 2)
Which protocol must be allowed on the firewall so that NTP services work properly?

A. ICMP
B. BGP
C. UDP
D.TCP

Answer: C

Explanation:
Reference:
https://www.cisco.com/c/en/us/support/docs/ip/network-time-protocol-ntp/108076-ntp-troubleshoot.html

NEW QUESTION 92
- (Exam Topic 2)
What does a load balancer distribute in a network environment?

A. outgoing connections to the network

B. incoming traffic across multiple servers

C. different TCP connections to the routers

D. traffic in the network by leveraging the switch architecture

Answer: B

NEW QUESTION 97

- (Exam Topic 2)

A developer created a new secure API and is testing the functionality locally. The APl was added to a container for further testing, and other team members and
applications need to connect to the APIl. Which command exposes the API in the container as port 8443 and allows connections external to the host?

A. docker run -p 127.0.0.1:80:8443/tcp myapiservice
B. docker run -p 0.0.0.0:443:8443/tcp myapiservice
C. docker run -p 0.0.0.0:8443:443/tcp myapiservice
D. docker run -p 127.0.0.1:443:8443/tcp myapiservice

Answer: C
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NEW QUESTION 102
- (Exam Topic 2)

Which HTTP response code should be returned when the request is completed, but there is no content to send for the request?

A. A.-100B.204C.302D.402
Answer: B

Explanation:
Reference: https://developer.mozilla.org/en-US/docs/Web/HTTP/Status#successful_responses

NEW QUESTION 104
- (Exam Topic 1)
What should a CI/CD pipeline aim to achieve?

A. to allow manual testing before deployment

B. to require minimal manual interaction

C. to support new deployments on a fixed monthly schedule
D. to provide a documented process for feedback

Answer: A
NEW QUESTION 108

- (Exam Topic 2)
Refer to the exhibit.

POST = hitps://webexapis.com/vl/teams
Params Authorization Headers (9) Bodye Pre-request Script Tests Settings
Headers 8 hidden

KEY VALUE DESCRIPTION
B Authorization Bearer OTVINDRSZGOQINDeSYIDOMwZGELZGINDYNzdh_PFB4_consumer
Key WValue Description
Body « {
"team”: "cisco'
|
Body Cookies Headers (9) Test Results Status: 400 Bad Regest Time: 17 Size: 5

Pretty Raw Preview Visualize  jSON -
{

“message”; "The request could not be understood by the server due to malformed syntax.”,
errors”: |

{

‘'description”; "The request could not be understood by the server due to malformed synitas.”

I,

“trackingld”: "ROUTER_SFBACEDZ-90AE-01BB-6DE-AC12DF566D6GE"

A developer wants to create a room named cisco through Webex API. The developer prepares the request by putting an API token inside the authorization header;

however, the given HTTP call returns error code 400. How must the call parameters be changed to ensure a valid response?

A. Replace the team body parameter with the name body parameter.
B. Replace cisco with a valid name for a team.

C. Change the token in the header with the authorization token.

D. Change the HTTP method of the call to PUT.

Answer: A

NEW QUESTION 112
- (Exam Topic 1)
Which two statements describe the traits of an asynchronous API call? (Choose two.)

A. The order in which API calls return can be guaranteed

B. A call to an API does not block the code, but rather it allows application processing to continue
C. The end user can experience latency or performance lag while waiting for the API call to return
D. Code execution blocks or waits for the call to an API to return.

E. A callback function typically is used to process the response from an API call

Answer: BE
NEW QUESTION 115
- (Exam Topic 1)

What are two benefit of managing network configuration via APIs? (Choose two.)

A. configuration on devices becomes less complex
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B. more security due to locking out manual device configuration

C. increased scalability and consistency of network changes

D. eliminates the need of legacy management protocols like SNMP
E. reduction in network changes performed manually

Answer: CE
NEW QUESTION 120

- (Exam Topic 1)
Refer to the exhibit.

1 [

2 - hosts: {{ router }}

3 gather facts: true

4 connection: local

5

6 tasks:

7 - ios_command

B commands :

9 = show run

10 provider: “{{ router credentials }}”
11 register: config

12

13 - copy:

14 content: “{{ config.stdout(0] }}”

15 dest: “etc/ansible/configs/command {{ router hostname }}.txt
16 e

What is the effect of this Ansible playbook on an 10S router?

A. A new running configuration is pushed to the 10S router.

B. The current running configuration of the 10S router is backed up.

C. The start-up configuration of the I0S router is copied to a local folder.
D. A new start-up configuration is copied to the I0S router.

Answer: B

NEW QUESTION 121
- (Exam Topic 1)
Which action does the Git command git merge allow the development to perform?

A. Combine multiple sequence of commits into one unified history.
B. Push changes to the remote repository

C. Switch between branches

D. Create, list, rename, and delete branches

Answer: A

Explanation:
Reference: https://www.atlassian.com/git/tutorials/using-branches/git-merge

NEW QUESTION 124
- (Exam Topic 1)
In which situation would an edge computing solution be used?

A. where low latency is needed

B. where high CPU throughput is needed
C. where fast memory is needed

D. where high disk space is needed

Answer: A

NEW QUESTION 129

- (Exam Topic 1)

When using the Bash shell, how it the output of the devnet command saved to a tile named “output.txt™?
A. devnet & output.txt

B. devnet > output.txt

C. devnet < output.txt

D. devnet | output.txt

Answer: B
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Explanation:
Reference: https://askubuntu.com/questions/420981/how-do-i-save-terminal-output-to-a-file

NEW QUESTION 133
- (Exam Topic 1)
Refer to the exhibit.

List the clients that have used this network in the timespan
HTTP REQUEST

GET /networks/ {networkId)}/clients

PARAMETERS

t0
The beginning of the timespan for the data. The maximum lookback period is 31 days from today.

timespan

The timespan for which the information will be fetched. If specifying timespan, do not specify parameter t0. The
value must be in seconds and be less than or equal to 31 days. The default is 1 day.

perPage
The number of entries per page returned. Acceptable range is 3 — 1000, Default is 10.

startingAfter

A token used by the server to indicate the start of the page. Often this is a timestamp or an ID but it is not limited
to those. This parameter should not be defined by client applications. The link for the first, last, prev, or next page
in the HTTP Link header should define it.

endingBefore

A token used by the server to indicate the end of the page. Often this is a timestamp or an ID but it is not limited
to those. This parameter should not be defined by client applications. The link for the first, last, prev, or next page
in the HTTP Link header should define it.

base url = “https://api.meraki.com/api/v0”
network id = “L 12345678910”
api_key = “1098hadpfsiapsf8ahf8ohp”
requests.<item 1> (
<item 2> + “/<item 3>/” + <item 4>, “/<item 5>”,
headers = {
“X-Cisco-Meraki-API-Key”: <item 6> ,
“Content-Type”: “<item 7>"

} .
<item 8>={“"<item 9>":<item 10>})

Drag and drop the code from the left code from the left onto the item number on the right to complete the Meraki code to obtain a list of client which have used this

network.
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params <item 1>
networks <item 2>
timespan <item 3>
get <item 4>
432000 <item 5>
base_url <item 6>
application/json <item 7>
network_id <item 8>
clients <item 9>
api_key <item 10>

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1-d,2-f,3-b,4-h,5-i,6-j,7-9,8-a,9-¢,10-¢

NEW QUESTION 138
- (Exam Topic 1)
Before which process is code review performed when version control is used?

A. committing code
B. branching code
C. merge of code
D. checkout of code

Answer: C

NEW QUESTION 142

- (Exam Topic 1)

A developer is writing an application that a REST API and the application requires a valid from the API which element of the response is used in the conditional
check?

A. URL

B. Status code
C. Link

D. Body

E. Headers

Answer: B

NEW QUESTION 143
- (Exam Topic 1)
Refer to the exhibit.

docker run -p 3000:5000 £877cbf2f£33

A process on the host wants to access the service running inside this Docker container. Which port is used to make a connection?
A. only outbound connections between 3000 and 5000 are possible

B. port 3000

C. any port between 3000 and 5000

D. port 5000

Answer: B
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NEW QUESTION 144
- (Exam Topic 1)
Refer to the exhibit.

def process devices (dnac, token):
url = “https://{}/api/vl/network-device”.format (dnac[ ‘host’])
headers[“x-auth-token”] = token
response = requests.get(url, headers=headers, verify=False)
data = response.json()
for item in datal[‘response’]:
print (item[“*hostname”] ,” ", item[“managementIpAddress”])

What is the function of the python script?

A. Count and print the total number of available devices.

B. Iterate over a list of network devices and write all device names and management IP addresses to an output file.

C. lterate over a list of network devices and write all device type and associated management IP address.

D. For each device that is returned, display the device and, for each device, print the device name and management IP address.
E. Loop through the returned list of network devices and, for each device, print the device name management IP address.

Answer: E

NEW QUESTION 145
- (Exam Topic 1)
How does requesting a synchronous API operation differ from requesting an asynchronous API operation?

A. clients poll for the status of the execution of operations

B. clients subscribe to a webhook for operation results

C. clients can access the results immediately

D. clients receive responses with a task id for further processing

Answer: C

NEW QUESTION 150
- (Exam Topic 1)
What is an example of a network interface hardware address?

A. domain name

B. IP address

C. workstation nhame
D. MAC address

Answer: D
NEW QUESTION 154

- (Exam Topic 1)
Drag and Drop the GIT commands from the left onto the right that add modified local files to a remote repository. Not all options are used

git push Git command one
git add . Git command two
git checkout -b “new branch” Git command three

git commit -m “this is my edit”

git pull

A. Mastered
B. Not Mastered

Answer: A
Explanation:

git add .
git commit -m “this is my edit” git push

NEW QUESTION 156
- (Exam Topic 1)
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What is the purpose of a MAC address?

A. To uniquely identify a router in a LAN

B. To uniquely identify a network interface in a LAN
C. To uniquely identify a device on the internet

D. To uniquely identify a switch in a LAN

Answer: B
NEW QUESTION 159

- (Exam Topic 1)
Refer to the exhibit.

#!/bin/bash

read ndir

while [ -d “$ndir” ]
do

cd $ndir

done

mkdir $ndir

What is the action of the Bash script that is shown?

A. The script waits until input is entere

B. If the directory exists, the script goes into it until there is no directory with the same name, then it creates a new directory.

C. The script goes into the directory called “$ndir” and makes a new directory called “$ndir”

D. The script waits unit input is entered, then it goes into the directory entered and creates a new directory with the same name.
E. For all directories in the current folde

F. The script goes into directory and makes a new directory.

Answer: A

NEW QUESTION 164
- (Exam Topic 1)
Which device is used to transport traffic from one broadcast domain to another broadcast domain?

A. load balancer
B. layer 2 switch
C. router

D. proxy server

Answer: C

NEW QUESTION 167

- (Exam Topic 1)

The project is migrated to a new codebase, the “old_project” directory must be deleted. The directory has multiple read-only files, and it must be deleted
recursively without prompting for confirmation. Which bash command must be used?

A. rm -rf old_project
B. rm -r old_project
C. rmdir -p old_project
D. rmdir old_project

Answer: A

NEW QUESTION 169
- (Exam Topic 1)
What operation is performed with YANG model-driven programmability in NX-OS?

A. configure a device with native and OpenConfig-based models

B. send CLI commands to a device and retrieve output in JSON format
C. run Linux commands natively on the device

D. bootstrap a device that has a factory-default configuration

Answer: A
Explanation:

Reference:
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-74151

NEW QUESTION 172
- (Exam Topic 1)
Which model-driven programmability protocol does Cisco IOS XE Software support?

A. CORBA
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B. SSH
C. gNMI
D. SOAP

Answer: C

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/gnmi_

NEW QUESTION 177
- (Exam Topic 1)
Drag and drop the network automation interfaces from the left onto the transport protocols that they support on the right. Not all options are used.

SSH gRPC
HTTP
NETCONF
HTTP/2
HTTPS
RESTCONF
A. Mastered
B. Not Mastered
Answer: A
Explanation:
SSH gRPC
HTTP/2
HTTP
NETCONF
HTTP/2
SSH
HTTPS
RESTCONF
HTTPS

NEW QUESTION 179
- (Exam Topic 1)
Which network device monitors incoming and outgoing traffic and decides whether to allow or block specific traffic based on a defined set of rules?

A. switch
B. load balancer
C. reverse proxy
D. firewall

Answer: D

NEW QUESTION 183
- (Exam Topic 1)
What are two advantages of YANG-based approaches for infrastructure automation? (Choose two.)

A. directly maps to JavaScript

B. multi-platform vendor abstraction

C. designed to reflect networking concepts

D. compiles to executables that run on network devices
E. command line driven interface

Answer: BC

NEW QUESTION 184
- (Exam Topic 1)
Which status code is used by a REST API to indicate that the submitted payload is incorrect?
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A. A.-400B.403C.405D.429
Answer: A

Explanation:
Reference:
https://community.cisco.com/t5/application-centric/apic-rest-api-produces-inconsistent-response/td-p/2758230

NEW QUESTION 188
- (Exam Topic 1)
Refer to the exhibit.

List Rooms

List rooms.

The title of the room for 1:1 rooms will be the display name of the
other person.

By default, lists rooms to which the authenticated user belongs.

Long result sets will be split into pages.

/v1l/rooms
Query Parameters
Name Description
teamld List rooms associated with a team, by ID.
string
type List rooms by tape.
string Possible values: direct, group
sortBy Sort results.
string Possible values: id, lastactivity, created
max Limit the maximum number of rooms in
number the response.
Default: 100

Fill in the blank to complete the query parameter and value so that the result set is returned in reverse chronological order (most recent first) based on when

message were entered.

HTTP GET /v1/rooms "

A. Mastered
B. Not Mastered

Answer: A

Explanation:

—

HTTP GET /v1

NEW QUESTION 189
- (Exam Topic 1)
Which two elements are foundational principles of DevOps? (Choose two.)

A. designing applications as microservices

B. encouraging containers for the deployment of applications
C. organizing cross-functional teams over organizational silos
D. optimizing the cost of infrastructures

E. automating over documenting

Answer: CE

NEW QUESTION 192
- (Exam Topic 1)
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An application calls a REST API and expects a result set of more than 550 records, but each time the call is made, only 25 are returned. Which feature limits the

amount of data that is returned by the API?

A. pagination

B. payload limit

C. rate limiting

D. service timeouts

Answer: A

NEW QUESTION 196
- (Exam Topic 1)

Drag and drop the requests from the left into the correct order on the right to create and check the path trace between two devices using Cisco DNA center API.

of source and destination devices

GET /api/v1/flow-analysis/{flowAnalysisid} Step 1
POST /api/v1l/flow-analysis Step 2

POST /api/system/v1/auth/token Step 3

GET /api/vl/network-device/ and choose IP Step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1-C,2-D,3-B,4-A

NEW QUESTION 199
- (Exam Topic 1)
What are the two purposes for using a VLAN in a network? (Choose two)

A. It is used to create the routing table.

B. It creates a collection of MAC addresses.
C. ltis used for VM network traffic.

D. It segments a network.

E. It creates a broadcast domain.

Answer: DE

NEW QUESTION 200
- (Exam Topic 1)

Drag and drop elements of the RESTCONF protocol stack from the left onto the correct description on the right. Not all elements on the left are used.

<data> content
XML or JSON operations
SSH transport

<rpc>, <rpc-reply>

GET, POST, PUT, PATCH, DELETE

HTTPS

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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1-B,2-E,3-F
Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/169/b_169_programmability _cg/restconf

NEW QUESTION 202
- (Exam Topic 1)
Drag and drop the HTTP status codes from the left onto the correct descriptions on the right.

400 Unauthorized
401 Not Found
403 Bad Request
404 Forbidden

A. Mastered
B. Not Mastered

Answer: A

Explanation:

1-B,2-D,3-A,4-C

Reference:
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118217-troubleshoot-wsa-00.html

NEW QUESTION 207
- (Exam Topic 1)
On which network plane is routing protocol traffic handled?

A. data plane

B. management plane
C. authentication plane
D. control plane

Answer: D
Explanation:

Reference: https://tools.cisco.com/security/center/resources/understanding_cppr

NEW QUESTION 209
- (Exam Topic 1)
Refer to the exhibit.

<books>
<science>
<biology>10.00</bioclogy>
<geology>9.00</geclogy>
<chemistry>8.00</chemistry>
</science>
<math>
<calculus>20.00</calculus>
<algebra>12.00</algebra>
</math>
</books>

Which JSON is equivalent to the XML —encoded data?
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B L 4
“books?: {

“science”: |
“piology”: “10.007,
“geology”: “9.007,
“chemistry”: “8.007

},

“wmath* {

“calculus”: “20.007,
“algebra”: “12.00"
}

“books”: [

“Wscience”: {
“biology’”: M10.00%,
“geology™”: “9.007,
“chemistry”: “8.00"

},

'\.imathﬂ: {

“ealculus”: “20.007,
“algebrar:; V12, 00"

}
}
}
oF
“books”: [
“science”: {
"Biology®”: “10.007;
“geology”: “9.007,
“chemistry”: “8.00%
Yo
vmath”: |
oalegluss™: ¥20.007,
“algebra”: ™12.007
}
]
}
D {
“books™: [
wscience”, {
“biclogy™: “10.007,
“geology”: “9.007,
“chemistry”: “8.00"
Yo
'\.imath.l'! ; {
“ealculus”: »20.007,
“algebra”: “12.00"
}
1
}
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 214
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- (Exam Topic 1)

Drag and drop the descriptions from the left onto correct application deployment models on the right.

provides a low-latency compute capability close to
the data source

environment where you pay only for the resources
that you consume

offers a self-service, elastic compute environment
from a dedicated set of physical resources

Public Cloud

provides an approach for overflow traffic
to burst out to meet peak demands

Private Cloud

shared compute platform that is offered
over the Internet

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1-B,2-E,3-C,4-D,5-A

NEW QUESTION 219
- (Exam Topic 1)
Which platform is run directly using a hypervisor?

A. bare metal systems
B. containers

C. virtual machines

D. applications

Answer: C

NEW QUESTION 223
- (Exam Topic 1)
Refer to the exhibit.
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10.1.1.0/30

Fa0/6 Fa0/18 Fa0/18

S0/0/0 so/0M

10.2.2.0/30

S0/0/1

192.168.1.0/24

Which two statements about the network diagram are true? (Choose two.)

A. PC-A and PC-B are in the same subnet.

B. One of the routers has two connected serial interfaces.

C. The subnet of PC-C can contain 256 hosts.

D. R1 and R3 are in the same subnet.

E. The subnet address of PC-B has 18 bits dedicated to the network portion.

Answer: BC

NEW QUESTION 228
- (Exam Topic 1)
Refer to the exhibit.

o
I

o
I

bash-3.2§ curl -HE “Content-Type: application/json” -H "“Authorization: Bearer
F§22zzykEa091ic9GK238LtE1Bk1E6OREPQdwW1Pat601iTndtEENWZL2b5PQMG14Kk B9ei5ISACLY T
NarA-2n9H-tGgt-SxQ39iDejges” -i -d “{ \“roomId\”:
\"Y2gqeK53sjELknosrCTSwQ526L99pHgiuScBTDENVUs Y 8Xx4wDKLi PORCEKryANM3QmKILOZSPOGA \

~ , \’text\”: \”test2\” }” _x POST https://api.ciscopark.com/vl/messages

C
Via: 1.1 linkerd
Transfer-Encoding: chunked
TrackingID: ROUTER 5EOFE283-63EB-01BB-00ED-806BF1ED0OOED
Date: Sat, 01 Jan 2020 00:55:31 GMT
Server: Redacted
Content-Type: application/json;charset=UTF-8
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includedsybDomains; preload

i \.\.idl'l': i

YCpJf3aVovyBYcbn715desNkKegN5t1ExdebdenPtl14Va05NEChIMG1 7] 0tWXQLoIPuoJ73uu7JdoX
g® “,"roomId”:”

¥2geK53sjELknosrCTSwQ5ZGLI9pEgiuScB7DENVUSr 8Xx4wDKLiPORCEKryANM3QQmMK99LOZsP0G4
I - L mnﬂype” . "g‘."D‘l.IP" % .F.Ftext" H ﬂ'testzﬂ' . "PEJ‘:S'DDId"" H "

YogYzLeXgtyfwd 1 X0wgfKE Twhi 2 3KugWt4kLwkbb3IWwEIJB1VMZOklvyDdFoppbleinNjll1FcMyy5
wD” , "personEmail”: “useriiwebex.com”, "created”:"2020-01-01T00:55:32.4922"}

bash-3.285

Drag and drop the descriptors from the left onto the correct parts of the API request and response on the right.
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Response Headers B
HTTP Request B
HTTP Response C
Request Payload D
Request Headers E
Response Payload F

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A-E,B-D,C-B,D-C,E-A F-F

NEW QUESTION 230
- (Exam Topic 1)
Which platform is run directly using a hypervisor?

A. Virtual

B. Bare metal systems
C. Containers

D. Applications

Answer: C

NEW QUESTION 235
- (Exam Topic 1)
Which mechanism is used to consume a RESTful API design when large amounts of data are returned?

A. Data sets
B. Scrolling
C. Blobs

D. Pagination

Answer: D

Explanation:
Reference: https://nordicapis.com/everything-you-need-to-know-about-api-pagination/

NEW QUESTION 239
- (Exam Topic 1)
What is the first development task in test-driven development?

A. Write code that implements a desired function.

B. Write a failing test case for a desired function.

C. Write a passing test case for existing code.

D. Reverse engineer the code for a desired function.

Answer: B
Explanation:

Reference:
https://technologyconversations.com/2013/12/20/test-driven-development-tdd-example-walkthrough/

NEW QUESTION 242
- (Exam Topic 1)
Which two use cases are supported by Meraki APIs? (Choose two.)

A. Retrieve live streams from a Meraki Camera.
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B. Build a custom Captive Portal for Mobile Apps.

C. Configure network devices via the Dashboard API.

D. Build location-aware apps from Wi-Fi and LoRaWAN devices.
E. Deploy applications onto the devices.

Answer: BC

NEW QUESTION 244
- (Exam Topic 1)
Which two descriptions can be given to an application that is interacting with a webhook? (Choose two.)

A. Processor

B. Codec

C. Listener

D. Receiver

E. Transaction monitor

Answer: CD

NEW QUESTION 246
- (Exam Topic 1)
What are two roles of an artifact repository in a CI/CD pipeline? (Choose two.)

A. is required for CI/CD pipelines executed on a public cloud infrastructure
B. is required for managing open source software

C. stores files needed and generated during the build process

D. allows for comparing and merging changes in the source code

E. provides traceability, search, and management of binary files

Answer: CE
NEW QUESTION 248

- (Exam Topic 1)
Refer to the exhibit.

$ pyang -f tree Cisco-IO5-XE-native.yang
module;: Cisco-IOS-XE-native
+--rw native
+--rw logging
+=--rw monitor|
+--rw severity? logging-level-type

$ curl --insecure -v -X PATCE \
“https://ios-xe-mgmt-latest.cisco.com:9443/restconf/data/Cisce-I05-XE-native:native” \
-H ‘Authorization: Basic ZGV2ZWxvcGVyOkMxc2NvMTIzNDU=' -H ‘Accept: application/yang-data+json’ \
-H ‘Content-Type: application/yang-data+json’ \
-d ‘{ "Cisco-I0S-XE-native:native” : { “'10gging'" : { "monitor” : { ""SEverity” : “alerts” }} } }’
b PR
_ NN
< HTTF/1.1 204 No Content

The definition of the YANG module and a RESTCONF query sent to a Cisco 10c XE device is shown. Which statement is correct if the RESTCONF interface
responds with a 204 status code?

A. The query failed at retrieving the logging seventy level.

B. The query failed to set the logging seventy level due to an invalid path.

C. The query retrieved the logging seventy level.

D. The query updated the logging seventy level or created it if not present on the device.

Answer: D

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1611/b_1611_ programmability _cg/restco

NEW QUESTION 252

- (Exam Topic 1)

How is a branch called "my-bug-fix" started to develop a fix needed in a product?
A. git branch -b my-bug-fix

B. git checkout -b my-bug-fix

C. git checkout my-bug-fix

D. git branch my-bug-fix

Answer: B
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NEW QUESTION 253
- (Exam Topic 1)
Which line is an example of the start of a chunk from a unified diff?

A. @@ -90,88 +20191008T1349@ @

B. @@ -20191007T1200 +88,90 @@

C. @@ -20191007T1200 +20191008T1349@ @
D. @@ -88,10 +88,6 @@

Answer: D

Explanation:
Reference:
https://unix.stackexchange.com/questions/252927/what-do-the-numbers-in-the-line-mean-in-output-of-diff

NEW QUESTION 255

- (Exam Topic 3)

Drag and drop the code from the bottom onto the box where the code is missing to authenticate with the Cisco DNA Center REST API by using basic
authentication. Then generate a token for later use. Not all options are used.

import requests
from requests.auth impert HTTPBasichuth

BASE_URL = 'https://sandboxdnacld.cisco.com'

AUTE URL = '/dna/system/api/vl/ :

USERNAME = 'admin’

PASSWORD = 'qwerl2i4'®

response = regquests, (BASE_URL + AUTH_URL,
auth=HTTFBasicAuth ( . ) )

token = respcnse.jscn|() ('Token’)
print (tcken)

aurth/basic fanth/roken post. aer.
USERNAME Token FRGSWORD
A. Mastered

B. Not Mastered
Answer: A

Explanation:

import requests
from requests.auth impert HTTPBasichuth

BASE_URL = 'https://sandboxdnacld.cisco.com'
AUTE URL = '/dna/system/api/vl/!

i
USERNAME = ‘admin’
PASSWORD = 'qwer1234!'’

reasponse regquestcs. post (BASE_URL + AUTH_URL,

auth=HTTFBasicAuth ( USERNAME FRASSWORD ) )

token = respcnse.jscn|() ('Token’)
print (tcken)

aurth/basic fauth/roken post. aer. |

| UOSERNAME Token | FROESWORD
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NEW QUESTION 257
- (Exam Topic 3)
What is a characteristic of the Cisco Finesse platform?

A. Applications allow services to be invoked on a network triggered event.

B. The platform provides a ready-to-go platform for HD video and audio conferencing.
C. Applications are added to the platform from the desktop remotely.

D. The platform includes an enterprise-class IM engine.

Answer: A

Explanation:

A characteristic of the Cisco Finesse platform is that applications allow services to be invoked on a network triggered event. Cisco Finesse is a hext-generation
agent and supervisor desktop designed to provide a rich, browser-based experience for contact center agents and supervisors. It offers a flexible, open
development platform that allows developers to build custom applications and integrations to meet the specific needs of their contact center. One of the key
features of Cisco Finesse is the ability to trigger actions based on events within the contact center network, such as an incoming call or a change in the status of a
customer's account. This allows developers to build applications that can react to real-time events and provide relevant information or services to agents as they

handle customer interactions.

NEW QUESTION 258
- (Exam Topic 3)
Which HTTP method is used by webhooks and notifies a listener about an event change?

A.PUT

B. POST
C. PATCH
D. GET

Answer: B

NEW QUESTION 262
- (Exam Topic 3)

A developer must test the performance and reliability of an application. After functional and load tests are run, the application crashes due to traffic spikes from

users. Which type of API constraint must be implemented to maintain reliability?

A. rate limiting
B. pagination

C. payload limits
D. filtering

Answer: A
NEW QUESTION 264

- (Exam Topic 3)
Refer to the exhibit.

1 <routing xmlns="urn:ietf:params:xml:ns:yang:ietf-routing">

2 <routing-instance>

3 <name>default</name>

4 <description>default-vrf [read-only]</description>

5 <routing-protocols>

€ <routing-protocol>

7 <type zmlns:ospf="urn:ietf:params:xml:ns:yang:ietf-
X ospf">ospf:ospfv2</type>

g <name>100</name>

5 <ospf xmlns="urn:ietf:params:xml:ns:yang:ietf-ospf">
10 <lnstance>
11 <af ¥xmlns:rt="urn:ietf:params:xml:ns:yang:ietf-
o routing">rt:ipvi</af>
12 <router-id>l.1l.1l.1l</router-id>
13 <NSIr>

14 <enable>false</enable>

5 </nsr>
16 <auto-cost>
17 <enable>false</enable>
18 </auto-cost>
19 <redistribution

X xmlns="urn:ietf:params:xml:ns:yang:cisco-ospf">
20 <rip/>
21 </redistribution>
22 </instance>
23 </ospf>
24 </routing-protocol>
25 </routing-protocols>
26 </routing-instance>
27 </routing>

What are two characteristics of the NETCONF response? (Choose two.)
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A. ospf is defined by the ietf-ospf module.

B. ietf-ospf imports ietf-routing.

C. redistribution is a module of type cisco-ospf.
D. routing protocols is a list.

E. The main module is routing.

Answer: BC
NEW QUESTION 267

- (Exam Topic 3)
What is a characteristic of RPC APIs compared to REST APIs?

A. Authentication is done over provisions for the service caller and vice versa for RPC API, and REST API uses HTTP headers for authentication.
B. All communications between the client and server must be stateless for RPC API, and REST API is stateful.
C. The architecture model for RPC API is resource-focused, and REST API is procedure-focused.

D. The data payload must be in JSON format for RPC API, and REST API allows JSON and XML formats.

Answer: A

NEW QUESTION 272
- (Exam Topic 3)

FROM ubuntu

user@hostl:~/tmp$ cat Dockerfile
# Dockerfile to install traceroute

MAINTAINER User One (userconeficisco.com)
RUN apt-get update && apt-get install traceroute

Refer to the exhibit. Drag and drop the Dockerfile contents from the left onto the functions on the right that create a container image to run traceroute to track

network path to specific targets. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Inializes a new build stage
_______________________ L i el e, s A AR ol o ol e
e e .
| command to execute document author
I
1| Intiaizes a new build stage command to execute
—_— e —_—— J
|
coples new files or directocies |
A e |
sets the usend

NEW QUESTION 274
- (Exam Topic 3)
What is a capability of the AXL API?

A. It signs a user in to a phone that is configured for extension mobility.

B. It pulls logs for the Cisco Tomcat service.

C. It authenticates users who exist in Cisco Unified Communications Manager.
D. It provides support for HTTP and HTTPS communications.

Answer: C
NEW QUESTION 279

- (Exam Topic 3)
Refer to the exhibit.

Server 1:

IP Address:
10.10.20.10
Netmask:
255.255.255.0

Server 2:

IP Address:
10.10.30.10
Netmask:
255.255.255.0

While developing a Cisco Webex bot, an application reaches the public IP address of the firewall, but traffic is forwarded to the IP address of server 1 instead of

the IP address of server 2. What causes this issue?

A. The proxy server that rewrites traffic is misconfigured.

B. The router is sending the traffic to server 1 instead of server 2.
C. The switch is forwarding IP traffic to the wrong VLAN.

D. NAT is misconfigured on the firewall.

Answer: D

NEW QUESTION 281
- (Exam Topic 3)

A developer has experienced security issues with a previously developed application. The API offered by that application is open and without any constraints.
During a recent attack, the application was overloaded with API requests. To address this issue, an API constraint is implemented to protect the application from
future attacks or any sudden throttling. Which API constraint must the application developer implement in this situation?

A. pagination
B. rate limiting
C. filtering
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D. payload limiting

Answer: B

NEW QUESTION 283
- (Exam Topic 3)
Drag and drop the capabilities from the left onto the Cisco Network Management Platforms that support the capabilities on the right.

receives Al/ML network performance Insights, and uses quided Meral
achieves automation through common policy for data center
operatiors Cisco DNA Center
establishes an overlay fabric to connect data centers, branches,
and campuses through vManage Al
provisions and manages nétworks, networking devices, and ;
dients through a fully managed doud service Csco SD-WAN
supparts multtvendor petworks through
Network Element Drivers NSO
A. Mastered
B. Not Mastered
Answer: A
Explanation:
recelves Al/ML network performance Insights, ard uses guided | provisions and manages networks, networking devices, and
issue remediation dients through a fully managed doud service

achieves automation through common polcy for data center | | recelves ALML network performance Insights, and uses quided

| establshes an overlay fabric to connect data centers, branches, | | achieves automation through common policy for data center |
| and campuses through vManage | operations |

i provisions and manages networks, networking devices, and | establishes an overlay fabric to connect data centers, branches,

| dients through a fully managed doud service | and campuses through vManage
| Supparts multivendor networis through | I. | Mmdmmmmfwgr

| Network Element Drivers [ | Network Element Drivers

NEW QUESTION 286

- (Exam Topic 3)

A team of developers is responsible for a network orchestration application in the company. The responsibilities also include:

developing and improving the application in a continuous manner deployment of the application and management of CI/CD frameworks
monitoring the usage and problems and managing the performance improvements Which principle best describes this DevOps practice?

A. responsible for IT operations
B. automation of processes
C. end-to-end responsibility
D. quality assurance checks

Answer: C

NEW QUESTION 289
- (Exam Topic 3)
Drag and drop the API characteristics from the left onto the categories on the right.
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The APl is seen as a function call. REST
There is communication between server and client.
it follows a resource-oriented model.
RPC
The API can be stateless.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 291
- (Exam Topic 3)

$ find /home/user/backup -mtime +30 —-type f -print
$ find /home/user/backup -mtime +30 -type f —-delete

Refer to the exhibit. An engineer is managing the network of an enterprise. The network is using a distributed deployment model. The enterprise uses database to
store logs. The current policy requires logs to be stored if changes are made to the infrastructure in any of the devices on the data centers. Which workflow is

being automated by the Bash script?

A. returning backup files that are older than 30 days

B. deleting backup files that are older than 30 days

C. configuring the directory to delete files automatically
D. automating deletion of all backup files every 30 days

Answer: B

NEW QUESTION 296
- (Exam Topic 3)

Drag and drop the functions from the left onto the networking devices on the right.

forwards by default

load balancer

distributes uni:_:ast switch
traffic over devices
uses traffic inspection to make
) . firewall
forwarding decisions
distributes multicast traffic ut
over devices router
A. Mastered

B. Not Mastered
Answer: A

Explanation:

forwards by default

forwards by default

distributes unicast
traffic over devices

distributes unicast
traffic over devices

forwarding decisions

uses traffic inspection to make

uses traffic inspection to make
forwarding decisions

distributes multicast traffic
over devices
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NEW QUESTION 297
- (Exam Topic 3)

import requesats, 3json
url = https://sandboxdnac.cisco.com:443/dna/intent/api/vl/3daa70bdedsb
headers = |
'x-auth-token': ‘eyJhbGc v yJbNE ",
'Cﬂntent-?ypq': *5pFl;cat;anfjn:n‘_
}
paylcad = {

"aettinga™: |
“"dhcpServer™: ["172.30.200.3%],
"dnaServer™: |
"domainName™: "devnet.local”,
"primarylphAddress™: "172.30.200.86",
"secondaryIpAddress®: "172.30.200.7"}.
“sysleogServer®: (“ipAddresses®™: ["10.2535.0.1%]; “"configureDnacIP®: True)

}
response = requests.request(’ POST', url, headers=headecs, data=payload)
print (reaponse.status_code)

Refer to the exhibit. A developer writes a script to create a new network by using the Cisco DNA Center API. After running the script for the first time, the developer
observes that HTTP code 404 is printed to the console. Which action resolves the problem?

A. The x-auth-token value must be changed to a valid token.

B. The API URL must be changed with a valid URL.

C. The requested payload must be fixed to include missing parts.
D. Internal errors on the code of API server must be fixed.

Answer: B

NEW QUESTION 300
- (Exam Topic 3)
Which IP service synchronizes the time across devices?

A. DNS
B. NTP
C. SNMP
D. NAT

Answer: B

NEW QUESTION 305
- (Exam Topic 3)
Which network constraint causes the performance of the application to decrease as the number of users accessing the application increases?

A. latency

B. loss

C. bandwidth
D. jitter

Answer: C

NEW QUESTION 307
- (Exam Topic 3)
Which action do webhooks enable an application to perform?

A. Increase the request rate limit.

B. Populate the application with restricted data.
C. Receive real-time data.

D. Implement a push model.

Answer: D
Explanation:

Simplifying the wording: Webhook enables the app to ( push or receive real time) . The clients should receive real time but the app pushes.

NEW QUESTION 312
- (Exam Topic 3)
What is a firehose webhook?

A. It collects data from third-party cloud APIs for custom applications.

B. It enables an application to receive real-time data from Cisco Webex.

C. It enables data to flow from the Cisco Webex API to a user’s application.
D. It sends a notification of any event for commonly used resources.

Answer: D
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NEW QUESTION 315
- (Exam Topic 3)

/apifaccess/global/rules

Implementation Notes
Add a new global access rule.
Parameters

AP| operations on global access rules. GET PUT PATCH [85) DELETE

Parameter Required Description Type Data Type
body true Definition of the global access rule to be added. body ExtendedACE

Response

Response Content Type |application/json |

Response Object ExtendedACE

Extended ACE Model
Field Value Description Constraints
sourceAddress® object source address in the ace None
destinationAddress® object destination address in the ace Mone
kind* string The kind of this resource object MNone
dstSecurity object destination security group in the ace None
dstSecurity. Value string Mone
active® boolean shows if the rule is active or inactive, default is active Mone
destinationService* object destination service in the ace None
permit* boolean shows if the action is permit or deny None

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to complete the function that adds a new global access rule
that denies traffic using the Cisco ASA REST API. Not all options are used.

def add rule(token,
data = |

"kind®:
"yalus":

b

import requests as req
asa IP,

"destinationAddress": |
"Ipvdnddress"™,
dest wvidlAddress

"destinationService™: {

dest viAddre=ss):

"valuea";
!

}
objectRequestUrl=

res = redq.request

"kind": "NetworkProtocol"™,
"value": "ip"

by

"active™: True,

"sourcehddress": |
"kind": "AnyIPAddress",
H-anyq L1

json=data, verify=False)

"https://"| Il
(|

]

print ("Success.")
else:
print ("Failed")

[if res.status code == 201: I

[if res.status code == 203: ]

|+ asa IP + ",«’api,.r'accessfglnhalfrules"l

I'POST',

objectRequestlrl, I

['permit”: False, I

|+ asa_IP = "/access/global/rules” I

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 318
- (Exam Topic 3)
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Refer to the exhibit. An engineer runs a network that consists of Cisco Nexus devices. The network is distributed between data centers in different locations. The
switches are configured using standalone connections and a single point of failure. Which process is being automated by the Ansible playbook?

A. enabling HSRP on the nxos_rtr inventory host
B. enabling HSRP on the rtr-1a inventory host

C. executing HSRP configuration from the Ansible controller node
D. executing HSRP configuration from the srv-1a inventory host

Answer: B

NEW QUESTION 321
- (Exam Topic 3)

Drag and drop the code snippets from the bottom onto the blanks in the code to complete the happy path scenario. Not all options are used.

Sk - amber as
meaT L)
a3 Te .
s ] B 0l L name
wa ] g = & =
-] re=ke s
ul oot aAtld PRemDer L B meELDe X
Ty &= s
1 ¥ mambae - 5 - & T8
ratur Lrrus
PR T
) 1'—:| [
DYVERST . LIiMEGTE
=F =a
&AM aa RE Ll
il TEAar
&l TEAP
lpycess .. E1xnE ]
- T
mamoer = Pl L £ 5 .":._."'.‘I
- Eroe
ol SmGaer
EET AT T -5 - - -
- | - bl rachh - arToToa
af Test Ad namber To team|sslf, =sar, member
s3sec] s 7o

| return True |

| team.add_memﬂer{memberjl

|self Jmmembers.appand (membar !I|

d member |

| yvie

| return False |

| member .add membexr ()

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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T - g gy
e ‘s - EWS9

[ return False J

- - -
l team.add_memrer{memberpl

def test add member to teamisslf, Team, memrbear):

“"-'I vield member

team.add member (membar)

| = P 5 5
!SELf_memﬂers_appencimemne:ﬂ

| member.add member() |

NEW QUESTION 322
- (Exam Topic 3)
Refer to the exhibit.

HTTP Request

curl http://hello-api.info -v

HTTP Response

Trying hello-app.info...
TCP_NODELAY set
Connected to hello-app.info (hello-app.info) port 80
GET / HTTP/1.1
Host:hello-app.info
User-Agent: curl/7.64.1
Accept: */*

Vol WY Y % % N

f""«

HTTP/1.1 502 Bad Gateway

Server: nginx/1.14.0 (Ubuntu)

Date: Sat, 21 Nov 2020 11:09:54 GMT
Content-Type: text/html
Content-Length: 182

Connection: keep-alive

AT A S

A

(#0)

A developer cannot reach the web application behind an NGINX load balancer. The developer sends a request to an application FQDN with cURL but gets an

HTTP 502 response. Which action solves the problem?

A. Fix errors in the server configuration, which is behind the load balancer.
B. Bring up the load balancer to the active state.

C. Fix errors in the cURL request sent by the client.

D. Change the default gateway on the load balancer to an active one.

Answer: A

Explanation:

The HyperText Transfer Protocol (HTTP) 502 Bad Gateway server error response code indicates that the server, while acting as a gateway or proxy, received an

invalid response from the upstream server.

https://developer.mozilla.org/en-US/docs/Web/HT TP/Status/502#:~:text=The%20HyperText%20Transfer%20P

NEW QUESTION 323
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- (Exam Topic 3)
Refer to the exhibit.

import requests

base url = f"https://webexapis.com/vl/people"
"Accept": "application/json"™
person email = 'customer@company.com’
url = f"{base url}?email=(person email}"
response = redquests.request ("GET", url, headers=headers)
1f response.status code == 200 :

print (f"OK - Added {person email}"™)

else:

print (E"ERROR CODE {response.status code}"™)

A collaboration engineer has developed a script to automate the gathering of information by providing the email address of the individual. When the engineer tests
the script, a 401 error is received. Which command fixes the script?

A. Add "Authorization": "Bearer <WEBEX_TOKEN>" to the headers

B. Add "Authentication": "Basic <WEBEX_TOKEN>" in the base_url after "https://".
C. Add "<Authorization>:<password>@" in the base_url after "https://".

D. Add "Authentication™: "Bearer <WEBEX TOKEN>" to the headers

Answer: A

NEW QUESTION 327
- (Exam Topic 3)
Which platform has an API that has the capability to obtain a list of vulnerable software on user devices?

A. Cisco Advanced Malware Protection
B. Cisco Umbrella

C. Cisco Identity Services Engine

D. Cisco Firepower

Answer: A
NEW QUESTION 330

- (Exam Topic 3)
Refer to the exhibit.

git clone git://git.kernel.org/.../git.git my.git

cd my.git
git branch -d -r origin/todo origin/html origin/man (1)
git branch -D test (2)

What does the command marked (2) do when it is run?

A. It duplicates the test" branch.

B. It deletes the "test" branch only if a new branch is created.
C. It deletes the "test" branch.

D. It does not delete the branch until it is merged.

Answer: C

NEW QUESTION 331
- (Exam Topic 3)
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Refer to the exhibit.

Which action does the script perform?

A. It queries user credentials from Cisco I0S XE devices.
B. It retrieves device identification from Cisco DNA Center.
C. It exports SSID information from Meraki dashboard.

D. It collects group information from ACI.

Answer: D

NEW QUESTION 333

- (Exam Topic 3)

Refer to the exhibit.

url
response

‘https: //api.amp.cisco.com/vl/computers’

response json

for item in response json [‘data’]

session.get (url)

response. json ()

print (item[‘connector guid’], item[‘hostname’])
while ‘next’ in response json[‘'‘metadata’] [‘links’]:
response = session.get (next url)

response json
for item in response json|[‘data’]:
print (item[ ‘connector guid’], item[ ‘hostname’])

response. json()

An engineer sends the request to collect data over Cisco AMP for Endpoints API. The Engineer must list guide and hostname data for all computers, but the first
request returns only 500 items out of 2,000. Then, the engineer adds the loop to collect all the data. What must be added to the script where the code is missing to
complete the requests?

A | nﬁxt_url = EﬂSpﬂnSﬁ_jSﬂn [ *'metadata’] ['*links’] [‘*next’]
B lnex;_url = response json [ ‘metadata’] I‘next‘i]
. I - —
C [next_url = response json [‘next’][
0 nﬂxt_url - rﬂspcnsa_jscn [ 'metadata’] [*links’] |
A. Option A
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B. Option B
C. Option C
D. Option D
Answer: A

Explanation:

https://github.com/CiscoSecurity/amp-03-pagination/blob/master/01_paginate.py while 'next' in response_json['metadata'’]['links']:
next_url = response_json['metadata’]['links’]['next’] response = session.get(next_url)

response_json = response.json()

for computer in response_json['data’]: print(computer['‘connector_guid'], computer['hostname'])

NEW QUESTION 335
- (Exam Topic 3)
Refer to the exhibit.

module ietf-interface |

prefix if;
import ietf-yang-types {
prefix yang:;

}

list interface {
key "name";
leaf name |
type string;
}
leaf admin-status {
type enumeration |
enum up {
value 1;
}
enum down |
valus 2;
}
enum testing ({
value 3;
}
!
}

leaf 1f-index |
type int32 {
range

}

}
container
leaf in-octets |

}

}

}

namespace "urn:ietf:params:xml:ns:yang:ietf-interfaces™;

container interfaces-state |

"1l..2147483647"

statistics
type yang:counteréd;

leaf in-unicast-pkts |
type yang:countered;

{

Which XML snippet has interface information that conforms to the YANG model?

A. Text Description automatically generatedB.

Description automatically generated

Your Partner of IT Exam

<interfaces-state
xmlns="urn:letf:params:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:letf:params:xml:ns:yang:letf-interfaces">
<interface name="GigablitEthernetl">
<admin-status>l</admin-status>
<if-index>1</if-index>
<statistics>
<in-octets>4081€4820</in-octets>
<in-unicast-pkts>7280€l</in-unicast-pkts>
</statistics>
</interface>
</interfaces-state>

visit - https://www.exambible.com

Text



We recommend you to try the PREMIUM 200-901 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/200-901-exam/ (406 Q&AS)

<interfaces-state
xmlns="urn:ietf:iparams:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>GigabitEthernetl</name>
<admin-status>up</admin-status>
<if-index>1</if-index>
<in-octets>408164820</in-octets>
<in-unicast-pkts>72806l</in-unicast-pkts>
</interface>
</interfaces-state>

B. Text Description automatically generated| i nterfaces-state
xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>GigabitEthernetl</name>
<admin-status>up</admin-status>
<if-index>l</if-index>
<statistics>
<in-octets>408164820</in-octets>
<in-unicast-pkts>72806€l</in-unicast-pkts>
</statistics>
</interface>
</interfaces-state>
C. Text Description automatically generated| «{ ntaerfaces—-state

xmlns="urn:letf:params:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:letf:params:xml:ns:yang:letf-interfaces">
<lnterface>
<name>GiligabitEthernetl</name>
<admin-status>l</admin-status>>
<if-index>1</if-index>
<statistics>
<ln-octets>4081€4820</in-octets>
<in-unicast-pkts>7280€l</in-unicast-pkts>
</statistics>
</interface>
</interfaces-state>

Answer: C
Explanation:

https://datatracker.ietf.org/doc/id/draft-ietf-netmod-interfaces-cfg-01.txt <admin-status>up</admin-status>

NEW QUESTION 337
- (Exam Topic 3)

api_endpoint f*"https://veryusefulapi/vlz/authenticate

headers = |

"Authorization®: "Basic YWRtaW4éc3VwZIXJzZWNyZXQ="
“Accept™: "applicaticn/json”™

req = requests.get(api_endpoint, headers=headers)

Refer to the exhibit. A developer is part of a team that is working on an open-source project in which source code is hosted in a public GitHub repository. While the
application was built, security concerns were addressed by encrypting the credentials on the server. After a few months, the developer realized that a hacker
managed to gain access to the account. The exhibit contains part of the source code for the login process. Why was the attacker able to access the developer's
account?

A. The encoded credentials were available in the source code.
B. The application was not encrypting the communication with the server.
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C. The credentials were encrypted in the source code.
D. An SSL certificate was used instead of the TLS protocol to authenticate.

Answer: A

NEW QUESTION 341
- (Exam Topic 3)
What is a benefit of a distributed version control system?

A. encourages users to commit small places of work to the system more frequently

B. ensures that all code meets minimum standards before being committed to the system
C. allows users to work on the codebase even when not connected to the Internet

D. ensures that all code is tested before being committed to the system

Answer: C
Explanation:

Reference: https://about.gitlab.com/topics/version-control/benefits-distributed-version-control-system/

NEW QUESTION 346
- (Exam Topic 3)

' /bin/bash

apt-get update

apt-get -y install git
cd Code/Network Confti
mkdir PRODUCTION

cd PRODUCTION

tcuch state.yml

vi state.yml

i

Refer to the exhibit. A network engineer executes the bash script shown. Which two things are achieved by running the script? (Choose two.)

A. A directory called PRODUCTION is created.
B. The engineer changes to the parent directory.
C. A YAML file is created.

D. A YAML file is removed.

E. A directory called state.yml is created.

Answer: AC

NEW QUESTION 347
- (Exam Topic 2)
Which Cisco product provides malware and content filtering through DNS?

A. Cisco ASA Firepower module
B. Cisco AMP

C. Cisco ISE

D. Cisco Umbrella

Answer: D

NEW QUESTION 352
- (Exam Topic 2)
What is the main purpose of a code review?

A. To provide the technical lead visibility into all code
B. To identify and review errors with the team

C. To ensure that all code is checked in simultaneously
D. To detect logical errors

Answer: B

NEW QUESTION 356

- (Exam Topic 2)

What is a benefit of a model-driven approach for infrastructure automation?

A. enforces the generation of all automation scripts through the modeling environment

B. provides a small learning curve and helps system administrators with limited coding experience

C. ensures that system administrators gain a good understanding of coding and expand their experience and capabilities

D. enables a user to understand a declarative language to translate the model into an actionable script

Answer: A

NEW QUESTION 357
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- (Exam Topic 2)

What is a benefit of using edge computing in an loT implementation?

A. low cost in network design
B. low network design complexity

C. high availability for network components

D. high speed in data processing

Answer: D

NEW QUESTION 361
- (Exam Topic 2)

Drag and drop the code snippets from the bottom to the blanks in the code to test the API response through the Python unittest library. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

none content
status code 200 content_type
4073 status

Graphical user interface, text Description automatically generated

NEW QUESTION 363
- (Exam Topic 3)

Which TCP port is used to connect to a network device by using Telnet?

Answer: A

NEW QUESTION 367
- (Exam Topic 3)

Which IP service is used to monitor the performance of network devices?

A. SNMP
B. DHCP
C.DNS
D. NTP

Answer: A
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NEW QUESTION 368
- (Exam Topic 3)

get_interface_info_by_ldldevice id, headers=None, *‘request_parameters) source|
Returns list of interfaces by specified device,
Parameters
» device_id (basestring) - Device 1D.

= headers (dict) - Dictionary of HTTP Headers to send with the Request .

Returns

Retumn type
MyDict
Raises
» TypeError - If the parameter types are incorrect.
» MalformedRequest - If the request body created is invalid.

« ApiError = if the DNA Center cloud returns an error.

« ""request_parameters - Additional request parameters (provides support for parameters that may be added in the future].

JSON response. Access the object’s properties by using the dot notation or the bracket notation.

using the Cisco DNA Center SDK. Not all options are used.

from dnacenteradk import DMACenterAPI
base_url = "heeps://10.9.11.226"
= 'da4606c3-63ad-4edd-Bf35-€bfecTc2di0d’

dnac = (username="cisco’, paasword='aecret’,

base urli=base url, version='"1.3.3", verify=Falae)

[item|'port¥ame'] for item in

dnac. +get_interface_info by id(device_id) ['response’]]

# Check the number of portas cn the device

print (£*The liat of interfaces contains {len(port_liat)} itemsa.”)
§ Output
# The list of interfaces contains 54 items.

router_id device id | |DNACenterAPI DNAC

port list routers devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Your Partner of IT Exam
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from dnacentersdk import DMNACenterhAP
base_url = '"https 1 3.11.226"
I device id |= 'da460éci-63ad-4ed4-8f35-6bfecTc2dfi4’
§ . T E i = '
dnae -'||EhP‘Cente:RPL]l:.::::-.::r.c-"_--_ co', pasaword='secret',
base url=base url, version="l.3.3', verifyv=Falase)
| port 11sT i- iteml "portMame tor Atem Ar
nac :l ﬁ_e&i"' es Je ntarfaca --lf y - - = id e L
§ Check the number of ports oan the de Ce
print{f"The list f interfaces contains ien(port_list) items. ')
# Cuzput
# The list of interfaces contains 34 items
- , L, T e e a1 | ; '
| router id || device id DNACenterAPI| | DNAC J
TSR~ b el W T ERk iy | ——iet e R e e
— 1 1 | e P oy
port_list [ routers | devices ]

NEW QUESTION 370
- (Exam Topic 3)

A developer pushes an application to production. The application receives a webhook over HTTPS without a secret. The webhook information contains credentials
to service in cleartext. When the information is received, it is stored in the database with an SHA-256 hash. Credentials to the database are accessed at runtime
through the use of a vault service. While troubleshooting, the developer sets the logging to debug to view the message from the webhook. What is the security

issue in this scenario?

A. Database credentials should be accessed by using environment variables defined at runtime.

B. During the transport of webhook messages, the credentials could be unencrypted and leaked.

C. During logging, debugging should be disabled for the webhook message.

D. Hashing the credentials in the database is not secure enough; the credentials should be encrypted.

Answer: B

NEW QUESTION 375
- (Exam Topic 3)
Which function does a router provide to a network?

A. broadcast domain segmentation

B. unique host on a Layer 3 network

C. unigue hardware address for every node on a LAN
D. broadcast domain extension

Answer: B

NEW QUESTION 379
- (Exam Topic 3)

A developer completed the creation of a script using Git. Before delivering it to the customer, the developer wants to be sure about all untracked files, without

losing any information. Which command gathers this information?

A. git clean —n
B. git rm —f

C. git clean —r
D. gitrm *

Answer: A

NEW QUESTION 381

- (Exam Topic 3)

To which stage of development do Infrastructure as Code principles relate?
A. manual configuration

B. service provisioning

C. physical deployment

D. requirement collection

Answer: B

NEW QUESTION 383
- (Exam Topic 3)
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Refer to the exhibit. A network engineer must configure new interfaces on a set of devices and is planning to use an Ansible playbook for the task. All devices
support SSH and NETCONF protocol, and the interface variables are unique per device. In which directory are the YAML files including variables hosted to

automate the task with the netconf_config module?

A. current working directory
B. host_vars directory

C. group_vars directory

D. home directory

Answer: A

NEW QUESTION 387
- (Exam Topic 3)
What is a benefit of using a code review process in application development?

A. accelerates the deployment of new features in an existing application
B. provides version control during code development

C. enables the quick deployment of new code

D. eliminates common mistakes during development

Answer: D

NEW QUESTION 389
- (Exam Topic 3)

Drag and drop the steps from the left into order on the right to create a common CI/CD pipeline process. Not all options are used.

Build step 1
Commit step 2
Deploy step 3
Evaluate step 4

Test
Regress

A. Mastered

B. Not Mastered

Answer: A

Explanation:
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Build Commit

Commit Build

Deploy Test

Evaluate Deploy

Test

Regress

NEW QUESTION 391
- (Exam Topic 3)

CISCO INTERSIGHT Create Server Profile and Resources

Intreduction

Create Server Profile and Re...

rean f Lt Pgh " 2
Crauk Shivis Vadedis Doliy Create Server VMedia Policy
GET Retrieve Server Wedis Policy...

Create Server Boot Palicy hapsyfvernee Imuersighc.comiaplvl imedia/Padicies

GET Retriese Server Boot Policy by...

Craane Sarver NTP Palicy

ser Retrieve NTP Policy by Moid HEADERS
- 01" Praf
Create ‘server-01"Server Profi Accept spplication/ison
GET Rewrieve ‘server-01° Server Pro.
i i AT {{mepsig)]
Create 'server-0?' Server Profi. Authorization Sigrature {{kupsig)
sit  Fetrieve ‘server-02° Server Pr.. Digest {{computed-digest)}
Update vmedia/Profiles Profil..
Date {{eurrans-dazel}
Updare Boot/PrecisionPolice..,
Updare NTP/Palicies Profiles .. Content-Type applicationfson

Wit Herieve Server RackUnit Res..

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to construct a Python script by using the Cisco SDK. Not all

options are used.

import sys, J30n, argparse
fram intersight.intersight_api_client impert IntersightApiClient
frem intersight.apis import asset _device registraticn_api, asset device claim _api

result = dict(changed=Falae)

parser = argparse.ArgumentPazsec()

parser.add argument (*-a', '--api_parama’, defa
parser.add _argqument('-t', '--target_host', des
args = parser.parss_argsi|)

with ocpenargs.api_params, 'r') as api_file:

='intersight_api_params.json’)
hostname', reguired=True)

it E
=
- |:I

interaight_api params = json.load| i

api_instance = IntersightApiClient |

host=intersight api params[’ -3

private_key=intersight_api_paramsj api_praivate_key_£file'],

api_key_ id=intersight_api_params[’"api_key_1d"'],
J
api_handle = azsset device registration_api.hAssstDeviceRegistrationApi(api_instance)

kwargs = dict(filter="ConnectionStatus eq 'Connected'®)

= api_handle.asset_device_registrations_get (=< |

for device in api_result.reaulta:
if devige.device ip address[0] == args.hostname:
api_handle = asgset device claim_api.hAssetDeviceClaimhApi (api in=tance)
api handie_.asset device claims moid delete (moid=device.device claim.moid)

result['changed'] = True
bBreak
kwargs args api_file api_key apl_base un result
api_result

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

import sys, Jjson, argpacse
from intersight.intersight_api_client import IntersightApiClient
from intersight.apis import asset device registration_api, asset device claim aps

result = dict(changed=Falae)

parser = argparse.ArgumentParserc()

parser.add _argument(*-a', "--api_params‘’, default="intersight_api_ params.js=on’)
parser.add _argument{'-t', '--target_host', dezt="hoatname', reguired=True)
args = parser.parse_args()
with open(args.api_params, 'r’) as api_file:
interaight api params = json.load| I apifﬂe i

api_instance = IntersightApiClient|

host=intersight_api_params[’ | api_base_ur| "l.
private_key=intersight_api_paramsj‘api_private_key_£file'],
api_key i1d=intersight_api_params["api_key 1d'],

}
api_handle = asset _device_registration_api.AssstDeviceRegistrationApl (api_ainstance)

kwargs = dict({filter="ConnectionStatus eg "Connected'"™)

I result = api_handle.asset_device_registrations_get (** I-:wargs : ]
for device in api_result.resulta: '
if device.device_ip_address[0] == args.hostname:
api_handle = asset_device_claim_api.hAssetDeviceClaimfpi (api in=tance)
api handle.asset device_claims moid_delete(moid=device.device claim.moid)
result [ changed'] = True
bBreak
| kwargs || args | _api file [| _api key |Tapi_base uri|| resut
| api_result
NEW QUESTION 392
- (Exam Topic 3)
Chent Server
L |}
-
Step 1 POST levenis
Step 2 GET imessages/<messageiss =
-
Step 3 Reiponis Imettagew ame i sagelds
Step 4° GET Nheam-memberships Pteamid=<roarmio> -
Loop
-
Step & POST imessage
Text
-
Step 6 Response /message

Refer to the exhibit. Which code snippet represents the sequence.

A.
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@flask _app.route('/events', methods=('POST"'])

def webex teams webhook events():

json_data = request.json|'data‘]

response = reguésts.get (MES3AGE URL +
json_data['id'], headers=headers)

1f response.json()['text'] == ‘Alert':

responsée = requests.get (TEAM MEMBERSHIPS URL,
headers~headers, params=params)

for info in response.json()['items']:
data = ('personld’: info|'personId'], ‘text’:
'Alert'}
response = requests.post (MESSAGES URL,
headers=headers, params=params)
B. @flask_app.route('/events’, methods=['P0OST'])
def webex teams webhook events():
ison_data = request.json('data')
1f response.json()('text’] == 'Alert':
response = requests.get (MESSAGE URL +
“scn_data('id'], headera=headers)

response = regquests.get (TEAM MEMBERSHIP3 URL,
headers=headers, params=params)

for info in response.json()['items']):
data = ('personld’: info['peraonid'],
"text': "Alert’)

response = requests.post (ME3SAGES URL,
headers=headers, carams=params)
C-Eflask_app.rautat'!eventn', methoda=["POST"])
def webex teams webhook _events():
json_data = request.json|'data’]

response = requests.post (ME33SAGE_URL +
cson_data["id’']. headers=headers)

1f response.json() ['text'] == 'Alert':
for info in response.jacn()['items’]:

response = reguests.get (TEAM_MEMBER3HIPS_URL,
headers=headers, params=params)

data = {'peraocnld’: info['pnr:nn[d'], 'text':
*Alert')

response = requests.get (MESSAGES URL,
headers=headers, params=params)

@flask app.route('/events', methods=['POST'])
def webex teams webhook_events():
json_data = regquest.json|'data’]

response = reguests.get (TEAM MEMBERSHIPS URL,
headers=headers, params=params)

1f response.json()["text'] == 'Alert':

response = requests.get (ME33SAGE URL +
Sson_data('id'], headers=headers)

for i1nfo in response.jscon()['items']:
data = ('personld': info['personld'], "text':
‘Alert’}
rasponse = regquests.post (MESSAGES URL,
headers=headers, params=params)

Answer: C
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NEW QUESTION 394

- (Exam Topic 3)

A developer plans to deploy a new application that will use an API to implement automated data collection from Webex with these requirements:
The application was created by using the request library. Requires HTTP basic authentication.

Provides data in JSON or XML formats.

Which Cisco DevNet resource helps the developer with how to use the API?

A. DevNet sandbox

B. API documentation

C. forums

D. DevNet code exchange

Answer: B

NEW QUESTION 397
- (Exam Topic 3)
Which traffic is handled on the control plane?

A. BGP
B. SMB
C.NTP
D. NETCONF

Answer: A

NEW QUESTION 398

- (Exam Topic 3)

A developer creates an application that must provide an encrypted connection or API keys. The keys will be used to communicate with a REST API. Which
command must be used for the secure connection?

A. curl-X PUSH ‘http://lusername.app.com/endpoint/?api_key=12345abcdef’
B. curl —v ‘ftp://lusername.app.com/endpoint/?api_key=12345abcdef’

C. curl =X GET ‘https://username.app.com/endpoint/?api_key=12345abcdef’
D. curl-X GET ‘http://lusername.app.com/endpoint/?api_key=12345abcdef’

Answer: C
NEW QUESTION 399

- (Exam Topic 3)
Refer to the exhibit.

Firewall A Firewall B pr—
S— Incoming =3
Incoming-_””ﬂutgoing " TN Dutgoing_lf” interface
interface -I’! interface - L. interface -I’l
B T = e
\ ) Server B
4 Sk i 4
~tERA \
VPN Tunnel
Developer

A developer can access the TLS REST API on server A, but cannot access the API on server B. The developer can ping server B. When the developer performs a
packet capture on the TLS REST API port on server B, the capture shows that the packet arrived and the server responded. What causes the issue?

A. Port 80 is blocked on the outgoing interface of firewall B.
B. Port 443 is blocked on the outgoing interface of firewall A.
C. Port 443 is blocked on the incoming interface of firewall B.
D. Port 80 is blocked on the incoming interface of firewall A.

Answer: C

NEW QUESTION 400

- (Exam Topic 3)

An engineer needs to collect information about 20,000 Bluetooth clients using the Cisco Meraki API. The API returns only 1,000 results. One of the HTTP response
headers has the data:

Link: https://api.meraki.com.info/api/vO/networks/ABC/bluetoothClients?perPage=1000&startingAfter=1000>;rel="n

Which RFC is implemented by the API to apply the restriction?

A. RFC 5988 — Web Linking

B. RFC 5890 — Response Constraints
C. RFC 5005 - Feed Paging and Archiving
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D. RFC 5446 — Content Limits

Answer: C

NEW QUESTION 404

- (Exam Topic 3)

A developer writes an application that refines data in temporary secure file storage hosted on the public cloud. Data will be deleted after processing and does not
contain any private information. What is the advantage that a public cloud deployment provides to the developer?

A. high security with encryption

B. ease in infrastructure management
C. flexible development

D. bespoke services

Answer: B

NEW QUESTION 407
- (Exam Topic 3)
Which HTTP error code series relates to redirection?

A. 400
B. 500
C. 200
D. 300

Answer: D

Explanation:

1xx - Informational: The server has received the request and is continuing the process

2xx - Successful: The request was successful and the browser has received the expected information 3xx (Redirection): You have been redirected and the
completion of the request requires further action

4xx (Client Error): The website or the page could not be reached, either the page is unavailable or the request contains bad syntax

5xx (Server Error): While the request appears to be valid, the server could not complete the request

NEW QUESTION 411
- (Exam Topic 3)
What are two benefits of implementing common data structures when working with APIs in remote systems? (Choose two.)

A. ensures that developers are limited to using one data schema type
B. prevents multivendor interoperability

C. improves security in RESTful web services

D. enforces standardized data structures

E. leverages code that is easily managed and reused

Answer: BE

NEW QUESTION 414
- (Exam Topic 3)
What is a principle of a code review process?

A. Changes are made after the code is submitted to source control.

B. It must not prevent code from getting into production as quickly as possible.
C. Naming standards must be consistent.

D. A technical lead must sign off on the review.

Answer: D

NEW QUESTION 418

- (Exam Topic 3)

An engineer deploys a Cisco CSR 1000 V instance to a virtual machine. The engineer must output the device configuration in JSON format. Which protocol is used
for this task?

A. YANG

B. NETCONF
C. SNMP

D. RESTCONF

Answer: D
NEW QUESTION 420
- (Exam Topic 3)

Refer to the exhibit. Drag and drop the code snippets from the bottom onto the blanks in the Python script to retrieve a list of network devices from Cisco DNA
Center. Not all options are used.
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import regquests
import json
from urllib3.exceprtions import InsacuraBRacuastWarning

regquests.packages.urllib3.disable warnings ()

dna_center url "My DNA Center URL"™
authentication = (“dnacenteruser”, “dnacenter password"”)

daf get token ():

url = “https:// “dna_center_ url+"/dna/lsystem/api/vl/auth/token”™
response = reguests.post{url, auth=authentication, wverify=False)
token = response.json() [ *Token’ ]

return teken

def get_device_list():

token =| ]
url = “https:// “+dna_center url+t “dnafintentfapiHVEfl i
headsr = {| l: token,; ‘content-type’ : ‘application/json’)

rasponse = reguests.get{url, headers=header)

devieca list =[ |

print (json.dumps (deviece list, indent=4})
if name == ™ main ":
gat dewvice list()

I get_token() ] Inenwark—devicej [ x=-auth-token |]respon5e.jsen{”

| response.xml | | Authorizationm

A. Mastered
B. Not Mastered

Answer: A

Explanation:

import regquests
import. json
from urllib3.exceptions import InsecureRequestWarning

regquests.packages. urllib3.disable warnings()

dna_center_url = “My DNA Center URL”
authenticatien = (“dnacenteruser", “dnacenter password")

daef get token ():

url = “https:// “dna_center_url+"/dna/system/api/vl/suth/token”
responsa = raguests.post (url, auth=authentication, wverify=Falsa)
token = response.jsonl) [ ‘Token’]

return token

def get device list():

url = “https:// “+dna_center_url+ “dna/intent/api/vl/] network

rasponsa = redguests.get (url, headers=header)

device_list =trespunse.j50ntﬂ

print (json.dumps (device_list, indent=4))

if name == ™ main_
get _device_list ()

header = {3 x—auth-token f: token, ‘content-type’ : ‘application/json’)

L_ ge§=tﬂkfnﬂ} | inetwﬂrk—deviggw i x-auth-token |T£é§paﬁ§é.5ﬁﬁn;ﬂ:

T = x g
l response.xml || Authorization

NEW QUESTION 425
- (Exam Topic 3)

A company requires a new platform to store large volumes of log data that is generated in their assembly plant. The platform must be scalable, so the underlying
technology must provide a path for fast deployment of new nodes for data and indexing? The data contains sensitive information, so specialist encryption tools

must be used to secure the data. Which application deployment model meets the requirements?
A. edge

B. private cloud

C. public cloud

D. hybrid cloud

Answer: D
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Explanation:
A hybrid cloud combines the benefits of both a private cloud, which offers the ability to store sensitive data in a secure, dedicated environment, and a public cloud,

which offers the ability to scale quickly and easily by deploying new nodes as needed. With a hybrid cloud deployment, you could use specialist encryption tools to
secure the sensitive data in the private cloud, and then take advantage of the scalability and flexibility of the public cloud to handle the large volumes of log data.

NEW QUESTION 429
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