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NEW QUESTION 1
Which components can connect to a satellite Vault in a distributed Vault architecture?

A. CPM, EPM, PTA
B. PVWA, PSM

C. CPM, PVWA, PSM
D. CPM, PSM

Answer: B

NEW QUESTION 2
You are successfully managing passwords in the alpha cyberark com domain; however, when you attempt to manage a password in the beta cyberark com
domain, you receive the 'network path not found' error. What should you check first?

A. That the username and password are correct

B. That the CPM can successfully resolve addresses in the beta cyberark com domain

C. That the end user has the correct permissions on the safe.

D. That an appropriate trust relationship exists between alpha.cyberark com and betacyberark.com

Answer: B

NEW QUESTION 3

You are designing the number of PVWAs a customer must deploy. The customer has three data centers with a distributed Vault in each, requires high availability,
and wants to use all Vaults at all times.

How many PVWAs does the customer need?

A. six or more
B. four

C. two or less
D. three

Answer: A

NEW QUESTION 4

Your customer upgraded recently to version 12.2 to allow the Linux team to use the new MFA caching feature. The PSM for SSH was installed with default
configuration settings. After setting the Authentication to SSH key and enabling MFA Caching from the PVWA interface, the Linux Team cannot connect
successfully using the new MFA caching feature.

What is the most probable cause?

A. OpenSSH 7.8 or above is not installed.

B. The MFACaching parameter in the psmpparms file is not set to True.

C. A passphrase policy must be added.

D. MFA caching is not supported when the PSM for SSH is deployed with default settings.

Answer: D

NEW QUESTION 5
DRAG DROP

Arrange the steps to install the Password Vault Web Access (PVWA) in the correct sequence.
Answer Area

Unordered Options Ordered Response

5
Run the PWVWAInsialation ps1 scripl in PowerShel
as Administralor

.
=

Ty

Run the PVWA_Prerequisies.ps1 script in

Powershed as Administrator. )

aTa

Run the PYWARegisterComponent ps1 script with )
the Vault password and run the

PVWWA_ Hardening.ps1 scnpt in PowerShell as
Administrator

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Ordered Response

Run the PYWA_Prerequisites.ps] script in Powershell as Administrator,

Run the PYWAInstallation.ps | senipt in PowerShell ns Administrator

Fun the PY'WARegusterComponent.psl scnpt with the Vault password and nmn the
PVYWA_Hardening pzl senpt in PowerShell as Admanistrator.

Saggested Answer  The steps needed to install e Password Vaolt Web Access (PVWA) should be completed in the
following order: PYWA_Prerequisites.psl, PV'W Alnstallation.ps1, and
PYWARegisterC omponent.ps1 with the Vault password followed by FVYWA Hardening psl,
This will ensuze that all prerequisites are meet before attempting to install and configure PYWA
preperly. By ensuning these steps are taken in this specific onder, it allows for a successful
installation of the software on the desired machine or server. After taking these necessary steps
in sequence, ueers can then enjoy their newly installed Pazssword Vaolt Web Access.

NEW QUESTION 6
Which user is enabled when replicating data between active and stand-by Vaults?

A.DR

B. Backup
C. Operator
D. Auditor

Answer: A

NEW QUESTION 7

By default, the vault secure protocol uses which IP port and protocol.
A. TCP/1858

B. TCP/443

C. UDP/1858

D. TCP/80

Answer: A

Explanation:

Reference: http://docplayer.net/53689072-The-cyberark-digital-vault-built-for-security.html

NEW QUESTION 8

What must you do to synchronize a new Vault server with an organization’s NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.

B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization’s NTP server.

C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.
D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 9

DRAG DROP
Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.
Answer Area
Unordered Options Crdered Response
( Open Powershel as Administrator and run the )
seript.

Review these script logs: HardeningScrpllog and
CYBRHardeningseceditiog,

i
Locate the CPM_Hardening.ps1 script in the
installation media

@
B

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Orpidered Respoanse

1) Locate the CPM_Hardening.ps1 seript in the installation nyedia.

24 Open Powershell as Admunistrater and run the senpt.

3y Review these senpt logs: HardenmgSeripllog and CYBRHardenipgescedit log.

Seggetied Antwer : >
The correct sequence for completing CPM Hardening for Out-of-Domain Deployment is 1o first

locate the CPM_Hardening:psl script in the installation media, then open Powerzhell as
Addministrator and mn the seript, followed by reviewing the HardeningSeript.log and
CYBRHardeningsecedit log seript logs. This ensures that all the peceszary steps are taken in

onder to properly secure an out-of-domain deployment of CPM

NEW QUESTION 10
You want to change the name of the PVWAappuser of the second PVWA server. Which steps are part of the process? (Choose two.)

A. Update PVWA.ini with new user name
B. Update Vault.ini with new user name
C. Create new user in PrivateArk

D. Rename user in PrivateArk

E. Create new cred file for user

Answer: DE

NEW QUESTION 10
Which statement is correct about a post-install hardening?

A. The Vault must be hardened during the Vault installation proces

B. Most Voted

C. After the Vault server is installed, you must join the server to the Enterprise Domain and reboot the host.

D. It is executed after Vault installation by running CAVaultHarden.exe and hardening options can be edited by changing the Hardening.ini fil

E. Most Voted

F. If it is mandated by an organization’s IT governance, you do not have to execute Vault hardening; however, server hardening cannot be reversed.

Answer: C

NEW QUESTION 15
What must you do to prepare a Windows server for PVWA installation?

A. In the InstallationAutomation folder, run the PVWA_Prerequisites.psl file as an administrator in Powershel
B. Most Voted

C. Install the PrivateArk client.

D. Verify the user performing the installation is Domain Administrator and has logon access to the Vault server.
E. Enable IPVv6.

Answer: A

NEW QUESTION 18
Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager Most Voted
B. StorageManager

C. CloudVaultManager

D. CACert

Answer: A

NEW QUESTION 19
In which configuration file do you add LoadBalancerClientAddressHeader when you enable x-forwarding on the PVWA loadbalancer?

A. PVconfiguration.xml

B. web.config

C. apigw.ini

D. CyberArkScheduledTasks.exe.config

Answer: B

NEW QUESTION 22

Before the hardening process, your customer identified a PSM Universal Connector executable that will be required to run on the PSM.
Which file should you update to allow this to run?

A. PSMConfigureAppLocker.xml

B. PSMHardening.xml

C. PSMAppConfig.xml

D. PSMConfigureHardening.xml

Answer: A
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NEW QUESTION 25
You are setting up a Linux host to act as an HTML 5 gateway for PSM sessions.
Which servers need to be trusted by the Linux host to secure communications through the gateway?

A. PSM and PYWA
B. PSM and CPM
C. PVWA and Vault
D. Vault and PSM

Answer: A

NEW QUESTION 26
Which CyberArk component changes passwords on Target Devices?

A. Vault

B. CPM

C. PVWA

D. PSM

E. PrivateArk
F. OPM

G. AIM

Answer: BCD

NEW QUESTION 28
To apply a new license file you must:

A. Upload the license.xml file to the System Safe

B. Upload the license.xml file to the Vaultinternal Safe.

C. Upload the license.xml file to the System Safe and restart the PrivateArk Server service.

D. Upload the license.xml file to the Vaultinternal Safe and restart the PrivateArk Server service.

Answer: A

Explanation:
Reference: https://www.reddit.com/r/CyberARk/comments/9bjkvd/unable_to_retrieve_licensexml_from
_system_safe/

NEW QUESTION 32
What is a prerequisite step before installing the Vault on Windows 2019?

A. Configure the Kerberos authentication method on the default 1IS Application pool
B. Check that the server IP address is correctly configured and that it is static

C. In the Network Connection properties, configure Preferred DNS Servers

D. Install Microsoft Windows patch KB4014998

Answer: B

NEW QUESTION 36

Which keys are required to be present in order to start the PrivateArk Server Service? Select all that apply.
A. Server Key

B. Recovery Public Key

C. Recovery Private Key

D. Safe Key

Answer: A

Explanation:

Reference: https://www.reddit.com/r/CyberARk/comments/8s96n8/certificat_problem_with_my_vault/
NEW QUESTION 37

A vault admin received an email notification that a password verification process has failed Which service sent the message?
A. The PrivateArk Server Service on the Vault.

B. The CyberArk Password Manager service on the Components Server.

C. The CyberArk Event Notification Engine Service on the Vault

D. The CyberArk Privileged Session Manager service on the Vault.

Answer: C

NEW QUESTION 40

Which file would you modify to configure the vault to send SNMP traps to your monitoring solution?

A. dbparm ini
B. paragent.ini
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C. ENEConf.ini |
D. padrini

Answer: B
NEW QUESTION 43
The vault server uses a modified version of the Microsoft Windows firewall.

A. TRUE
B. FALSE

Answer: B
NEW QUESTION 46
The security of the Vault Server is entirely dependent on the security of the network.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 50

You have been asked to limit a platform called “Windows_Servers” to safes called “WindowsDC1” and “WindowsDC2". The platform must not be assigned to

any other safe.
What is the correct way to accomplish this?

A. Edit the “Windows_Servers” platform, expand “Automatic Password Management”, thenselect General and modify “AllowedSafes” to be

(WindowsDC1)|(WindowsDC2).

B. Edit the “Windows_Servers” platform, expand “Automatic Password Management”, then select Options and modify “AllowedSafes” to be (Win*).
C. Edit the “WindowsDC1” and “WindowsDC?2” safes through Safe Management, Add “Windows_Servers” to the “AllowedPlatforms”.
D. Log in to PrivateArk using an Administrative user, Select File, Server File Categories, Locate the category “WindowsServersAllowedSafes” and specify

“WindowsDC1,WindowsDC?2".

Answer: A

NEW QUESTION 51
Which of the following are supported authentication methods for CyberArk? Check all that apply

A. CyberArk Password (SRP)
B. LDAP

C. SAML

D. PKI

E. RADIUS

F. OracleSSO

G. Biometric

Answer: BDE

Explanation:
Reference: https://training.cyberark.com/instructor-led-training/cyberark-privileged-account-security-pas-install-and-configure

NEW QUESTION 53
Which statements are correct about the PSM HTML5 gateway? (Choose two.)

A. Smart card redirection is supported

B. It does not support connections to target system where NLA is enabled on the PSM server

C. SSH sessions cannot be established

D. Printer redirection cannot be enabled

E. It does not support session recording capabilities for applications that run outside a web browser

Answer: BD

NEW QUESTION 54
You are configuring SNMP remote monitoring for your organization’s Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP Most Voted
B. SNMPTrapPort

C. SNMPCommunity

D. SNMPVersion

Answer: A

NEW QUESTION 59
What would be a good use case for a High Availability vault?
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A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required

D. PSM is used.

Answer: A

NEW QUESTION 64
Which configuration file and Vault utility are used to migrate the server key to an HSM?

A. DBparm.ini and CAVaultManager.exe

B. VaultKeys.ini and CAVaultManager.exe
C. DBparm.ini and ChangeServerKeys.exe
D. VaultKeys.ini and ChangeServerKeys.exe

Answer: D

NEW QUESTION 65
Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be accessible upon a planned Vault
restart? Choose all that apply

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
B. Copy the contents of the CD to the System Safe on the vault

C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions.
D. Store the server key in a Hardware Security Module.

E. Store the server key in the Provider cache

Answer: CD

NEW QUESTION 66
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.

B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf

D. Most Voted

E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C
NEW QUESTION 67

DRAG DROP
The installCyberArkSSHD parameter on the PSM for SSH can be set to multiple values. Match each value to the correct condition.

The installCyberArkSSHD
parameter on the PSM for
S5H can be set to multiple Yoz
values. Match each value to
the correct condition.

Do not install the CyberArk
SSHD service, Significant No
functional limitations apply.

The local 55HD service is
configured to work thorough
the PAM [Pluggable
Authentication Module], integrated
which is deployed as part of
the PSM for 55H installation.
This is the default value,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 68

Which service must be set to Automatic (delayed start) after the Vault is installed and configured?

A. Windows Time service
B. PrivateArk Database

C. Windows Update service
D. PrivateArk Server

Answer: A

NEW QUESTION 70

When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

1 primary and 5 satellite

5-

3 - all primary

6 -

10 - 2 primary and 8 satellite

A.
B.
C.
D.
Answer: C

NEW QUESTION 72

What is the name of the account used to establish the initial RDP session from the end user client machine to the PSM server?

A. PSMConnect

B. PSMAdminConnect

C. PSM

D. The credentials the end user retrieved from the vault

Answer: A

NEW QUESTION 77
What would be a good use case for the Disaster Recovery module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.

B. Integration with an Enterprise Backup Solution is required.
C. Off site replication is required.
D. PSM is used.

Answer: C

NEW QUESTION 82

number of primary and satellite Vaults can be specified during installation

In order to avoid conflicts with the hardening process, third party applications like Antivirus and Backup Agents should be installed on the Vault server before

installing the Vault.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 84

If a customer has one data center and requires fault tolerance, how many PVWAs should be deployed?

A. two or more

B. one PVWA cluster
C. one

D. two PVWA clusters

Answer: A
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NEW QUESTION 85
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