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NEW QUESTION 1

- (Exam Topic 1)

You need to track application access assignments by using Identity Governance. The solution must meet the delegation requirements.
What should you do first?

A. Modify the User consent settings for the enterprise applications.

B. Create a catalog.

C. Create a program.

D. Modify the Admin consent requests settings for the enterprise applications.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview

NEW QUESTION 2

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect seftings to modify -
Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: -
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 4
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuration policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 5

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
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To configure user access: v
An access package

An access review

A conditional access policy

To enable collaboration with fabrikam.com: v
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 6
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 7
- (Exam Topic 3)
You need to resolve the issue of the sales department users. What should you configure for the Azure AD tenant?

A. the User settings

B. the Device settings

C. the Access reviews settings
D. Security defaults

Answer: A

NEW QUESTION 8
- (Exam Topic 3)
You need to implement the planned changes for Package!. Which users can create and manage the access review?

A. User3 only
B. User4 only
C. User5 only
D. User3 and User4
E. User3 and Userb5
F. Userdand User5

Answer: C

NEW QUESTION 9

- (Exam Topic 3)

You need to implement the planned changes for litware.com. What should you configure?
A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com

B. Azure AD Connect to include the litware.com domain

C. staging mode in Azure AD Connect for the litware.com domain

Answer: C

NEW QUESTION 10
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- (Exam Topic 3)

You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?

A. Configure the Continuous access evaluation settings.
B. Modify the External collaboration settings.

C. Configure the Access reviews settings.

D. Configure a Conditional Access policy.

Answer: C

NEW QUESTION 10
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk

remediation policy without blocking access.
What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-

directory/authentication/howto-sspr-deployment

NEW QUESTION 12
- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
Usert@outlook.com | Guest MNo Entgrprr_se
application
User2@fabrikam.com | Guest Yes Ente_rprt_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

Deny invitations to the specified domains
@) Allow invitations only to the specified domains (most restnctive)

TARGET DOMAINS

P i
dlale] Ny
il -.I"-‘l- P RN

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

User1 can accept the invitation and gain access to the enterprise application

User2 can access the enterprise application

User3 can accept the invitation and gain access to the SharePoint site.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No

Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 13

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named Appl.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzureADMSiInvitation cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.

D. Implement Azure AD Connect.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal https://docs.microsoft.com/en-
us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0

NEW QUESTION 16

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.

ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD » User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment Mo
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment Mo
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

Q 2 P asseaqQs "J https://lwww.2passeasy.com/dumps/SC-300/ (144 New Questions)

NOTE: Each correct selection is worth one point.

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. 8 hours

15 days

1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. global administratoronly
global administrator or privileged r role. admmstratnr
permanently assigned user administrator

privileged role administrator only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 21

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access poIicy exhibit. (Click the Conditional Access policy tab.)
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You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details tab.)
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For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 23

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
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Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 25

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD Identity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD Identity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD Identity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 26

- (Exam Topic 4)

You have an Azure Active Directory Premium P2 tenant. You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

NEW QUESTION 28

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU). What should you configure?

A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 33

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You need to configure the users as shown in the following
table.
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User Configuration
Usert e User administrator role
e Device Administrators role

e |dentity Governance Administrator
role
User2 ¢ Records Managementrole
e Quarantine Administrator role group
User3 e Endpoint Securnty Managerrole

e Intune Role Administratorrole

Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users. Each portal may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Portals Answer Area

Azure Active Directory admin center

Exchange admin center User1:

Microsoft 365 compliance center User2

Microsoft Endpoint Manager admin center| User3

SharePoint admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 37

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: A

NEW QUESTION 41
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following group:

> Name: Groupl
> Members: Userl, User2

> Owner: User3
On January 15, 2021, you create an access review as shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Review name * | Reviewl

Description (1)

Start date * | 01/15/2021 =]
Frequency I Monthly e ‘
Duration {in d-ﬂl:ﬁ'i:l G. ———————————ﬂ 14 .
End O MNever R Cccurrences
Mumber of times 0
End date * 02/15/2021 5
Users
Users to review Members of a group v
Scope () Guest users only
(®) Everyone

Group *

Grou o)
Reviewers
Reviewers Members (self) A |
Programs

Link to program
Default Business Flow

v Upon completion settings

v Advanced settings

Users answer the Reviewl question as shown in the following table.

User Date Do you still need access to Group1?
User1 | January 17, 2021 | Yes
User2 | January 20, 2021 | No

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
On February 5, 2021, User1 can answer the Review1 questionagain. O O
On January 25, 2021, User2 can answer the Review1 question again. O O
On January 22, 2021, User3 can answer the Review1 question. ® ®

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

A screenshot of a computer Description automatically generated with low confidence

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

NEW QUESTION 44
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.
All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.

What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition

B. a user risk condition

C. aclient apps condition
D. a sign-in risk condition

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 47
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in

the following table.

Name Type Directory synced
User1 User No
User2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure AD as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

" % Azure AD Connect cloud provisioning

."I-—=l‘

This feature allows you to manage provisioning from the cloud.

Azure AD Connect sync

Sync Status
Last Sync
Password Hash Sync Enabled

USER SIGN IN

Connectivity from the on-premises domain to the internet is lost. Which users can sign in to Azure AD?

A. Userl and User3 only

B. Userl only

C. Userl, User2, and User3
D. Userl and User2 only

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

NEW QUESTION 52
- (Exam Topic 4)
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Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant
Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 57

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.

Control user access based on conditional Caontrol user access based on users and groups
access policy to bring signals together, 1o assignment for all users, specific greups of
make decisions, and enforce organizational wsers, directory roles, or external guest users
pobces. Leam more Learn more
Include Exclude
| Policy : = (O none
O Al usears
'[:'_-] Select users and groups
>
[_] Al gquest and external users | (1
3 D Directony roles: (0
- Users and groups
5
Select
>
1 user
Liser] il
userl @sk20092 2outloock.onm..
} .
>

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA) -
when accessing Cloud apps, you must configure the [answer choice]. | Conditions settings

Enable paolicy setting

Grant settings

Sessions settings

Users and groups setting |
To ensure that User1 is prompted for authentication every eight v

hours, you must configure the [answer choice]. | Conditions settings
Enable palicy setting

Grant settings

Sessions settings

Users and groups setting |

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all
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NEW QUESTION 59
- (Exam Topic 4)
A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12

Pa55w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

VYV VN VVNVNVVVYVY

Tracked sign-in attempts v

— N
™.

Unlock by v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 64

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 67
- (Exam Topic 4)

Group that has the Assigned membership type 1
Enterprise application in Azure Active Directory (Azure ALY
Azure subscription role
Azure Active Directory (Azure AD) role

For which resources can you create an access review?
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A. Groupl, Appl, Contributor, and Rolel

B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only

D. Groupl only
Answer: A

Explanation:

Access reviews require an Azure AD Premium P2 license.

Access reviews for Groupl and Appl can be configured in Azure AD Access Reviews.
Access reviews for the Contributor role and Rolel would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-securi https://docs.microsoft.com/en-us/azure/active-

directory/governance/access-reviews-overview

NEW QUESTION 72
- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.
Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 75
- (Exam Topic 4)

You have a Microsoft 365 tenant.
The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

AT ERT
-k b

e

Group 5emnty_
= : :

_Group4 | Mail-enabled secunty

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl1?

A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C

NEW QUESTION 80
- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD) tenant.
The company subscribes to a third-party cloud service named Servicel. Servicel supports Azure AD authentication and authorization based on OAuth. Servicel is
published to the Azure AD gallery.
You need to recommend a solution to ensure that the users can connect to Servicel without being prompted for authentication. The solution must ensure that the
users can access Servicel only from Azure AD-joined computers. The solution must minimize administrative effort.
What should you recommend for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ensure that the users can connect to Service1
without being prompted for authentication:

Ensure that the users can access Service1 only
from the Azure AD-joined computers:

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/require-managed-devices

NEW QUESTION 84

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 86

- (Exam Topic 4)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin center

Create a self-signed user account in the Azure AD
tenant

From the Microsoft 365 admin center, add the domain @
®

@O

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name

Create a TXT record in the contoso.com DNS zone

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 90

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. an app password

C. Windows Hello for Business

D. SMS

Answer: C

Explanation:

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of
a new type of user credential that is tied to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enroliment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which
can be a biometric, such as a fingerprint, or a PIN. The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview

NEW QUESTION 94
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No

D‘ Remove external user: Yes

> Number of days before removing external user from this directory: 90 What should you configure on the Identity Governance blade?

A. Access packages
B. Settings

C. Terms of use

D. Access reviews

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 96
- (Exam Topic 4)

You have an on-premises datacenter that contains the hosts shown in the following table.

Name

Description

Server Domain controller that runs Windows Server 2019

Server?

Server that runs Windows Server 2019 and has Azure AD
Connect deployed

Server3

Server that runs Windows Server 2019 and has a Microsoft
ASP NET application named App1 installed

Serverd | Unassigned server that runs Windows Server 2019

Firewall

Hardware firewall connected to the internet that blocks all traffic
unless explicitly allowed

You have an Azure Active Directory (Azure AD) tenant that syncs to the Active Directory forest. Multi-factor authentication (MFA) is enforced for Azure AD.
You need to ensure that you can publish Appl to Azure AD users.

What should you configure on Server and Firewall1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Service to install on Server4:

Rule to configure on Firewall1:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Passwaord Protection proxy sernvice
Web Application Proxy in Windows Server

v

Allow incoming HTTPS connections from Azure AD to Serverd.
Allow incoming IPsec connections from Azure AD to Server4
Allow outbound HTTPS connections from Serverd4 to Azure AD
Allow outbound IPsec connections from Serverd to Azure AD.

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

NEW QUESTION 97
- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

» An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

» A Microsoft SharePoint Online site named Sitel

» A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Teaml. What should you do first?

A. Create an access package.
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B. Create a catalog.
C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 99

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as
shown in the exhibit. (Click the Exhibit tab.)

Guest user access

Guest user access restrictions (Preview)

Laarn more

O Guest users have the same access as members (most inclusive)

'H!:' Guest users have limited access to properties and memberships of directory objects

O Guest user access 15 restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite

Yes Mo

Members can invite (1)

[ ves RS

Guests can invite (0

Yes

Email One-Time Passcode for guests (O
LEearm more

[ ves No

Enable guest self-service sign up via user flows (Preview) ©
Learn more

Yes Mo

Collaboration restrictions

.F_"-I
p S

Allow invitations to be sent 10 any domain (most inclusive)
O Deny invitations to the specified domains

Allow invitabions only to the spacified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.
Name Email Description

User1 Userl@contoso.com A guest user in fabrikam.com

A user who has never accessed

resources in fabrikam.com

User3 Userd@fabrkam.com A user in fabrikam.com

Which users will be emailed a passcode?

User2 UserZ2@outlook. com

A. User2 only

B. Userl only

C. Userl and User2 only

D. Userl, User2, and User3

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 101

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not Initiate.
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Solution: From the Azure portal, you configure the Block/unblock users settings for multi-factor authentication (MFA).
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 106

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 108
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

User1 Member Yes :

User? Member MNa
Licesr3 Guest No

---------------

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.

Answer Area
Jobititle propertys | [lisers anly
Liser 1 and User2 only
Liser? and Userd only
Lixerl, User? and User3
Lisage location propertys liioe? anly
Liserl and User2 only
VREr? und Ulsise 3 only
Uiser ] Userd ! and Userd
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Job title propertys | [lsers anty
Liser T and User2 only

Al Bt b AL

Jserl i Usert anpd Usear3

Usage locabwn propertys B e an by I

Ly = _FIII:'
LeEr? and Usae 3 anly

Lisprl Userd and Lisesrd

NEW QUESTION 109

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory domain. The VPN server does NOT support Azure Multi-
Factor Authentication (MFA).

You need to recommend a solution to provide Azure MFA for VPN connections. What should you include in the recommendation?

A. Azure AD Application Proxy
B. an Azure AD Password Protection proxy
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C. Network Policy Server (NPS)
D. a pass-through authentication proxy

Answer: C

NEW QUESTION 111
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.
The tenant contains the groups shown in the following table.

Name | Source Member of
Croup! Cloud Group3
Groupd Active Drectory goman | None
Groupd | Cloud | None

The tenant contains the users shown in the following table.

Answer Area

Statements Yes [ L]
User! wall be removed automatically from Groupd if the user does not respond to the r-:"f'lm'.:[

request,

Liserd will be removed sutomatically from Groupd if the user does not respand (o e reviEw

Tefuest

Lisers will be removed automatically from Groupd if the user doss nol respond 1o e review

Tequest

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes Mo
User! wall be removed automatically from Groupd if the user does not respond to the r':"r'll:"-'-:[ | |
request. =
Lizerd will be removed sutematically from Groupd if the user does not respond to The peview I |
request -
LIsers will Bbe removed automatically from Groupd if the user doss ot fespond 10 e review 1 I
request —

NEW QUESTION 114

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Rolet: -

| Microsoft.Compute

| Micros oftManagement
Microsoft.5ecurity

Role2: v

MicrosoftApp
Microsoft. Compute
Microsoft Network
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Role1: v
Microsoft Compute
Microsoft Management
Microsoft.Security
Roled: v

MicrosoftApp
Microsoft.Compute
L Microsoft.Network
| Microsoft Security |

NEW QUESTION 117
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Ty

User1 Ulsest
| Guestl AGuest it
| IdentityT Managed dentity

Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 120

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps
portal.

What should you create?

A. tags

B. collections

C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 121
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.

— e = _

Name Type
Role1 Azure Active Directory (Azure AD) role
I Rolel Azure subscription role

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: A

NEW QUESTION 125
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.
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Name Type In organizational Description
unit (OU)

User1 User Oou1 User1 is a member of Group1.

User2 User ou1 User2 is not a member of any
qgroups.

Group1 | Security group | OU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

a Microsoft Azure Active Directory Connect

Domain and OU filtering

If wou change the OU-hitening configuration for a given directory, the next sync cyche will automatically

perfonm full import on the directany.
u Refresh Ou/Damain [ 7]

Tasks
Connected to Azwe AD
Sync [hreciany” | contosa.com

Lonnect Directories 7 Syne all domains and OLls

Domain/OU Fiktering

2 Syne selected domains and OUs
Filtering | a [ contoso.com

v [ uiltin

Camputiers

Damain Controllers
ForegnSecuntyPrincipals
Infrastructure
LostAndFound

Managed Service Accounts
ou

o2

Program Data

System

Users

Optional Features

Configure

[ 4

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

Mext

i Microsoft Azure Active Directory Connect

Filter users and devices

Tasks
Connectad o Azura AD For a pilot deployment, specity a group containing your users and devices that will be synchronzied. Mested
groups are not supported and will be ignared,
Sync
Connect Directories

Domain/OU Filtering ) Synchronize all users and devices

Filtering

Optianal Features

® Synchronize selecied I

FOREST GROUP

Configure CONTOSO.COM Icm:smup'l_c}u:ouz,n{: contose,DC=com Resolve

IMext

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD O O

User2 syncs to Azure AD.

Group2 syncs to Azure AD.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Graphical user interface, application Description automatically generated
Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 130
- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.
The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a verification code from the Microsoft Authenticator app

B. security questions
C. voice
D. SMS

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 135
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name " Admin review

Description ()

Start date * 12/18/2020

Frequency Manthly

DU!’ﬂtin‘l {in dﬁ}"i} B _-l_—u—_—_-_—l—o
End (O Newver End by  Occurrences

Usars

Scope ® | Everyone

Review role membership (permanent and eligible) *

A b~ st~
.‘—.i_....-..-.L A Uon A

Reviewers

Reviewers {Preview) b

T e o |
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You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 137

- (Exam Topic 4)

You need to support the planned changes and meet the technical requirements for MFA.

Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Feature: | [ i
An authentication Method policy
A Londitional Access policy
An MFA registration policy
The Multi-Factor Authentication Server settings
Grace penod l b |
14 days E
28 days
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Feature i -

An authentication method palicy
| A Conditonal Access policy

An MEA registration pohcy

The Multi-Factor Authentication Server settings

Grace penod I - |

14 days E

28 days

NEW QUESTION 138

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.
Name Type Directly assigned license

User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group2 Microsoft 365 group None
Group3 Mail-enabled secunity group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E
Explanation:

Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/
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NEW QUESTION 139
- (Exam Topic 4)

You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Groupl exhibit. (Click the Groupl tab.)

ObjectlId

- - - = e e

alf7d405-6

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the Appl Properties tab.)

achhnard ORTOSOA 71 Irs = | ftornmeas annhicratinne &1
-I-C._-. =0 ELAL S L) A DL s = L Al | Mie ! 1Se apMIcalions ."-\.}-p'

‘|' App1| Properties

Delate Got feedbac
B On
m Daplowmant Plan Enabled for users 1o sign-in? v
# Diagnose and solve problem
App1

Manage

Homepage URL hitps:fapp1.m385x829615.onmicrosoft com/
! Properties

Lego
J Chaniers ) ﬂ P
s Roles and admumistrators (Prey

> - ;o - - e
wi Users and groups Colcta i E

D Single sign-os User access URL hitps:/imyapps.microsoft com/signin/App 1/08df58d6—d28d-40de—b0d...
“ Application 1D 09df58d6—d29d—40de-b0d0-321fdc63c665
E Al atio Ty
ks Object ID 03709d22~7e61-4007-a2a0-04dbdff269cd ¥
Security
Terms of Service Url Publisher did not provide this information
= Londitional ACCess
Privacy Statement Url C Publisher did not provide this information
mission
@ Token encryption Reply URL hitps:/icontoso.comiApp1/logon
Activity User assignment required? Yas Mo

D Sign-ins Visible to users? Yas m

You configure self-service for Appl as shown in the Appl Self-service exhibit. (Click the Appl Self-service
tab.)
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Dashoboard ~ ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

E":"'.":;"E-'E appihcaton SE'IE'ct approvers
L
B overdew
User

m Deployment Plan Allerwr users (o reguest access to this Mo Uﬂi@fﬂﬂﬁ&:&!ﬁﬁﬁmmﬂtcm

application? (1) Selected
Manage

To which group should assigned users be Select Group User2
T e ! e
Il Properties st Group1 User2 @ma65x629615 onmicrosoft com
ah  Owmers

Require approval before granting access Yes Ma Userd
&« FRoles and administrators (Pre  to this application? User3@ma365xG20615, onmicrosofl.com
B Users and groups . i
& Users and group Who is allowed o approve access 1o this  Salact appiovers Userd
T Single sign-on apphcation? L 1 users selected Userdimm3boxt2961 5 onmicrosolt com

> '-\:ll_ > -\__ | b

& Provisioning To which role should users be assigned in = Selected approvers

this application?* Default Access 1
B Application prosy 3 User

User l@m365x5.29615 enmicrosofl. com

C  Self-service

[ ]

Securnty
% Conditional Access
A, Permissions

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
The members of Group3 can access App1 O

without first being approved by User1.

After you configure self-service for App1, 0O 0O
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launcher of User4. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No No No

a) When you assign a group to an application, only users in the group will have access. The assignment does not cascade to nested groups.
b) Tested in lab, existing owners will be replaced. Also direct assignment (resource owner) is path of least privilege. (replicated in test)

¢) Application setting 'visible to users' is set to No, then no users see this application on their My Apps portal and O365 launcher.

Reference

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

b) maybe

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-manage-groups

¢) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

NEW QUESTION 140

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role,

Review name * Admin review

Description &)

Start date * 12/18/2020 -
Frequency Monthly ” ]
Duration {in day;} ! ——————_———_{} 14

End O @D cdby  Occurrences x

Mumber of times 0

End date o1A7 2021 =
Lisers
Scope @) Everyone

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers

Reviewers I-[Prﬁiew] Manager i

(Preview) Fallback reviewers (O
Megan Bowen

v Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 141

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Department1.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Dashbeard » ContosoAzureAD > Departmentl Administrative Unit
& Departmentl Administrative Unit | Users (Preview)
ContosofrureAD - Arure Actve Directory

e

4+ Add member Remove member  |_) Bulkoperations ~ () Refresh == Columns [E5 Preview features < Got feedback?

o This page includes previews available for your evaluation. View previews =3

P Search users | 5 Add filters

2 users found

Name T User principal name L User type Directory synced
|:| . Userl Userl@®m365x629615.onmicrosaft.com Member MO
E] . User2 User2 @m365x629615.0nmicrosoft.com hember No

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)
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Dashbeard > ContosoAzureAD » Departmentl Administrative Unit

S Departmentl Administrative Unit | Groups

ContosolzureAD - Azure Active Directory

" + Add [i] Remove ) Refresh == Columns Sl Preview features = ) Got feedback?
:\ - P 1 : + ; 1
A Search groups ] _ T Add filters )
Name Group Type Membership Type

D Group1 Security Assigned
i Group2 Security Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)

Dashboard > ContosoAzureAD * ldentity Governance * Privileged ldentity Management * ContosofAzureAD
&, User Administrator | Assignments

Privileged Mdentity Managoment | Acure AD roles

x

4+ Add assignments 13} Settings () Refresh 4 Expont 7 Got feedback?

Eligible assignments  Active assignments  Expired assignments

A Search by member name or principal name
Mame Principal name Type Scope
User Adminkstration
Adminl Adminl @m365E29615 onmicrosoft.con User Cepanment]l Administrative Unit (Administrative unit)
Adming Admn2Em 3653629615, onmicrosolit.oam User Directory
The members of Group2 are shown in the Group2 exhibit. (Click the Group2 tab.)
Dashboard > ContosofzureAD > Groups Groupd
Sa Group2 | Members
Group
& + Addmembers & memove () Refresh [ Bulkoperations ~ | == Columns sl Preview features (0 Got feedback?

ﬁ This page includes previews available for your evaluation. View previews =

Direct members

Mame User type

D o User3 Member
CI @ Userd Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can reset the passwords of User3 and User4. @) @)
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. @) O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
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NEW QUESTION 144

- (Exam Topic 4)

Your company has two divisions named Contoso East and Contoso West. The Microsoft 365 identity architecture tor both divisions is shown in the following
exhibit.

i e TN

g -
Comozo Wost " Contoso Eant
Microzsoft 365 Microsoft 365
Tenant ) T et
""‘-._\____ i L i
Arure Actree Mg NAclneg
Darectony Lo torny
Connect Connecl
Fa
AN
i'.‘ x"-.
P N
r b
Comozo S Contoso o !
WestAD  \ /| EastAD! |\
F orest N e Foiest .‘-.l

PR —— |

You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require
additional Microsoft 3G5 licenses.
What should you do?

A. Configure The exiting Azure AD Connect server in Contoso Cast to sync the Contoso East ActiveDirectory forest to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync the Contoso East Active Directory forest to the Contoso West
tenant.

D. Create guest accounts for all the Contoso East users in the West tenant.

Answer: D

NEW QUESTION 145

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 147

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.

« Identity sign-Ins by users who ate suspected of having leaked credentials.

* Rag the sign-ins as a high risk event.

« Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
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To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To tngger remediation, use: v
Client apps not using Modern authentication
Device state

Sign-in nsk

User location

User risk

To mitigate the risk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 151

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account
lockout settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 155
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

e

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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GroupA:

User1 only

User1 and Group1 only

User1, Group1, and Group2 only
User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB:

v

User1 only
User1 and Group4 only
User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 158
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