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NEW QUESTION 1

- (Exam Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Seattle: Y
6 months
18 months
24 months
30 months
5 vears

New York: ¥
6 months
18 months
24 months
30 months
5 years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September
Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 2
- (Exam Topic 1)
You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.
Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
X ions

Device state (preview)

L] 0 1 0 o
* Mame . Configure @
ik iy . = 1
Mot configure |
- P § i} : Inchude Exchude
ALSIgNMEnts ok A J
—_— — = il '_ uresd
o Sehect the device state condition uied 1o elude
> deviced from policy
grs and groups selected Saons , -
Mot configured | Denvice Hybeid Agure AD joined O
ot .
] i I
1 app inckuded N & periew \y L} Denvige marked as compliant B
Mot configured
ot 5
¥ ndliliand félected " O

Not configured

Enable palicy

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Suggested Answer
References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 3
- (Exam Topic 1)
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You need to create the Microsoft Store for Business. Which user can create the store?

A. User?2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 4

- (Exam Topic 1)

You need to meet the compliance requirements for the Windows 10 devices.
What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 5
- (Exam Topic 2)

You need to meet the technical requirement for the SharePoint administrator. What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

From the Security & Compliance admin center, v
perform a search by using: Audit log

Data governance events
DLP policy matches
eDiscovery

Filter by: b4
Activity
Detail

Item

User agent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 6
- (Exam Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 7

- (Exam Topic 3)

You create the planned DLP policies.

You need to configure notifications to meet the technical requirements. What should you do?

A. From the Microsoft 365 security center, configure an alert policy.

B. From the Microsoft Endpoint Manager admin center, configure a custom notification.
C. From the Microsoft 365 admin center, configure a Briefing email.
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D. From the Microsoft 365 compliance center, configure the Endpoint DLP settings.
Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-policies ?view=0365-worl

NEW QUESTION 8
- (Exam Topic 3)
You plan to implement the endpoint protection device configuration profiles to support the planned changes. You need to identify which devices will be supported,
and how many profiles you should implement.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Supported devices: B 4

Dewvice1 only

Device1 and Device2 only

Device1 and Device3 only

Dewvice1, Device2, and Device3

Device1, Device4, and DeviceS

Dewvice1, Device2, Device3, Device4, and Device5

Number of required profiles: B 4

N & L b =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 9

- (Exam Topic 3)

You need to configure the information governance settings to meet the technical requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Policy type: ' Ketention o |
Label

Auto-labeling

Number of required policies: 2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
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Auto-labeling

Number of required policies: 2 v

NEW QUESTION 10

- (Exam Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project?2.
Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365. Project2: After the successful completion of Projectl,
Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 10

- (Exam Topic 5)

Your network contains an Active Directory forest named contoso.local.

You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months. You need to prepare for the planned move to Microsoft
365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on-premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 15

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
@ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

.FJ.}I"r.:il:]l:' provisioning (Preview]

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash '5':;'1'1'5 Enabled
USER SIGN-IN
Federation Disabled 0 domains
9 Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 16
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 20

- (Exam Topic 5)

Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

[ Priority f Name | Allowed platform | Assigned to

| 14 [ W
.r il i | F JITiEeT 0]
} . 4 1

! Lill & 4
" e T mat

The device limit restriction are configured as shown in the following table.
’ Priority Name | Device limit | Assigned to |

SN R INGg 1 =gy W
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Argwer Area

]

] |

==

b

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restricti

NEW QUESTION 24

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD.

Solution: From the Synchronization Rules Editor, you create a new outbound synchronization rule. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

NEW QUESTION 28

- (Exam Topic 5)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

> Require complex passwords.

> Require the encryption of data storage devices.

» Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant. Which two components should you create? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 31

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to App1 require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A
Explanation:

Use Conditional Access policies
If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
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define policies that react to sign in events and request additional actions before a user is granted access to an application or service.
Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authenticati

NEW QUESTION 34

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
* Windows 10

* Android

* OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-worldwide

NEW QUESTION 38

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:

> Identify when a user's credentials are compromised and shared on the dark web.

> Provide users that have compromised credentials with the ability to self-remediate. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Answer Area

To identify when users have compromised oredentiats, configure: | el
A regestration pokicy
A sign-in Tisk policy
A user risk pohcy
A multifactor authentication regestration policy

To enable self-remediation, select: | v
Generale a temporany password
Require multi-factor authentication
Requere password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web. User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies#

NEW QUESTION 39

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to evaluate compliance with European Union privacy regulations for customer data. What should you do in the Microsoft 365 compliance center?

A. Create a Data Subject Request (DSR)

B. Create a data loss prevention (DLP) policy for General Data Protection Regulation (GDPR) data
C. Create an assessment based on the EU GDPR assessment template

D. Create an assessment based on the Data Protection Baseline assessment template

Answer: C

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan

NEW QUESTION 40

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune. You need to use Microsoft Endpoint Manager to deploy a
managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

| Configure a mobile device management
| (MDM) push certificate

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google-play-a

NEW QUESTION 43
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
AD) ' (MDM) enroliment

Levice] | Windows 10 Pro | Registered _ Microsoft intune

Devicel | Windows 10 Enterprise | Joined | Microsoft Intune
Deviced . Windows 10 Pro . Joned | Mot enrolled

Deviced | Windows 10 Enterprise | Registered | Microsoft Intune
Devices Windows 10 Enterprise Joined Mot enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Device5

Answer: C

NEW QUESTION 46

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix

Userl | Contoso.com

User2 Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
Q Azure AD Connect cloud provisioning

—
This feature allows you to manage provisioning from the cloud.
Manage provisioning (FPreview)
Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

_3 Federation Disabled 0 domains

Seamless single sign-on Enabled 1 domain

Pass-through authentication Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a

different UPN (different domain), by adding the domain to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing
domain (contoso.com).

NEW QUESTION 48

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

» Minimizes user interaction

* Minimizes administrative effort

« Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enrollment
C. Apple Configurator enroliment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 49
- (Exam Topic 5)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator
Admind Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:
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By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the

recipients list.

NEW QUESTION 50
- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following

table.

Name Platform
Device1 Windows 10
Device? Windows 8 1
Device3 10S
Deviced Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Dewces that can onboarded to

Microsoft Defender for Endpoint. [Device 7 only

Endpoint secunty policies
that must be configured

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, table Description automatically generated with medium confidence

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?vie

NEW QUESTION 55
- (Exam Topic 5)

Lievice 1 and Uewace 2 only
Dewvice 1 and Desace 3 only
Dewice 1 and Devace 4 only
Dewice 1, Dewice 2, and Device 4 only
Device 1, Dewice 2. Device 3, and Device 4 |

A conditional access policy only

A device comphance policy only

A device configuration profile only

A device conhiguration profile and a conditional access pohcy only

Device configuration profile, dewice compliance policy, and conditional access r.-z::nf

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.

What should you create in Microsoft Endpoint Manager?

A. an app configuration policy

B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 56
- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.
> Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies

Answer: C

NEW QUESTION 60

- (Exam Topic 5)

Your company has digitally signed applications.
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You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.
What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 62

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

i . » /|
- .
E §
. : = |
» a
.
.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Choose locations to apply the policy

D i miseammenicomn -
De
- 3
I..--' --------
ST

NEW QUESTION 63

- (Exam Topic 5)

You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.

Name [ Role . Member of

| None . None

The device limit restrictions in Endpoint manager are configured as shown in the following table.
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. [‘naritr.i Name  Device limit Assigned to |

You add user as a device enrollment manager in Endpoint manager

For each of the following statements, select Yes if the statement is true. Otherwise, select No
Argwer Area

Statements Yei N

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Ares

Statements Yes No

NEW QUESTION 64
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

. Name | Type
. _Grou[ﬂ D_latriI:_'-.Jtmr_}
' Group?2 ‘ .F§.r1m|-enal:uia'i 5_9._:L|rity

Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-

groups/compare-groups?view=0365-worldwide

NEW QUESTION 69
- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.
You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.

ASR2 will be used to configure Microsoft Defender SmartScreen.
Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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ASR1:

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

ASR2:
Device control
Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION 74

- (Exam Topic 5)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset. What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-p

NEW QUESTION 75

- (Exam Topic 5)

Your company has 10,000 users who access all applications from an on-premises data center. You plan to create a Microsoft 365 subscription and to migrate data
to the cloud.

You plan to implement directory synchronization.

User accounts and group accounts must sync to Azure AD successfully. You discover that several user accounts fail to sync to Azure AD.

You need to resolve the issue as quickly as possible. What should you do?

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user accounts.
B. Run idfix.exe, and then click Edit.

C. From Windows PowerShell, run the start-AdSyncSyncCycle -PolicyType Delta command.

D. Run idfix.exe, and then click Complete.

Answer: B

Explanation:

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory synchronization with Azure Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for-synch-with-idfix

NEW QUESTION 77

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.
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N Blatform | lOwnge Enrolled in Microsoft Endpoint
Manager
Devicel |Android User1 Yes
Device2z |Android User1 No
Device3 |iOS User1 No
Device4d |Windows 10 |User2 Yes
DeviceS5 |Windows 10 |User2 No
Devicebé |10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Deviceb
B. Device2, Device3, and Deviceb
C. Devicel, Device2, Device3, and Deviceb
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled

in Microsoft Endpoint Manager.
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 78
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

> Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
> Report on shared documents that contain PIl. What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. a retention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=0365-worldwide

NEW QUESTION 80
- (Exam Topic 5)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

e RS S -

i .- ™ I "
LEYILE W INOW A} LSS0

Name Platform | BitLocker Drive Em:rn_:;i-on
(BitLocker)

-

Member of |

= TR Tl | e

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name ? Require BitLocker - Mark noncompliant | Assigned

N B g - c
! LY I--.“I_.“r-

___ ofter (days)

| Policy2 | Regquiwre

O~ " - F 1
| Policys NOT CC .f.-:'.""'_"l.. | 13

-+

The device compliance policies have the assignments shown in the following table.

| Name _Amgn-edtoj

Y 5 AOUL

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
Dewvice1 is marked as noncompliant after 10 days
DewiceZ is marked as nancompliant after 10 days

Dewvice3 1s marked as noncompliant after

The Leader of IT Certification

15 days

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version MS-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-102-dumps.html (312 Q&As)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 82

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 87
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type ‘
Policy1 Anti-phishing
Policy2 | Anti-spam

Policy3 | Anti-malware
Policy4 | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 88

- (Exam Topic 5)

HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: . v
AccessChk )
Azure AD +C_1::|nr1r3~:1t:r
Active ﬁlredory Exp'l'orer
IdFix

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you're not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

Reference: https://microsoft.github.io/idfix/

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups

NEW QUESTION 90

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Groupl and the users shown
in the following table:

Name Role

Admin Conditional Access administrator

Admin2 | Security administrator

Admin3 User administrator

The tenant has a conditional access policy that has the following configurations: Name: Policyl
Assignments:

- Users and groups: Groupl

- Cloud aps or actions: All cloud apps

> Access controls:

> Grant, require multi-factor authentication

> Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Admin1 can set Enable policy for Policy1 to On. 0O O
Admin2 can set Enable policy for Policy1 to Off. & B

Admin3 can set Users and groups for Policy1 to All users. o) o)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in
their environment. With the release of report-only mode:

> Conditional Access policies can be enabled in report-only mode.

> During sign-in, policies in report-only mode are evaluated but not enforced.

> Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.

> Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-on

NEW QUESTION 93
- (Exam Topic 5)
You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.
|Mame | Member of group __Azure AU role
’ i ’ Hane

Maone

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 95

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD Identity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure- https://learn.microsoft.com/en-us/azure/active-
directory/conditional-access/location-condition

NEW QUESTION 99

- (Exam Topic 5)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 100

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
> Assignments: All users

> Controls: Require Azure AD multifactor authentication registration

> Enforce Policy: On

> On August 3, you create two users hamed Userl and User2.
Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User Date
User1 | August S
User2 | August /

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Userl: _ v
August 6 }
August 17 |
August 19

September 3
September 5

User2: | v

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi-Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21 Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 104
- (Exam Topic 5)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global security group
User? Enabled user account
User2 Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD. Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Group1l, Userl, and User2

Answer: D
Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and

NEW QUESTION 108

- (Exam Topic 5)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers followed by 10 characters. The following is a sample
customer ID: 12-456-7890-abc-de-fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs. D18912E1457D5D1DDCBD40AB3BF70D5D
What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label
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Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 110
- (Exam Topic 5)
You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.
Mame | Score Status Assessment Your Microsoft | Group | Product | Regulation
progress | improvement actions
actians

SPa00 15444 | Incamplats T 2%, 3 e 450

Data 14370 | Incompleie i 3 of 489 B35 of 835 | Groupd | Microsoft| Data
Protection completed completed Protectior

Baseline Baseline
The SP800 assessment has the improvement actions shown in the following table.
Improvement action Test status  Impact | Points achieved _ Regulaliun&

Eeralbich & theaat iatallimanso L . A I MICT 800K i [ [ Ta
ESiannsn 3 thredi e ETICE QRNE g | il JIST B00-53 Diata Prole 1|

You perform the following actions:

2 For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence
program to Implemented.

> Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SP800 assessment score will increase by 54 points. O

The Data Protection Baseline score will increase by 9 points.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 112

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 117

- (Exam Topic 5)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network. You need to identify the name of the administrator by
using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Activities to search for: v
Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v
ltem
User
Detail
IP address
A. Mastered

B. Not Mastered

Answer: A

Explanation: )

Activities to search for: v
Exchange mailbox activities
Site_administration_activities
| Show results for all activities
Role administration activities

Field to filter by: v

Item
User
Detail
|FP address

NEW QUESTION 122
- (Exam Topic 5)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft

Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions
Priarity Fhmrie Device lamat A shgred

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

"-"'l"‘ mare on M then WBeng Wi

Reguine Multi- Fcton Auth 10 join dewced L)

- -

Blammiem numier of deviort per ey (D)

5 W

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM). For each of the following statement, select Yes if the statement is true.

Otherwise, select No. NOTE: Each correct selection is worth one point.
Antwer Arca

Staterments Ved Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

Staternenty Vs [¥PY

NEW QUESTION 123
- (Exam Topic 5)
You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following table.

Mame | Microsoft Store for Business role | Azure Active Directory (Azure AD) role

Userl | Purchaser Billing administrator
User? | Admin Global administrator
User3 | Basic Purchaser None

Userd | Basic Purchaser, Device Guard signer | Global reader

All users have Windows 10 Enterprise devices.
The Products & services settings in Microsoft Store for Business are shown in the following exhibit.

@ Microsoft Remote Desktop

Fll.'l.: .|_':||:.|-._.. m

Licenses Billing Seltings & Actions

Unlimited licenses €0.00;......

P viie Slorg

Excel Mobile
E |_'1:-|_- #® i =_"|| Ne = By 1 m
Licenses Billing Settings & Actions

Unlimited licenses €0.00......

Ir B wvabhe siie

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User2 can install the Microsoft Remote Desktop app from the pnvate store O O
User1 can install the Microsoft Remote Deskiop app from Microsoft Store for Business. O O
User4 can manage the Microsoft Remote Desktop app from the pnvate store O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 126

- (Exam Topic 5)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile.Assign the profile to all the computer

B. Instruct users to restart their computer and perform a network restart.

C. Enroll the computers in Microsoft Intun

D. Create a configuration profile by using the Edition upgrade and mode switch templat

E. From the Microsoft Endpoint Manager admin center, assign the profile to all the computers and instruct users to restart their computer.

F. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

G. Instruct users to run the provisioning package from SharePoint Online.

H. From the Azure Active Directory admin center, create a security group that has dynamic device membershi
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I. Assign licenses to the group and instruct users to sign in to their computer.
Answer: B
NEW QUESTION 130

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

T Block execution of potentially
e ype obfuscated scripts (js/vbs/ps)
. Attack surface
Pol Avdit d
s reduction (ASR) i
Microsoft Defender -
Fojicye ATP Baseline Ugable
£ i

Palicy3 ET;:IT: e Mot configured

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: C
NEW QUESTION 135

- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
| Windows 10 | 50
| Android | 50
: Linux | 50

You need to configure an incident email notification rule that will be triggered when an alert occurs only on a Windows 10 device. The solution must minimize
administrative effort.
What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldw https://docs.microsoft.com/en-
us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=

NEW QUESTION 139

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldw

NEW QUESTION 143

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier
B. a sensitive info type
C. an insider risk policy
D. an adaptive policy scope
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E. a data loss prevention (DLP) policy
Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically. Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 146

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 151

- (Exam Topic 5)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to Userl.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 154
- (Exam Topic 5)
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.

Retentionl

:m
{MicrosoftTeams)
{}

{}

ThreeMonths

Retentionl

L=
-

{MicrosoftTeans }

{teamcreated)
{UserlEsk20ds28outlook . onmicrosoft
SixMonths

Hetention3
Priority 188
RecordTypes {}
Cperations (}
serlds {User28sk20086280ut look . ormi crosoft . com)
RetentionDuration : TwelveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct
selection is worth one point.
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Anper Aies

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anvaer Aol

NEW QUESTION 155
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Deviced i0S 12
Deviceb i0S 14

All the devices have an app hamed Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint v

Manager: An app configuration policy
An app protection policy
A conditional access policy
A device compliance policy
Minimum number of required policies: v
1
2
3
9
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, application, table Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy

NEW QUESTION 156

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy
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E. a retention label policy

Answer: AD

NEW QUESTION 161
- (Exam Topic 5)
HOTSPOT

Your network contains an Active Directory domain named fabrikam.com. The domain contains the objects shown in the following table.

Name Type In organizational unit
(OU)
User User ou1
User2 User ou1

Group1 Security Group — Global ou1

User3 User

ouz2

Group2 Security Group - Global ouz2

The groups have the members shown in the following table.

Group Members

Group1 User1

Group2 UserZ, User3, Group1

You are configuring synchronization between fabrikam.com and an Azure AD tenant.
You configure the Domain/OU Filtering settings in Azure AD Connect as shown in the Domain/OU Filtering exhibit (Click the Domain/OU Filtering tab.)

@ Microsoft Azure Active Directory Connect

Connact Derecionss

Arwre AD fign-in

Domain/OL Fitering

Igertifying users

Domain and OU filtering

Express Sattings
Required Components ectory: | fabrikamoom - Refresh Ow/Domain [ 7]
User Sign-In
9 Sync all domaans and OUs
Connect (o Azure AL 8 Sync selected domaing and OUs

a [] fabrikam.com

Builtin

Computers

Comain Controliers
ForeigniecuntyPrintipals
Idrastructune
LostAndFound

Filtering
I Managed Serdoe Accounts
Optional Featuses e
Cie JLane " D‘JE
Frogram Data
Syiem
Users

You configure the Filtering settings in Azure AD Connect as shown in the Filtering exhibit. (Click the Filtering tab.)

& Microsoft Azure Active Directory Connect

Filter users and devices

Required Components For a pilot deployment, specify a group containing your users and devices that will be synchionzied, Nested
groups are not supported and will be ignored.

Express Settingt

Lkt Sign-in

Canmect to Az A

Connect to Azure AD () Synchronize all uers and devices

Wyne ® Symichronize stle'::eﬁ'ﬂ
Connect Dhreclones EOHRECT

Azune AD shgn.in

fabuifam.com

Dromusin/ DL Filkering O Cronp 2 Ol = DU 2 D = fabrikar DO = com psoly &

Identifying users

Optional Features

Configure

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
User2 will synchronize to Azure AD. 1O7

Group2 will synchronize to Azure AD. |
User3 wall synchronize to Azure AD, ;

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

The filtering is configured to synchronize Group2 and OU2 only. The effect of this is that only members of Group2 who are in OU2 will be synchronized.

User2 is in Group2. However, the User2 account object is in OU1 so User2 will not synchronize to Azure AD. Box 2: Yes

Group2 is in OU2 so Group2 will synchronize to Azure AD. However, only members of the group who are in OU2 will synchronize. Members of Group2 who are in
OU1 will not synchronize.

Box 3: Yes

User3is in Group2 and in OU2. Therefore, User3 will synchronize to Azure AD. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering#group-b

NEW QUESTION 166

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization.

You need to be notified if the SharePoint sharing policy is modified in the future.

Solution: From the Security $ Compliance admin center you create a threat management policy. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 167

- (Exam Topic 5)

Your company has a Microsoft 365 E5 subscription. Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Safe Links in the Policies section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.

* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy. Description: Enter an optional
description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).

The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-policies-configure

NEW QUESTION 172
- (Exam Topic 5)
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You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 175

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations. Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels

Answer: C

Explanation:

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the
content contains:

Specific types of sensitive information.

Specific keywords that match a query you create. Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes

SharePoint classic and communication sites OneDrive accounts

Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels)

Teams chats

Teams private channel messages Yammer community messages Yammer user messages Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-
actions

NEW QUESTION 176

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 180

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:
> Block emails that contain financial data.

> Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:

» Use the following location: Exchange email.

> Display the following policy tip text: Message contains sensitive data.

® When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Results

The email will be blocked, and the user will
recene the pobicy tip: Message blocked

The emdd will b Blocked, and the user will
receive the policy tip: Message contains
sensithee data

The email will be allowed, and the user will
receive the policy tipe Message blocked,

The email will be allowed, and the user will
receive the policy tip: Message contains
sensitive data

The emad will be allowed, and 2 message
podicy tip will NOT be displayed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
When the user sends an email that contains
financial data and health reconds:

When the uter sends an email that containg
only financial data:

Box 1: The email will be blocked, and the user will receive the policy tip: Message blocked.
If you've created DLP policies in the Exchange admin center, those policies will continue to work side by side with any policies for email that you create in the
Security & Compliance Center. But note that rules created in the Exchange admin center take precedence. All Exchange mail flow rules are processed first, and
then the DLP rules from the Security & Compliance Center are processed.

Box 2: The email will be allowed, and the user will receive the policy tip: Message contains sensitive data. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/how-dlp-works-between-admin-centers

NEW QUESTION 185
- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2. All users are assigned a Microsoft 365 Enterprise E5 license and

auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)

New audit retention policy

Record Types

AzureActiveDirectory =

Actitnes

added uger, Delated yser, Hesel vear password, Changed user password, Changed user kzenss, . (T} =

Users:

Admini

Druration *
@ 90 Days
& Months

1 Year

Priarity +

100

o |

After Policyl is created, the following actions are performed:

> Admin1 creates a user named User1.

> Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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User1: v

0 days
30 days
90 days
180 days
365 days

UserZ: v

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 186

- (Exam Topic 5)
You have a hybrid deployment of Microsoft 365 that contains the users shown in the following table.
Name Source Last sign in
User1 Azure AD Yesterda
Jser2 | Active Directory Domain Services 0 days agc
AD DS
Lser3 Active Directory Domain Senvices BT
AD DS

Azure AD Connect has the following settings:
> Password Hash Sync: Enabled
> Pass-through authentication: Enabled

You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.

Which users should you identify?

A. none

B. Used onlyl

C. Userl and User2 only

D. Userl. User2, and User3

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 190
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that includes the following active eDiscovery case:

> Name: Casel
Z Included content: Groupl, Userl, Sitel

® Hold location: Exchange mailboxes, SharePoint sites, Exchange public folders The investigation for Casel completes, and you close the case.

What occurs after you close Casel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Holds are turned off for:

Holds are placed on a delay hold for:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1 only
All locations
Site1 and Group1 only

30 days
90 days
120 days

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/close-or-delete-case?view=0365-worldwide

NEW QUESTION 194
- (Exam Topic 5)
DRAG DROP

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD). The domain contains the servers shown in the

following table.

Name Operating system Configuration
) File Server Resource
Server1 Windows Server 2016
Manager (FSRM)
ServerZ Windows Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl. Which three actions should you perform in sequence? To

answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Answer Area

Actions
Authorize Serverl.

Install the Microsoft Rights Management connector on

Server?.

Install a certificate on Server2.

Install a certificate on Serverl,

Register a service principal name for Server1.

Run GenConnectorConfig. psl on Serverl,

Run GenConnectorConfig.psl on Server2,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector https://docs.microsoft.com/en-us/azure/information-
protection/configure-servers-rms-connector

NEW QUESTION 195
- (Exam Topic 5)

You have a Microsoft 365 subscription.
You view the Service health Overview as shown in the following exhibit.
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Service health

Overview

Active issues

Microsoft service health (G)

l&ELids I youi enviranment that regquarne achion :I'_'.

Microsoft service health

Exchange Online

Microsoft 3865 suite

Microsoft Teams

Oneliidd 1of Business

SharePaint Online

e 9 o

0

You need to ensure that a user named Userl can view the advisories to investigate service health issues. Which role should you assign to User1?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator
Answer: C

Explanation:

Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts
- Monitor service health Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:

- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 196
- (Exam Topic 5)
You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.

What should you implement?

A. Azure AD Privileged Identity Management (PIM)

B. a conditional access policy

C. a communication compliance policy)
D. Azure AD Identity Protection

E. groups that have dynamic membership
Answer: A

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-def

NEW QUESTION 199

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only
for the specific app.

Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.
Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group
email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 202

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 203

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that.

You need to identify whenever a sensitivity label is applied, changed, or removed within the subscription. Which feature should you use, and how many days will
the data be retained? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Answer Area

Feature: ( =

Activity explorer
Compliance Manager
Content explarer

Number of days the data will be retained: ._- - ‘F._
30
&0
120
A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Answer Area

Feature: ( |+

Activity explorer I
Compliance Manager
Content explorer

Number of days the data will be retained: | E2
30
60
120

NEW QUESTION 207
- (Exam Topic 5)

HOTSPOT
You have a Microsloft 365 E5 subscription that contfalins the users shown in the following table.
Name |  Member of
Admin1 | Group1
| Admin2 | Group? |
Admin3 | Group1, GroupZ

You add the following assignment for the User Administrator role:

> Scope type: Directory

> Selected members: Groupl

> Assignment type: Active

> Assignment starts: Mar 15, 2023

> Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
> Scope type: Directory

> Selected members: Group?2

> Assignment type: Eligible

> Assignment starts: Jun 15, 2023

> Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

On July 15, 2023, Admin1 can reset the password of a user.
On June 20, 2023, Admin2 can manage Microsoft Exchange Online.

On May 1, 2023, Admin3 can reset the password of a user.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.
Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible

June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication
(MFA), providing a business justification, or requesting approval from designated approvers.

Box 3: Yes

Admin3 is member of Gropul and Group2.

The User Administrator role assignment has Groupl as a member.

The assignment type: Active
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May 1, 2023 is with the assignment period. Reference:
https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-
management/groups-assign-member

NEW QUESTION 209

- (Exam Topic 5)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for 10 test devices. During the onboarding process, you configure Microsoft
Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data-workspace

NEW QUESTION 214
- (Exam Topic 5)
You have an Azure AD tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

Name 1| Role

- S ——

You plan to implement Microsoft Defender for Endpoint.
You verify that role-based access control (RBAC) is turned on in Microsoft Defender for Endpoint. You need to identify which user can view security incidents from
the Microsoft 365 Defender portal. Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A
NEW QUESTION 216

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform Azure Active Directory (Azure AD)
Device1 Windows 10 Joined
Device2 Windows 10 Registered
Device3 Windows 10 Not joined or registered
Deviced Android Registered

You plan to review device startup performance issues by using Endpoint analytics. Which devices can you monitor by using Endpoint analytics?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Device4

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION 220

- (Exam Topic 5)

HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users. The company purchases a Microsoft 365 subscription.
You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.
Answer Arca

File type to use: " -
S3CSV.
TJSDN
| PST
| XML
Required properties for each user. | ¥

: Display Mame and Department
| First Name and Last Name
il.l::f'r Name and Department

| User Name and Display Name

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: CSV

Add multiple users in the Microsoft 365 admin center

> Sign in to Microsoft 365 with your work or school account.

2 In the admin center, choose Users > Active users.

> Select Add multiple users.

> Onthe Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.

> Etc.

Note: More information about how to add users to Microsoft 365 Not sure what CSV format is?

A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program, such as Excel.

Box 2: User Name and Display Name

What if | don't have all the information required for each user? The user name and display name are required, and you cannot add a new user without this
information. If you don't have some of the other information, such as the fax, you can use a space plus a comma to indicate that the field should remain blank.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/enterprise/add-several-users-at-the-same-time

NEW QUESTION 223

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain hamed contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 Contoso.com
User?2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
PROVISION FROM ACTIVE DIRECTORY

@ Azure AD Connect cloud provisioning
This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview]

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
@ Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No
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Answer: B

Explanation:

This is not a permissions issue so you do not need to assign the Security Reader role.

The on-premises Active Directory domain is named contoso.com. User2 could sign on as user2@contoso.com but you would first need to change the UPN of
User2 to user2@contoso.com.

NEW QUESTION 228

- (Exam Topic 5)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.

Which two Defender for Endpoint features are available to the subscription? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.

)
-
o
b

Capabilities

Unified security tools and centralized management
MNext-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Metwork protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

S S . T T T T S

Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)

Sandbox (deep analysis)

e T T T N T L. U T L . .

Microsoft Threat Experts**

“"includes Targeted Atltack Motifications { TAN) and Experis On Demand (EC

Custormers must apply for TAM, EOD is availabie for purchase 25 an add-on

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender-endpoint-plan-1 https://techcommunity.microsoft.com/t5/microsoft-defender-
for-endpoint/microsoft-defender-for-endpoint-plan

NEW QUESTION 231

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains the following user:

2 Name: Userl

> UPN: userl@contoso.com

> Email address: userl@marketmg.contoso.com

> MFA enrollment status: Disabled

When Userl attempts to sign in to Outlook on the web by using the userl@marketing.contoso.com email address, the user cannot sign in.
You need to ensure that Userl can sign in to Outlook on the web by using userl@marketing.contoso.com. What should you do?

A. Assign an MFA registration policy to User1.
B. Reset the password of Userl.
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C. Add an alternate email address for Userl.
D. Modify the UPN of Userl.

Answer: D

Explanation:

Microsoft’'s recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot
remediate UPN’s to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to
remember. By convention, this should map to the user's email name. The point of the UPN is to consolidate the email and logon namespaces so that the user only
needs to remember a single name.

Configure the Azure AD multifactor authentication registration policy

Azure Active Directory (Azure AD) Identity Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a
Conditional Access policy to require MFA registration no matter what modern authentication app you're signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

NEW QUESTION 234

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

You deploy the anti-phishing policy shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
To ensure that malicious email impersonating the CED of a partner company is blacked, ¥
you must medify the [answer choice] setting. J Add trusted senders and domains L
Enable domains o protect
Enable users o profect
Phishing email threshold
To minimize disrupting users that frequently exchange legitimate email with the CEQ of a v
trer COMmpan nfigu h 1 ' ]
partner company, you must configure the [answer cholce] setting o T e e—— m———
Enable intelligence for impersonation protection
Enable spoof intelligence
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Enable users to protect

Anti-phishing policies in Defender for Office 365 also have impersonation settings where you can specify individual sender email addresses or sender domains that
will receive impersonation protection.

User impersonation protection

User impersonation protection prevents specific internal or external email addresses from being impersonated as message senders. For example, you receive an
email message from the Vice President of your company asking you to send her some internal company information. Would you do it? Many people would send
the reply without thinking.

You can use protected users to add internal and external sender email addresses to protect from impersonation. This list of senders that are protected from user
impersonation is different from the list of recipients that the policy applies to (all recipients for the default policy; specific recipients as configured in the Users,
groups, and domains setting in the Common policy settings section).

When you add internal or external email addresses to the Users to protect list, messages from those senders are subject to impersonation protection checks. The
message is checked for impersonation if the message is sent to a recipient that the policy applies to (all recipients for the default policy; Users, groups, and
domains recipients in custom policies). If impersonation is detected in the sender's email address, the action for impersonated users is applied to the message.
Box 2: Add trusted senders and domains Trusted senders and domains

Trusted senders and domain are exceptions to the impersonation protection settings. Messages from the specified senders and sender domains are never
classified as impersonation-based attacks by the policy. In other words, the action for protected senders, protected domains, or mailbox intelligence protection
aren't applied to these trusted senders or sender domains. The maximum limit for these lists is 1024 entries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-phishing-policies-about

NEW QUESTION 238

- (Exam Topic 5)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area
MFA method: ¥ vl
¢Call to phone &
TEmail message y T
| Security questions
' Text message to phone 1
'_N:J!ifrcatiun to Microsoft Authenticator app -
Number of days: -
|7
.ﬁ_—.
30
| 60
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD Identity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/solutions/empower-people-to-work-remotely-secure-sign-in https://learn.microsoft.com/en-us/azure/active-
directory/identity-protection/howto-identity-protection-configure

NEW QUESTION 239
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.
Name Type

s T sl L P
-I'- il 2ECLU "y
faffsinm LT ET!

r-l v

| s

l-&rahi it
enabled secunty

. R r— ¥ 4 =
Group3 | Microsoft 365

- 1 L] L.
MCuRS | Lhstnbubon

All the groups are deleted.

Which groups can be restored, and what is the retention period? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Groups that can be restored: v

Group3 only

Groupl and Group2 only

Group2 and Group4 only

Groupl, Group2, and Group3 only

Groupl, Group2, Group3, and Group4

L . .

Retention period: v

24 hours

7 days
14 days
30 days
90 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Group3 only Box 2: 30 days

If you've deleted a group, it will be retained for 30 days by default. This 30-day period is considered a

"soft-delete" because you can still restore the group. After 30 days, the group and its associated contents are permanently deleted and cannot be restored.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/create-groups/restore-deleted-group
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NEW QUESTION 244
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