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NEW QUESTION 1

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 2
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 3

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect settings to modify: v

Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 4
- (Exam Topic 2)
You create a Log Analytics workspace.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version SC-300 Questions & Answers shared by Certleader
e — https://www.certleader.com/SC-300-dumps.html (192 Q&ASs)

Leader of IT Certifications

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 5
- (Exam Topic 2)
You need to locate licenses to the A. Datum users. The solution must need the technical requirements. Which type of object should you create?

A. A Dynamo User security group
B. An OU

C. A distribution group

D. An administrative unit

Answer: D

NEW QUESTION 6
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 7

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To configure user access: v

An access package
An access review
A conditional access policy

To enable collaboration with fabrikam.com: v
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 8

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. An administrator deletes Userl.

You need to identity the following:

« How many days after the account of Userl is deleted can you restore the account?

* Which is the least privileged role that can be used to restore Userl?

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Number of days: w
i 15
{30
!‘BD
180

Role b

Liser administrator

Metwork administrator
Helpdesk administrator
Domain name a E‘lil‘tiﬁtfﬂtﬂd‘

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Number of days: S

415

130

a0

IEG_

Helpdesk administrator

NEW QUESTION 9

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

| Domain controller (PDC emulator)
| Azure AD Connect sorver
__ | Unassigned member server

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start

NEW QUESTION 10

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.
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Answer: B

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 15

- (Exam Topic 4)

You have an Azure AD tenant.

You perform the tasks shown in the following table.

Date Task
March 1 Register four enterprise applications named App1, App2, App3, and
App4
March 15 | From the tenant, update the following settings for App1: App roles,
Users and groups, Client secret. and Self-service
March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Sg!frwwice

March 25 | From the tenant, update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service
March 30 | From the tenant, update the following settings for App4: App roles,
Users and groups, Client secret, and Self-service

On April 5, an administrator deletes Appl, App2, App3, and App4.

You need to restore the apps and the settings.

Which apps can you restore on April 16, and which settings can you restore for App4 on April 16? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area .
Apps I App3 and Appd anly ‘:|
Mo apps
Appd only
- H. a lﬂ.l " L
Appd, App3, and Appd only
Appl, Appe, App3, and App4
Appd settings. | App roles, Users and qgroups, Client secret, and Self-service -

Mo setlings
Selt-service only
App roles and Client secret only

Users and groups and Self-service anly

App roles, Users and ¢ Client secret, and Self-service

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A screenshot of a phone Description automatically generated

NEW QUESTION 20

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.
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New

Conditional access policy

Control user access based on conditional
access policy te bring signals together, to
make decisions, and enforce organizational

policies. Learn more

Name *
Policy |
Assignments
Users and groups () S
Specific users included
Cloud apps or actions () 5
All cloud apps
Conditions () S
0 conditions selected
Access controls
Grant (D
>
0 controls selected
Session ()
>

0 controls selected

Enable policy

(Report-only

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.

NOTE: Each correct selection is worth one point.

Control user access based on users and groups
assignment for all users, specific groups of users,

directory roles, or external guest users.
Learn more

Include Exclude

('\} None

() All users

(®) Select users and groups
I:] All guest users (preview) @
|:| Directory roles (preview) @

Users and groups

Select (O

1 user

Userl .
userl@sk200922outlook.onm...

To ensure that User1 is prompted for multi-factor authentication (MFA)
when accessing Cloud apps, you must configure the [answer choice]. [Conditions settings

Enable paolicy setting
Grant settings

Sessions settings

Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Enable policy setting
Grant settings

Sessions settings

Users and groups setting

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all
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NEW QUESTION 23

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 24

- (Exam Topic 4)

You have an Azure AD tenant.

You deploy a hew enterprise application named App1.

When users attempt to provide Appl with access to the tenant, the attempt fails.

You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.
What should you do first?

A. Enable admin consent requests for the tenant.

B. Designate a reviewer of admin consent requests for the tenant.

C. From the Permissions settings of Appl, grant App1l admin consent for the tenant
D. Create a Conditional Access policy for Appl.

Answer: A

NEW QUESTION 26

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

tlockout
Temporanily lock accounts in the multi-factor authentication service il there are
oo many denied authentication attempts in a row. This feature only applies to

s Wino enter & PIN 1o authenticate

Number of MFA denials to tigger sccount lockous *

L3 il

Minutes until account lockout counter is reset =
| o

hMinurss until account = aurematically unblocksd =

| 30

o

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Answer Area

A vser geoownt sl be lacked dart it the uter Enters the wiohy [antwer choldoe] thres tmes e sililiss

fscppnfy Authenticator app o200

A% 4 i

I i USser accoianl i locked, the uisset o sEan e aggann suscesshiully alters lanswer chalce]
e, §y

A. Mastered
B. Not Mastered

Answer: A

Explanation:
App code 60
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 27

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company has a call center that contains 300 users. In the call center, the users share desktop computers and might use a different computer every day. The
call center computers are NOT configured for biometric identification.

The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365 services.

What should you include in the solution?

A. a named network location
B. the Microsoft Authenticator app
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C. Windows Hello for Business authentication

D. FIDO2 tokens
Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless

NEW QUESTION 31
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.

The tenant contains the groups shown in the following table.

[ Mame | Source

Member of

The tenant contains the users shown in the following table.

Name | Directory-synced Member of
Userl | Nc Group

User2 1 NC Group3 1
User3 | Yes GroupZ |

You create an access review as shown in the following table.

Setting Value

Review T}’DE‘

Teams = Groups

Review scope

All users

Group

Group2, Group3

Reviewers

Users review own access

f reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 33
- (Exam Topic 4)

Statements Yes [ L]

I

User! wall be removed automatically from Groupd if the user does not respond to the review
request.

Liserd will be removed sutomatically from Groupd if the user does not respand (o e reviEw

Tefuest

Lisers will be removed automatically from Groupd if the user doss nol respond 1o e review

Tequest

Statements Yes Mo
User! wall be removed automatically from Groupd if the user does not respond to the r':"r'll:"-'-:[ |

reguest.

Liserd will be removed sutomatically from Groupd if the user does not respond (o The review | |

request -

LIsers will Bbe removed automatically from Groupd if the user doss ot fespond 10 e review 1
fequest -

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020 =
Frequency Monthly 5
D‘Ufﬂtif,‘ll'l {jn da}fs} o __—-_———-—--0 14
End (O BECE Endby Occurrences

me
Usaers
Scope ® | Everyone

Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager ~

(Preview) Fallback reviewers (0

il s T
Megan Bowen

“ Upocn completion settings

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 35

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl. Userl is assigned the User Administrator role.
You need to configure External collaboration settings for the tenant to meet the following requirements: |

*Guest users must be prevented from querying staff email addresses.

*Guest users must be able to access the tenant only if they are invited by Userl.

Which three settings should you configure? To answer, select the appropriate settings in the answer area.

The Leader of IT Certification
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Guest user access restnctions

Guest uters have the same access as members (mast inchusve)

Guest users have imited access 10 proparnes and memperseps of direciony oDpecls

Guett user access i resincted to properties and memberships of thesr own directory objects (most restnctive)

Guest imate restnchons

Anyone i the orgamzatn can invite guest users mcluding guests and non-admins (most inchusine)
Member uters and users assgned 1o specific admin rodes Can imate guest users including guests with member permissions
Only users assigned 10 specific admin rokes can invite guest users

Enable guest seif-senice Sign up via user
flows: Mo
Yes

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting ensures that guest users are

prevented from querying staff email addresses and can access the tenant only if they are invited by

Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant only if they are invited by

Userl.
Box3 = This setting enables guest users to sign up for the tenant only if they are invited by Userl.

NEW QUESTION 36
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Exchange Administrator role to

Userl.

A. Yes
B. No

Answer: B

NEW QUESTION 38
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name | User risk level

1
karl T T,
" |
- - i

el

ker?2 | Medium
SICT L ] TeL " o
_Fq_*': - _]!"‘

You have the Azure AD ldentity Protection policies shown in the following table.

, Type Users User rnisk Sign-in risk Controls
Iser nsk Al Low and above nconfigured | Block access

| § J ‘ LSE i ;

5' S .;."*- N nsk Al | Unce r‘#:-;;-L;r::J | H ;H' Block access
poli user:

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.

User | Action
— — —_— S —_ S —
Kerl Lonfirm user compromised
-

Jser2 | Confirm sign-in safe
lser3 Drsmiss user nsk

. ‘ - i
i-'t.Jl.t - N .r-\\! L-I'Lr‘ g r‘-\.F 1 r‘-"lllu.‘i

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yos No
LIser1 can sign in by using mud b-factor authenticaton (MFA)
Userd can sign in by using mult-factor authentication (MFA)
| f ., III || .I-l '\.-I.I'.1 ¥ -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arca
Statements Yes No
Lser1 can sign in by wsing mud t-factor authentbicaton (MEA),
User? can sign in by using mu | authenticaton :|-'";.'"L' |

NEW QUESTION 43

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

You need to prevent the synchronization of users who have the extensionAttributel5 attribute set to NoSync.

What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.
B. Configure a Full Import run profile.

C. Create an inbound synchronization rule for the Active Directory Domain Services connector.
D. Configure an Export run profile.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 44

- (Exam Topic 4)

You have an Azure subscription that uses Azure AD Privileged Identity Management (PIM). You need to identify users that are eligible for the Cloud Application
Administrator role. Which blade in the Privileged Identity Management settings should you use?

A. Azure resources

B. Privileged access groups
C. Review access

D. Azure AD roles

Answer: D

NEW QUESTION 46

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

LT i N = & T e By cFF il b i g
AL CESS NeVIEWS a W Mevvieavels 1D atlest 1O WinEinet LUse

Start date *

Frequency

3‘!..:"-.I".|:‘-rl i I:L'I-'J'.-. ——————_————{j

b i

Scope ¥ Everyone

Reviewers

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 51

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 55

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet
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Answer: C

NEW QUESTION 57

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

Answer: B

NEW QUESTION 61

- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com.

Guest user access is enabled.

Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
Usert@outlook.com | Guest No Ente:rprf_se
application
User2@fabrikam.com | Guest Yes Ent&_rpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following
exhibit.

Collaboration restrictions

) Allow invitations to be sent to any domain (most inclusive)
) Deny invitations to the specified domains

(@) Allow invitations only to the specified domains (most restnctive)

TARGET DOMAINS

Mkl bl Feves
R LA P R AT

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can accept the invitation and gain access to the enterprise application O @)
User?2 can access the enterprise application. O ®)
User3 can accept the invitation and gain access to the SharePoint site. O )

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 65
- (Exam Topic 4)
You have a Microsoft 365 tenant.
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You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 69

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD ldentity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 71

- (Exam Topic 4)

You have an Azure subscription that contains the custom roles shown in the following table.
Name Type

= - MTiIire A JE I e

i}
Role, Azure subscription role

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C

NEW QUESTION 72

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy

Publish App1 in Azure Active Directory
(Azure AD)

Create a conditional access policy that has @

session controls configured

©O

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 73
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the following:

» An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

» A Microsoft SharePoint Online site named Sitel
* A Microsoft Teams team named Team1l

You need to create an entitlement management workflow to manage Sitel and Team1. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A
NEW QUESTION 75

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription.

You need to create a dynamic user group that will include all the users that do NOT have a department defined in their user profile.

How should you complete the membership rule? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 76

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

e gt (o1 fe——
7
-ne Srull
-notin || “null” |
T e "r{_ t-_“nr\-
- gepar | # - k. l !_ il - [
¥

You need to query the logs and graphically display the number of sign-ins per user.
How should you complete the query? To answer, select the appropriate options in the answer area.
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signinLogs
| where ResultType == @

| ¥ | login_count = count{) by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 81

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Bnswed Area

I On Serverl. Tun - expeart for all ConfeeCios.

|_Bn§u:u¢t2_ mn :q:m:': fior all conmnecios.
Em ruir il MG fowr sl l"fll'ﬂ'lrf‘l-l"ii'\:.- T
lﬂlﬁi’ﬂ'ﬂ. i deltn 1';11d'u'nn.r:ntn:lr| bor alll crshinecioes.

fﬁﬂ-m?. mTall Acrure ﬁE.l:.LITH'H.'h’_[. @ 0 I

| A e | ==

D Server], contgune the staging mosde

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 83
- (Exam Topic 4)
You have an Azure AD tenant that contains a user named Adminl.

Adminl uses the Require password change for high-risk user’s policy template to create a new Conditional Access policy.

Who is included and excluded by default in the policy assignment? To answer, drag the appropriate options to the correct target. Each option may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Options Answer Area
| Admini Include:
| All guest and external users .
. Exclude:

l.b.ll users
‘ Directory roles

| None |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A white background with black text Description automatically generated

NEW QUESTION 86
- (Exam Topic 4)
You have a Microsoft 365 tenant that has 5,000 users. One hundred of the users are executives. The executives have a dedicated support team.
You need to ensure that the support team can reset passwords and manage multi-factor authentication (MFA) settings for only the executives. The solution must
use the principle of least privilege.
Which object type and Azure Active Directory (Azure AD) role should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Object type: b
A custom administrator role
A dynamic group
A Microsoft 365 group

Role: b
Authentication administrator
Groups administrator
Helpdesk administrator
Password administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Object type: R
An admmistrative unit

1A custum administrator role

Groups 'l'_.'r1'|:|r' trator

f_Pasmrﬂ administrator

NEW QUESTION 88

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Condltlonal Access pollcy exhlblt (C|ICk the Condltlonal Access policy tab.)

=

f Hf il |
ff.miuil]{nflll i
nmﬂ II

"IE‘I'!i s J:Jl il

f'l””

| 'lli

You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details tab.)
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For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes Yes Yes

NEW QUESTION 89
- (Exam Topic 4)
You have the Azure resources show in the following table.
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Name Description
58T 7 1 Jser account
| Gre .“_‘._J__"-;_ ity ':: ip that uses the Dynamic user membership type
k - = E ")
| v M1 | Virtual machine with a system-assigned managed igentity |
App? Lnterpnse application
. RG1Y Resource group

To Which identities can you assign the Contributor role for RG1?

A. Userl only
B. Userl and Groupl only
C. Userl and VW1 only

D. Userl, VM1, and App1 only
E. Userl, Groupl, Vm1, and Appl

Answer: E

NEW QUESTION 94
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps

portal.
What should you create?

A. tags

B. collections

C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:

https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 96
- (Exam Topic 4)

Your on-premises network contains an Active Directory domain that uses Azure AD Connect to sync with an Azure AD tenant. You need to configure Azure AD
Connect to meet the following requirements:

* User sign-ins to Azure AD must be authenticated by an Active Directory domain controller.
« Active Directory domain users must be able to use Azure AD self-service password reset (SSPR). What should you use for each requirement? To answer, select
the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Antwer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

Authentication by the ¢

controtler.  Federabion wath At ' jerator

ederation with Active Directory Federation Seraces (AD FS)
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Answer Area

Authenticabon by the doman controller.  Federation with Act

A
el R s

Ba } h = n
Fass-tnrouan authenbication

Pacsword hash synchronzation

[Federation with Active Directory Federaton Senaces (AD FS)

Diaeouened haeh maveienmessdnn
FaSsWord Nash smd &l |

Dievice wteback

(roup wnteback

Password wteback

NEW QUESTION 101
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.

Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,

and who can register App2 in Azure AD.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1: v

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, AdminZ, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-

directory/develop/active-directory-how-applications-are-added

NEW QUESTION 106
- (Exam Topic 4)
You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:
« Users that are assigned Rolel can create or delete instances of Azure Container Apps.
* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Rolel:

Roled:

Rolel:

Role:

NEW QUESTION 107

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD Identity Protection policies enforced.

-

| Microsoft. Compute
Microsoft Management
Microsoft.Security

MicrosoftApp

Microsoft. Compute

Microsoft. Metwork
Microsoft.Security

|"

MicrosoftApp

I | Microsoft Compute

Microsoft. Management
Microsoft.Security

Microsoft.App

Microsoft.Compute
L MicrosoftNetwork_
'__.‘:IEro_gofiSE:_cLur_l:y_ I

You create an Azure Sentinel instance and configure the Azure Active Directory connector.
You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD ldentity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD ldentity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 111
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant contains the users shown in the

following table.

Name Role
Admin1 Cloud device administrator
Admin2 Device administrator
User1 None

You have the Device Settings shown in the following exhibit.
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33 Devices | Device settings

Default Derectory - Azure Active Directory

El save X Discard 7 Got feadback?

Ll Al devices
Lisars may joun devices to Azure AD
5} Device settings “ Salected Noe
(23 Enterprise State Roaming
Sefected
J:’ BitLocker keys (Preview)
A Dagnose and solve problems
Activity Lisers may register their devices with Azure AD
D rone

E Aucdiilogs

ca Bulk operabion results (Presndw)

Devices to be Azure AD joined or Azure AD registered reguire Multi-Factor Authentication (&)

Troubleshooting + Support

i  New support request

iy Wi recommend that you require Mult-Factor Authentication to register or join devices using Condil onal Access. Set this
device setting to No if you require Multi-Factor Authentication wsing Conditional Access

. e . - 5 .
Maximum number of dewvices per user
I

5 b

Additional local administrators on all Azure AD joined devices
Manaoe Additisnal local admmisirat

Userl has the devices shown in the following table.

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 | iOS Azure AD registered
Device3 | Windows 10 Azure AD registered
Device4 | Android Azure AD registered

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can join four additional Windows 10 devices to Azure AD. | @
Admin1 can set Devices to be Azure AD joined or Azure AD registered require Q1 1O
Multi-Factor Authentication to Yes.
Admin2 is a local administrator on Device3. SIS

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Users may join 5 devices to Azure AD. Box 2: Yes

Box 3: No

An additional local device administrator has not been applied Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION 114

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name Type Directory synced
User1 User No
User2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.
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PROVISION FROM ACTIVE DIRECTORY

4 Azure AD Connect cloud provisionin
-— i ,

This feature allows you to manage provisioning from the cloud.

LA P H
Manage provisioning |
-l

-
—

F

D

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

a ederation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?

A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: B
NEW QUESTION 119

- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl
* Deletes a secret named Secretl from KeyVault2

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4g Owner

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificate1 on June 14. D

NEW QUESTION 124

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 129

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?

A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 133
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.
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In the tenant, you create the groups shown in the following table.
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Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

GroupA: v
User1 only

User1 and Group1 only

User1, Group1, and Group?2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB: v
User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 137

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C

NEW QUESTION 141

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD
C. Cloud App Discovery in Microsoft Cloud App Security
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D. enterprise applications in Azure AD
Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 145
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Type In organizational Description
unit (OU)

User1 User Ou1 User1 is a member of Group1

User2 User ou User2 is not a member of any
qroups.

Group1 | Security group | QU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

l#- Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks I you change the OU-filtering configuration for a grven directory, the next sync cycle will automatically
Cannected 1o Azuse AD perform full import on the directony.
Sync [hrectany | contoso.com bod Refresh Ou/Domain ﬂ

Connect Directories

7 Syne all domains and Ol
2 Syne selected domains and OUs

Domain/OU Filtering

Filtering | 4 [ contoso.com
Optional Features . Builtin
Camputiers

Configure
" Domain Controllers

ForegnbecuntyPrincipals
L Infrastructure
LostAndFound
Managed Service Accounts
L L
ou2
Program Data
System
Users

| 1%

Mext

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

I} Micrasaft Axure Active Directory Connect

Filter users and devices

Tasks
Connected to Azure AD For a pilot deployment. specify a group containing your users and devices that will be synchronzied. Nested
groups aré not supported and will be ignared,
Sync
Connect Directones

Domain/OU Filtering ) Synchronize all users and devices

Optional Features

® Synchronize selected @

FOREST GROUP

Configure contoso.com |CN=If':rGup'I.E}U=ﬂU2.D{= contoso,DC=com Resolve V)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Statements Yes No

O

User1 syncs to Azure AD. O

User2 syncs to Azure AD

Group?2 syncs to Azure AD

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 147

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C

NEW QUESTION 149

- (Exam Topic 4)

You have an Azure Active Directory Premium P2 tenant. You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

NEW QUESTION 152

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You have two Azure AD roles that have the Activation
settings shown in the following table.

Mame Required Flcﬁﬁirc approval Ap pcﬁvcrs
justification on to activate |
activation

The Azure AD roles have the Assignment settings shown in the following table.

Role Allow permanent | Allow Permanent Require
cligible activate justification on
assignment assignment active assignment
Role? Yes es Yes
| Role2 Ne | Yes | Yes

The Azure AD roles have the eligible users shown in the following table.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeadero 100% Valid and Newest Version SC-300 Questions & Answers shared by Certleader
https://www.certleader.com/SC-300-dumps.html (192 Q&ASs)

Leader of IT Certifications
Role Eligible assignment
Role1 User1, User2
Role2 User3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
If User1 requests Role1, the request will be approved automatically. 9
User? can approve the request of User3 for Role2. L G
User! must provide justification to approve the reguest of User2 for Role1.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Statements Yes
If User1 requests Role1, the request will be approved automatically. C \:_ I
User! can approve the request of User3 for Role2, O | O
- -

User! must provide justification to approve the request of User2 for Role1. el @)

NEW QUESTION 154
- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

____ i ‘T'i"""“‘ """'""‘"""‘F'F”

: ..HJ.' '

| erffjpﬂ

On February 1, 2021, you conflgure the multl factor a thentlcatlon (MFA) settings as shown in the foIIowmg exhlblt

rHF J . H I '|| |
;=-|'4,|1IIH I “ l h ”|J'I1””L l.'

: LLr i 11-' -"'1. .."-.-._d:lu
S lI-FH--E'I! i ks HiE-t“...I!.!.th‘hf ﬂﬂﬂﬂll-.... Lﬂ;‘:u.’i' f'“n:-'lt‘:hn (3

SRR

On February 26, 2021, what will the multi-factor auth status be for each user?
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r auth status
1'.___.____._1.

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 155
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.
You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable

Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.
Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 159
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

Mame | Member of Multi-factor authentication (MFA)
Mserl | Groupl | Dusabled Sl e -
User2 | Group? Enforced

You have the locations shown in the following table.

Mame Private address space | Public NAT address space
Location] | 10.10.0.0/14 20.93.15.0424
Location? | 192 168.0.0/16 19317 17.0/24

The tenant contains a named location that Das the following configurations:
* Name: locationl

» Mark as trusted location: Enabled

* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:

» Name: CAPolicyl

* Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps
* Conditions

* Locations All trusted locations

* Access controls

o0 Gant

» Grant access: Require multi-factor authentication

© Session: 0 controls selected

 Enable policy: On
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For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area

Statements Yes MNo

NEW QUESTION 161

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Amazon Web Services app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 163

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 168
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