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NEW QUESTION 1
Which tool gives the ability to see session data in real time?

A. tcpdstat
B. trafdump
C. tcptrace
D. trafshow

Answer: C

NEW QUESTION 2

Which incidence response step includes identifying all hosts affected by an attack?
A. detection and analysis

B. post-incident activity

C. preparation

D. containment, eradication, and recovery

Answer: D

Explanation:

* 3.3.3 ldentifying the Attacking Hosts During incident handling, system owners and others sometimes want to or need to identify the attacking host or hosts.
Although this information can be important, incident handlers should generally stay focused on containment, eradication, and recovery.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

The response phase, or containment, of incident response, is the point at which the incident response team begins interacting with affected systems and attempts

to keep further damage from occurring as a result of the incident.

NEW QUESTION 3
What is an advantage of symmetric over asymmetric encryption?

A. A key is generated on demand according to data type.

B. A one-time encryption key is generated for data transmission
C. Itis suited for transmitting large amounts of data.

D. Itis a faster encryption mechanism for sessions

Answer: D

NEW QUESTION 4
Refer to the exhibit.
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Frame 23: 261 bytes on wire (2088 bits}, 261 bytes captured (2088 bits)

Linux cooked capture

Internet Protocol Version 4, Srec: 10.0.2.15 (10.0.2.15), Dst: 1%52.124.249.9 (192.124.249.%9)
Transmission Control Protocol, Src Port: 50588 (50588), Dst Port: 443 (443), Seg: 1, Ack:1,
Secure Sockets Layer

WOW W

0000 00 04 00 O1 OO 06 08 00 27 Ta 3c 93 00 00 08 DD ..veeewe ®ZC. cuns
0010 45 00 00 £5 eb 3e 40 00 40 06 89 2f Oa 00 02 0f E.vu.2B8. B.u/fcus.
0020 <0 T £9 09 ¢S 9c 01 bbb 4dda db TL £7 Q0 b3 b0 D2 .| esswas Miviesons
0030 50 18 72 10 c& Tc 00 00 16 03 01 00 8 01 00 00 Puifwslon snusmauna
0040 ec4 03 03 d1 08 45 78 b7 2c 90 04 ee 51 16 fl B2 .....EX. ..o:eD..s
0050 16 43 ec d4 89 €0 34 4a 7Tb B0 a6 dl 72 45 11 87 .C....47 {...C...
Q060 10 57 cc Q0 Q0 le e 2b 0 2f cc a9 ¢cc a8 cl 2Z¢ Woc.owat Secains
0070 c0 30 cO Oa cb 09 0 13 0 14 00 33 00 39 00 2f .0.ccciwe swsI3aB.f
Q080 00 35 00 0a 01 00 00 74 00 00 00 16 00 14 00 00 .S5..ceel crssnnss
0090 11 77 77 77 2e B¢ 69 6e 75 78 6d 69 Ge T4 Z2e 63 .wwwlin uxmint.c
00a0 6f 6d 00 17 00 Q0 ££f 01 OO0 O1 00 OO0 Oa 00 08 00 OM.cvvne cnwsenns
00bO0 06 00 17 00 18 00 19 00 Ob 00 02 Q1 00 00 23 00 .secanwss ssssssls
00cO ©O0 33 74 00 00 00 1C 00 17 00 15 02 €68 32 08 73 .3t....:s «esh2.3
00d0 70 64 79 2f 33 2e 31 08 68 74 74 70 2f 31 2e 31 pdy/3.2. http/l.1l

00e0 OO0 05 00 05 01 00 OO OO OD OD Od 00 18 00 16 04 .....c.as s e e
00£0 01 05 01 06 01 02 01 04 03 05 03 06 02 02 03 05 ..cccavs snumness
0100 02 04 02 02 02 P

Drag and drop the element name from the left onto the correct piece of the PCAP file on the right.
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source address 10.0.2.15
destination address 50588
source port 443
destination port 192.124.249.9
Network Protocol Transmission Control Protocol
Transport Protocol Internet Protocol v4
Application Protocol Transport Layer Security v1.2

A. Mastered
B. Not Mastered

Answer: A
Explanation:
source address source address :
destination address source port
source port “ destination port ‘
destination port _ de;inatiun_address
Network Protocol Transport Protocol
Transport Protocol Network Protocol |
Application Protocol Application Protocol

NEW QUESTION 5
Drag and drop the type of evidence from the left onto the description of that evidence on the right.

log that shows a command and contrel check-in from

direct evidence .
verified malware

firewall log showing successful communication and

corroborative evidence threat intelligence stating an IP is known to host
malware
indirect evidence NetFlow-based spike in DNS traffic

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 6
A network engineer discovers that a foreign government hacked one of the defense contractors in their home country and stole intellectual property. What is the
threat agent in this situation?

A. the intellectual property that was stolen
B. the defense contractor who stored the intellectual property

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-201 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/200-201/ (263 Q&AS)
C. the method used to conduct the attack
D. the foreign government that conducted the attack

Answer: D

NEW QUESTION 7
Refer to the exhibit.
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An engineer received an event log file to review. Which technology generated the log?

A. NetFlow
B. proxy
C. firewall
D. IDS/IPS

Answer: C

NEW QUESTION 8
What is the difference between discretionary access control (DAC) and role-based access control (RBAC)?

A. DAC requires explicit authorization for a given user on a given object, and RBAC requires specific conditions.

B. RBAC access is granted when a user meets specific conditions, and in DAC, permissions are applied on user and group levels.
C. RBAC is an extended version of DAC where you can add an extra level of authorization based on time.

D. DAC administrators pass privileges to users and groups, and in RBAC, permissions are applied to specific groups

Answer: A

NEW QUESTION 9
Why is HTTPS traffic difficult to screen?

A. HTTPS is used internally and screening traffic (or external parties is hard due to isolation.

B. The communication is encrypted and the data in transit is secured.

C. Digital certificates secure the session, and the data is sent at random intervals.

D. Traffic is tunneled to a specific destination and is inaccessible to others except for the receiver.

Answer: B

NEW QUESTION 10
What is a benefit of using asymmetric cryptography?

A. decrypts data with one key
B. fast data transfer

C. secure data transfer

D. encrypts data with one key

Answer: C

NEW QUESTION 10

An investigator is examining a copy of an ISO file that is stored in CDFS format. What type of evidence is this file?
A. data from a CD copied using Mac-based system

B. data from a CD copied using Linux system

C. data from a DVD copied using Windows system
D. data from a CD copied using Windows
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Answer: B

Explanation:

CDfs is a virtual file system for Unix-like operating systems; it provides access to data and audio tracks on Compact Discs. When the CDfs driver mounts a
Compact Disc, it represents each track as a file. This is consistent with the Unix convention "everything is a file". Source: https://en.wikipedia.org/wiki/CDfs

NEW QUESTION 15

What is the difference between mandatory access control (MAC) and discretionary access control (DAC)?

A. MAC is controlled by the discretion of the owner and DAC is controlled by an administrator
B. MAC is the strictest of all levels of control and DAC is object-based access

C. DAC is controlled by the operating system and MAC is controlled by an administrator

D. DAC is the strictest of all levels of control and MAC is object-based access

Answer: B

NEW QUESTION 20
Refer to the exhibit.
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Where is the executable file?

A. info
B. tags
C. MIME
D. name

Answer: C
NEW QUESTION 24
How does agentless monitoring differ from agent-based monitoring?

A. Agentless can access the data via AP
B. while agent-base uses a less efficient method and accesses log data through WMI.

C. Agent-based monitoring is less intrusive in gathering log data, while agentless requires open ports to fetch the logs

D. Agent-based monitoring has a lower initial cost for deployment, while agentless monitoring requires resource-intensive deployment.
E. Agent-based has a possibility to locally filter and transmit only valuable data, while agentless has much higher network utilization

Answer: B

NEW QUESTION 25

What describes the concept of data consistently and readily being accessible for legitimate users?
A. integrity

B. availability

C. accessibility

D. confidentiality

Answer: B

NEW QUESTION 30

An engineer needs to fetch logs from a proxy server and generate actual events according to the data received. Which technology should the engineer use to

accomplish this task?

A. Firepower

B. Email Security Appliance
C. Web Security Appliance
D. Stealthwatch

Answer: C
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NEW QUESTION 33

Drag and drop the data source from the left onto the data type on the right.

Wireshark session data
NetFlow alert data
server log full packet capture
IPS transaction data
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Wireshark NetFlow
!_ _ =—t e e,
| NetFlow IPS
|
server log Wireshark
IPS server log

NEW QUESTION 34

According to the September 2020 threat intelligence feeds a new malware called Egregor was introduced and used in many attacks. Distnbution of Egregor is
pnmanly through a Cobalt Strike that has been installed on victim's workstations using RDP exploits Malware exfiltrates the victim's data to a command and control
server. The data is used to force victims pay or lose it by publicly releasing it. Which type of attack is described?

A. malware attack

B. ransomware attack
C. whale-phishing

D. insider threat

Answer: B

NEW QUESTION 39

The security team has detected an ongoing spam campaign targeting the organization. The team's approach is to push back the cyber kill chain and mitigate
ongoing incidents. At which phase of the cyber kill chain should the security team mitigate this type of attack?

A. actions

B. delivery

C. reconnaissance
D. installation

Answer: B

NEW QUESTION 43

What does cyber attribution identify in an investigation?
A. cause of an attack

B. exploit of an attack

C. vulnerabilities exploited
D. threat actors of an attack
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Answer: D

Explanation:
https://www.techtarget.com/searchsecurity/definition/cyber-attribution

NEW QUESTION 47
What is rule-based detection when compared to statistical detection?

A. proof of a user's identity

B. proof of a user's action

C. likelihood of user's action

D. falsification of a user's identity

Answer: B

NEW QUESTION 48

Which technology prevents end-device to end-device IP traceability?
A. encryption

B. load balancing

C. NAT/PAT

D. tunneling

Answer: C

NEW QUESTION 49

Which event artifact is used to identify HTTP GET requests for a specific file?
A. destination IP address

B. TCP ACK

C. HTTP status code

D. URI

Answer: D

NEW QUESTION 54

An analyst received an alert on their desktop computer showing that an attack was successful on the host. After investigating, the analyst discovered that no

mitigation action occurred during the attack. What is the reason for this discrepancy?

A. The computer has a HIPS installed on it.
B. The computer has a NIPS installed on it.
C. The computer has a HIDS installed on it.
D. The computer has a NIDS installed on it.

Answer: C

NEW QUESTION 56
Refer to the exhibit.

- Internet Protocol version 4, Src: 192.168.122. 100 (192.168.122.]
81.179.179.69 (81.179.179.69)
Version: 4
Header Length: Z0 bytes
+ Differentiated Services Fiaeld: O0x00 (DsSCP Ox00: Default;
(Mot ECN-Capabie Transport))
Total Length: 538
Identification: Oxébse (27534)
+ Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to liwve: 128
Protocol: TCP (6)
+ Header chechksum: O0x000 [Validation disabled
Source: 192.168.122.100 (192.168.122.100)
Destination: B1.179.179.6% (B1l.179.179.69)
[Source GeoIP: Unknown
+ Transmission control protocoel. sre port: 50272 (50272) Dst
Seqg: 419451624, Ack: 570444123. Len: 4%

What should be interpreted from this packet capture?

A. 81.179.179.69 is sending a packet from port 80 to port 50272 of IP address 192.168.122.100 using UDP protocol.
B. 192.168.122.100 is sending a packet from port 50272 to port 80 of IP address 81.179.179.69 using TCP protocol.
C. 192.168.122.100 is sending a packet from port 80 to port 50272 of IP address 81.179.179.69 using UDP protocol.
D. 81.179.179.69 is sending a packet from port 50272 to port 80 of IP address 192.168.122.100 using TCP UDP protocol.

Answer: B
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NEW QUESTION 60
Which event is a vishing attack?

A. obtaining disposed documents from an organization

B. using a vulnerability scanner on a corporate network

C. setting up a rogue access point near a public hotspot
D. impersonating a tech support agent during a phone call

Answer: D

NEW QUESTION 61
An analyst is investigating an incident in a SOC environment. Which method is used to identify a session from a group of logs?

A. sequence numbers
B. IP identifier

C. 5-tuple

D. timestamps

Answer: C

NEW QUESTION 62
At which layer is deep packet inspection investigated on a firewall?

A. internet

B. transport
C. application
D. data link

Answer: C

Explanation:
Deep packet inspection is a form of packet filtering usually carried out as a function of your firewall. It is applied at the Open Systems Interconnection's application
layer. Deep packet inspection evaluates the contents of a packet that is going through a checkpoint.

NEW QUESTION 64
Which system monitors local system operation and local network access for violations of a security policy?

A. host-based intrusion detection
B. systems-based sandboxing
C. host-based firewall

D. antivirus

Answer: A

Explanation:
HIDS is capable of monitoring the internals of a computing system as well as the network packets on its network interfaces. Host-based firewall is a piece of
software running on a single Host that can restrict incoming and outgoing Network activity for that host only.

NEW QUESTION 65
Which NIST IR category stakeholder is responsible for coordinating incident response among various business units, minimizing damage, and reporting to
regulatory agencies?

A. CSIRT
B. PSIRT
C. public affairs
D. management

Answer: D

NEW QUESTION 69

An engineer is analyzing a recent breach where confidential documents were altered and stolen by the receptionist Further analysis shows that the threat actor
connected an externa USB device to bypass security restrictions and steal data The engineer could not find an external USB device Which piece of information
must an engineer use for attribution in an investigation?

A. list of security restrictions and privileges boundaries bypassed
B. external USB device

C. receptionist and the actions performed

D. stolen data and its criticality assessment

Answer: C

NEW QUESTION 74
An engineer received an alert affecting the degraded performance of a critical server. Analysis showed a heavy CPU and memory load. What is the next step the
engineer should take to investigate this resource usage?
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A. Run "ps -d" to decrease the priority state of high load processes to avoid resource exhaustion.

B. Run "ps -u" to find out who executed additional processes that caused a high load on a server.

C. Run "ps -ef" to understand which processes are taking a high amount of resources.

D. Run "ps -m" to capture the existing state of daemons and map required processes to find the gap.

Answer: C

NEW QUESTION 77
What is the principle of defense-in-depth?

A. Agentless and agent-based protection for security are used.

B. Several distinct protective layers are involved.

C. Access control models are involved.

D. Authentication, authorization, and accounting mechanisms are used.

Answer: B

NEW QUESTION 78
Drag and drop the definition from the left onto the phase on the right to classify intrusion events according to the Cyber Kill Chain model.

The threat actor takes actions to violate data [ogias |
_ _ i Exploitation
Integrity and availability, |

| The targeted environment is taken advantage of _ ‘
_—— , Installation
triggering the threat actor’s code. |

| Backdoor is placed on the victim system allowing

i | Command and Control |
the threat actor to maintain the persistence.

An outbound connection is established to an =" ; .
Actions and Objectives
Internet-based controller server.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Exploitation - The targeted Environment is taken advantage of triggering the threat actor's code Installation - Backdoor is placed on the victim system allowing the

threat actor to maintain the persistence. Command and Control - An outbound connection is established to an Internet-based controller server. Actions and
Objectives - The threat actor takes actions to violate data integrity and availability

NEW QUESTION 83
Refer to the exhibit.

GET /item.php?id=34' or sleep(10)

This request was sent to a web application server driven by a database. Which type of web server attack is represented?

A. parameter manipulation
B. heap memory corruption
C. command injection
D. blind SQL injection

Answer: D

NEW QUESTION 88
Why is encryption challenging to security monitoring?

A. Encryption analysis is used by attackers to monitor VPN tunnels.

B. Encryption is used by threat actors as a method of evasion and obfuscation.
C. Encryption introduces additional processing requirements by the CPU.

D. Encryption introduces larger packet sizes to analyze and store.

Answer: B

NEW QUESTION 93

An employee reports that someone has logged into their system and made unapproved changes, files are out of order, and several documents have been placed
in the recycle bin. The security specialist reviewed the system logs, found nothing suspicious, and was not able to determine what occurred. The software is up to
date; there are no alerts from antivirus and no failed login attempts. What is causing the lack of data visibility needed to detect the attack?

A. The threat actor used a dictionary-based password attack to obtain credentials.

B. The threat actor gained access to the system by known credentials.
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C. The threat actor used the teardrop technique to confuse and crash login services.
D. The threat actor used an unknown vulnerability of the operating system that went undetected.

Answer: C

NEW QUESTION 98
Which open-sourced packet capture tool uses Linux and Mac OS X operating systems?

A. NetScout
B. tcpdump
C. SolarWinds
D. netsh

Answer: B

NEW QUESTION 99
A security engineer deploys an enterprise-wide host/endpoint technology for all of the company's corporate PCs. Management requests the engineer to block a
selected set of applications on all PCs. Which technology should be used to accomplish this task?

A. application whitelisting/blacklisting
B. network NGFW

C. host-based IDS

D. antivirus/antispyware software

Answer: A

NEW QUESTION 101
Refer to the exhibit.

No. Time Source Deestination Protocol  Length Info
1878 6.473353 173.37.145.84 10.0.2.15 TR 62 B0-48522 [ACK] Seqel4404 Ack=2987 Win=65535 Len=0
1986 6.736855 173.37.145.84  10.0.2.15 HTTP 245 HTTE/1.1 304 Mot Modified
1987 6.736873 10.0.2.15 173.37.145.84 TCP 56 4952280 [ACK] Seg=2987 Ack=14593 Win=59840 Len=0
2317 T.245088 10.0.2:15 173.37.145.84 TCP 2578 [TCP segment of a reassembled PDU)
2318 7.245197 10.0.%.15 175:37.145.84 HTTE 1020 GET /web/fw/i/ntpagetag.gifiis=1lsta=14T629607552. 286stc
7321 7.2466331 | 173.37.145.84  10.0.2.15 TR 62 B0-49522 [ACK] Seg=145%3 Rck=4447 Win=65535 Len=0
2332 T.24ee40)) [173.37:1%5.084 0 10002 TCP 62 B0-45522 [ACK] Seg=145%3 Ack=5%07 Win=65535 Len=0
#323 7.246642  173.37.145.84  10.0.2.15 TCP £2 EHD-45522 [ACK] Seg=14593 Ack=£571 Win=55535 Len=0
2542 T.5127500 [173.37.145.84  10.0.2.15 HTTP 442 BTTP/1.1 200 0K (GIFB9a)
2543 7.512781 10.0.2.15 173.37.145.84 TCP 56 45522-80 [ACK] Seg=6871 Ack=14573 Win=62450 Len=0

Which packet contains a file that is extractable within Wireshark?

A. 2317
B. 1986
C. 2318
D. 2542

Answer: D

NEW QUESTION 105

An intruder attempted malicious activity and exchanged emails with a user and received corporate information, including email distribution lists. The intruder asked
the user to engage with a link in an email. When the fink launched, it infected machines and the intruder was able to access the corporate network.

Which testing method did the intruder use?

A. social engineering
B. eavesdropping

C. piggybacking

D. tailgating

Answer: A

NEW QUESTION 107
The SOC team has confirmed a potential indicator of compromise on an endpoint. The team has narrowed the executable file's type to a new trojan family.
According to the NIST Computer Security Incident Handling Guide, what is the next step in handling this event?

A. Isolate the infected endpoint from the network.

B. Perform forensics analysis on the infected endpoint.
C. Collect public information on the malware behavior.
D. Prioritize incident handling based on the impact.

Answer: C

NEW QUESTION 109

Which data format is the most efficient to build a baseline of traffic seen over an extended period of time?
A. syslog messages

B. full packet capture

C. NetFlow
D. firewall event logs
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Answer: C

NEW QUESTION 113

Which attack method intercepts traffic on a switched network?

A. denial of service
B. ARP cache poisoning
C. DHCP snhooping
D. command and control

Answer: B

Explanation:

An ARP-based MITM attack is achieved when an attacker poisons the ARP cache of two devices with the MAC address of the attacker's network interface card
(NIC). Once the ARP caches have been successfully poisoned, each victim device sends all its packets to the attacker when communicating to the other device
and puts the attacker in the middle of the communications path between the two victim devices. It allows an attacker to easily monitor all communication between
victim devices. The intent is to intercept and view the information being passed between the two victim devices and potentially introduce sessions and traffic

between the two victim devices

NEW QUESTION 116
Refer to the exhibit.

2020-01-05  21:15:28.389  0.000

Date Flow Start  Duration

Sre [P Addr:Port
127.0.0.1:25678

Dst [P Addr:Port
192.168.0.1:20521

Packets
|

Bytes

52

Flows

Which type of log is displayed?
A. proxy

B. NetFlow

C.IDS

D. sys

Answer: B

NEW QUESTION 118

Which technology on a host is used to isolate a running application from other applications?

A. sandbox

B. application allow list
C. application block list
D. host-based firewall

Answer: A

NEW QUESTION 119
Refer to the exhibit.

127.0.0.1 port 38346 ssh2

Mar 6 10:35:34 user sshd[12900]: pam_unix(sshd:auth):authentication failure;
logname= u1d=0 eu1d=0 tty=ssh ruser= rhost=127.0.0.1
Mar 6 10:35:36 user sshd[12900]: Failed password for invalid user not_bill from

In which Linux log file is this output found?

A. Ivar/log/authorization.log
B. /var/log/dmesg

C. var/log/var.log

D. /var/log/auth.log

Answer: D

NEW QUESTION 122

Which utility blocks a host portscan?
A. HIDS

B. sandboxing

C. host-based firewall

D. antimalware

Answer: C

NEW QUESTION 125

What is the difference between a threat and an exploit?
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A. A threat is a result of utilizing flow in a system, and an exploit is a result of gaining control over the system.
B. A threat is a potential attack on an asset and an exploit takes advantage of the vulnerability of the asset
C. An exploit is an attack vector, and a threat is a potential path the attack must go through.

D. An exploit is an attack path, and a threat represents a potential vulnerability

Answer: B

NEW QUESTION 130
How does an SSL certificate impact security between the client and the server?

A. by enabling an authenticated channel between the client and the server
B. by creating an integrated channel between the client and the server

C. by enabling an authorized channel between the client and the server

D. by creating an encrypted channel between the client and the server

Answer: D

NEW QUESTION 131
When trying to evade IDS/IPS devices, which mechanism allows the user to make the data incomprehensible without a specific key, certificate, or password?

A. fragmentation
B. pivoting

C. encryption

D. stenography

Answer: C

Explanation:
https://techdifferences.com/difference-between-steganography-and-cryptography.html#:~:text=The%20steganog

NEW QUESTION 135
What are the two characteristics of the full packet captures? (Choose two.)

A. Identifying network loops and collision domains.

B. Troubleshooting the cause of security and performance issues.
C. Reassembling fragmented traffic from raw data.

D. Detecting common hardware faults and identify faulty assets.
E. Providing a historical record of a network transaction.

Answer: CE

NEW QUESTION 137
Refer to the exhibit.

Severity Date Time SigID  Source [P Source Port  DestIP  DestPort Description

0 Jan 152020 05:15:22 33885 6252254 22557  198.168.5.22

=
i3
Ll

Which type of log is displayed?

A. IDS

B. proxy
C. NetFlow
D. sys

Answer: A

Explanation:

You also see the 5-tuple in IPS events, NetFlow records, and other event data. In fact, on the exam you may need to differentiate between a firewall log versus a
traditional IPS or IDS event. One of the things to remember is that traditional IDS and IPS use signatures, so an easy way to differentiate is by looking for a
signature ID (SigID). If you see a signature ID, then most definitely the event is a traditional IPS or IDS event.

NEW QUESTION 138
What describes the impact of false-positive alerts compared to false-negative alerts?

A. A false negative is alerting for an XSS attac

B. An engineer investigates the alert and discovers that an XSS attack happened A false positive is when an XSS attack happens and no alert is raised

C. A false negative is a legitimate attack triggering a brute-force aler

D. An engineer investigates the alert and finds out someone intended to break into the system A false positive is when no alert and no attack is occurring

E. A false positive is an event alerting for a brute-force attack An engineer investigates the alert and discovers that a legitimate user entered the wrong credential
several times A false negative is when a threat actor tries to brute-force attack a system and no alert is raised.

F. A false positive is an event alerting for an SQL injection attack An engineer investigates the alert and discovers that an attack attempt was blocked by IPS A
false negative is when the attack gets detected but succeeds and results in a breach.

Answer: C
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NEW QUESTION 140
How is NetFlow different from traffic mirroring?

A. NetFlow collects metadata and traffic mirroring clones data.

B. Traffic mirroring impacts switch performance and NetFlow does not.
C. Traffic mirroring costs less to operate than NetFlow.

D. NetFlow generates more data than traffic mirroring.

Answer: A

NEW QUESTION 142
What is the virtual address space for a Windows process?

A. physical location of an object in memory

B. set of pages that reside in the physical memory

C. system-level memory protection feature built into the operating system
D. set of virtual memory addresses that can be used

Answer: D

NEW QUESTION 143
During which phase of the forensic process is data that is related to a specific event labeled and recorded to preserve its integrity?

A. examination
B. investigation
C. collection
D. reporting

Answer: C

NEW QUESTION 148
Which security principle requires more than one person is required to perform a critical task?

A. least privilege
B. need to know
C. separation of duties
D. due diligence

Answer: C

NEW QUESTION 149
At a company party a guest asks questions about the company’s user account format and password complexity. How is this type of conversation classified?

A. Phishing attack

B. Password Revelation Strategy
C. Piggybacking

D. Social Engineering

Answer: D

NEW QUESTION 151
Refer to the exhibit.
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What is the potential threat identified in this Stealthwatch dashboard?

fiE
4
el

A. A policy violation is active for host 10.10.101.24.

B. A host on the network is sending a DDoS attack to another inside host.
C. There are three active data exfiltration alerts.

D. A policy violation is active for host 10.201.3.149.

Answer: C
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Explanation:

"EX" = exfiltration And there are three.

Also the "suspect long flow" and "suspect data heading" suggest, for example, DNS exfiltration
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/management_console/smc_users_guide/SW_6 page 177.

NEW QUESTION 153
How does an attack surface differ from an attack vector?

A. An attack vector recognizes the potential outcomes of an attack, and the attack surface is choosing a method of an attack.

B. An attack surface identifies vulnerable parts for an attack, and an attack vector specifies which attacks are feasible to those parts.
C. An attack surface mitigates external vulnerabilities, and an attack vector identifies mitigation techniques and possible workarounds.
D. An attack vector matches components that can be exploited, and an attack surface classifies the potential path for exploitation

Answer: B

NEW QUESTION 155
What is an incident response plan?

A. an organizational approach to events that could lead to asset loss or disruption of operations

B. an organizational approach to security management to ensure a service lifecycle and continuous improvements
C. an organizational approach to disaster recovery and timely restoration of operational services

D. an organizational approach to system backup and data archiving aligned to regulations

Answer: C

NEW QUESTION 157
An analyst is investigating a host in the network that appears to be communicating to a command and control server on the Internet. After collecting this packet
capture, the analyst cannot determine the technique and payload used for the communication.

File Actions Edit View Help

48 41.27034B133 185.195.111.153 - 192 68.88.164 TLSvl.2 123 Application Data

49 41.270348165 185.199.111.153 - 192.168.88.164 TLSv1l.2 104 Application Data

50 41.270356290 192.168.88.164 - 185.199.111.153 TCP 66 44736 — 443 [ACK]
Seg=834 Ack=3104 Win=64128 Len=0 1b¢al 3947973757 TSecr=Z2989424B49

51 41.270369874 192.168.88.164 — 185.199.111.153 TCP 66 44736 - 443 [ACK]
Seg=834 Ack=314Z2 Win=64128 Len=0 TSval=3947973757 TSecr=2985424849

52 41.270430171 192.168.88.164 - 185.199.111.153 TLSv1l.2 104 Application Data

53 41.271767772 185.199.111.153 - 192.168.88.164 TLSvl1l.2 2854 Application Data

54 41.271767817 185.199.111.153 - 192.168.88.164 TLSv1l.2 904 Application Data

55 41.27178899%¢ 1592.168.88.164 - 185.199.111.153 TCP 66 44736 - 443 [ACK]
Seqg=872 Ack=6768 Win=62552 Len=0 TSval=3947973758 TSecr=2985%9424849%

56 41.271973293 192.168.88.164 - 1835.199.111.153 TLSv1l.2 97 Encrypted Alert

57 41.272411701 192.168.88.164 - 185.199.111.153 TCP 66 44736 - 443 [FIN, ACK]
9424849

=803 Ack=6T768 Win=64128 Len=0 TSval=3947973759 TSecr=298
41."""3ﬁUl?“ﬂl 185. l‘-‘q 111.153 = 192.168.88.164 TCP 66 443 - 44736 [ACK]
Len=0 TSval=2989424852 TSecr=3847973757

.””’?Ul 08 155.199 111.153 - 192.168.88.164 TLSvl.Z 97 Encrypted Alert
321947 192.168.88.164 - 185.199.111.153 TCF 54 44736 - 443 [RST]
Segq=9%03 Wi 0 Len=0
61 41.283939151 185.199.111.153 - 192.168.88.164 TCP €6 443 - 44736 [FIN, ACK]
=6799 Ack=903 Win=28160 Len=0 TSval=2989424852 TSecr=3947973757
41.283945760 192.168.88.164 - 1685.1989.111.153 TCP 54 44736 - 443 [RST]
03 Win=0 Len=0
41.284635561 185.199.111.153 - 192.168.80.164 TCP 66 443 — 44/36 [ACE]
Seg=6800 Ack=904 Win=28160 Len=0 TSval=2989424853 TSecr=3947973759
04 41.28464232¢ = b 8 .88.164 — 185.199.111.153 TCP 54 44736 — 443 [RST
Seg=904 Win=0 Len=0

Which obfuscation technique is the attacker using?

A. Base64 encoding

B. TLS encryption

C. SHA-256 hashing

D. ROT13 encryption

Answer: B

Explanation:

ROT13 is considered weak encryption and is not used with TLS (HTTPS:443). Source: https://en.wikipedia.org/wiki/ROT13
NEW QUESTION 161

What is a difference between data obtained from Tap and SPAN ports?

A. Tap mirrors existing traffic from specified ports, while SPAN presents more structured data for deeper analysis.
B. SPAN passively splits traffic between a network device and the network without altering it, while Tap alters response times.
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C. SPAN improves the detection of media errors, while Tap provides direct access to traffic with lowered data visibility.
D. Tap sends traffic from physical layers to the monitoring device, while SPAN provides a copy of network traffic from switch to destination

Answer: D

NEW QUESTION 162
A security expert is working on a copy of the evidence, an ISO file that is saved in CDFS format. Which type of evidence is this file?

A. CD data copy prepared in Windows

B. CD data copy prepared in Mac-based system

C. CD data copy prepared in Linux system

D. CD data copy prepared in Android-based system

Answer: A

NEW QUESTION 164
What is a description of a social engineering attack?

A. fake offer for free music download to trick the user into providing sensitive data

B. package deliberately sent to the wrong receiver to advertise a new product

C. mistakenly received valuable order destined for another person and hidden on purpose

D. email offering last-minute deals on various vacations around the world with a due date and a counter

Answer: D

NEW QUESTION 165
How does statistical detection differ from rule-based detection?

A. Statistical detection involves the evaluation of events, and rule-based detection requires an evaluated set of events to function.

B. Statistical detection defines legitimate data over time, and rule-based detection works on a predefined set of rules

C. Rule-based detection involves the evaluation of events, and statistical detection requires an evaluated set of events to function Rule-based detection defines
D. legitimate data over a period of time, and statistical detection works on a predefined set of rules

Answer: B

NEW QUESTION 167
What is a purpose of a vulnerability management framework?

A. identifies, removes, and mitigates system vulnerabilities
B. detects and removes vulnerabilities in source code

C. conducts vulnerability scans on the network

D. manages a list of reported vulnerabilities

Answer: A

NEW QUESTION 171
What is the impact of encryption?

A. Confidentiality of the data is kept secure and permissions are validated
B. Data is accessible and available to permitted individuals

C. Data is unaltered and its integrity is preserved

D. Data is secure and unreadable without decrypting it

Answer: A

NEW QUESTION 176

A threat actor penetrated an organization's network. Using the 5-tuple approach, which data points should the analyst use to isolate the compromised host in a
grouped set of logs?

A. event name, log source, time, source IP, and host name

B. protocol, source IP, source port, destination IP, and destination port

C. event name, log source, time, source IP, and username

D. protocol, log source, source IP, destination IP, and host name

Answer: B

NEW QUESTION 181
Refer to the exhibit.
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SPRT - ;
SRVLOC Show TCP summary in protocol tree: [/
SSCOP Validate the TCP checksum if possible: |
SSH Allow subdissector to reassemble TCP streams: [/
SSL Analyze TCP sequence numbers: V) '\
STANAG 5066 Relative sequence numbers: [/
StarTeam Scaling factor to use when not available from capture: | Not known v
g?ﬂ Track number of bytes in flight: [/
SYNCHROPHASOR Calculate conversation timestamps: |
T.38 Try heuristic sub-dissectors first: =
TACACS+ Ignore TCP Timestamps in summary: | |
TALI Do not call subdissectors for error packets: |
TCAP TCP Experimental Options with a Magic Number: [/
TCPENCAP
TDMoE

What is the expected result when the "Allow subdissector to reassemble TCP streams” feature is enabled?

A. insert TCP subdissectors

B. extract a file from a packet capture
C. disable TCP streams

D. unfragment TCP

Answer: D

NEW QUESTION 183
Refer to the exhibit.

e v ToRrator TR ey T
b 16:40:35.636314 195.144.107.198 192.168.31.M e 184 Responve: 117 Emtering Passive Mode (195,144,107,198.4,12)
7 16 d: 15 637786 192, 168,31 .44 195 144,187,198 FTP B2 Request: RETR ResumableTransfer png
B 164015 638091 192, 168,31 44 195.144.187.198 TOp B6 1084 + 1026 [SYN] Seq«Dd Win-64040 Len<0 MGS-1460 WS-256 SACK_PERM-1
O 16:40: 15696788 195. 144,107,198 192.168.3]1.44 FTe 96 Response: 150 Opening BINARY mode data connection.
10 16:40:15. 698384 195.144. 187,198 192 _168.31. 44 TCP 66 1026 + 1084 [SYN, .n'-l.'!.]_ Cegel) Ark«1 Win<B192 Len<B MSS-1456 WS«256 SALK
17 16:48; 35698521 197.168.31.44 195. 144,107,198 T(P G4 1084 + 1026 [ACK] Sea=1 Ack=1 Win=132352 Len=0
12 16:40:35.6968802 192.168.31.44 195.144.107.198 T(P 54 [TCP Mindow Update] 1084 + 1026 [ACK] Seqel Acksl Win-4194304 Len<@
13 16:40:35.739285 192.168.3] .44 195,145, 107,198 TCP 54 1031 » 21 [ACK] Seq=43 Ack=113 Wins513 Lens0
14 16:40; 35, 759825 195.144.107.198 192.168.31.44 FTP. 1966 FTP Data: 2912 bytes (PASY) (RETR ResumableTransfer.png)
15 16: 40,35, 759925 192.168.31.44 195.144,.107.198 TCP S 1084 - 1026 :h...'\ll Segel Ack«J9LY Win=4194304 Len«@
16 16:40:35 822152 195,144,107 . 198 192.168.71. 44 FTP. SHTE FTP Data: 5824 bytes (PASV) (RETR ResumableTramsfer.pog)
17 16:40;35,.822261 192.168.31.44 195.144,. 187198 T(@ G4 1084 -+ 1026 [MK] Segs] Ack=87317 Win=2194304 Lensd
18 1680 15.883490 195, 144.18/7.198 192.168.11.44 FTP 1510 FTP Data: 145 bytes (PASV) (RETR ResumsbleTransfer.pag
19 164035, 88314596 195,144,107, 198 192.168.3].44 FTP 1208 FTP Data: 1358 bytes (PASY) (RETR ResumableTransfer.pag)
2O 1080 35 883559 192 168, 1] .44 195.144.107.198 1P S4 1084 + 1020 [A(K] Seqgs] Ack=11547 Min=4194384 LensD
21 16:48: 15 G44R41 195,144 107,198 192.168.31.44 FTp T8 Responie: 126 Tranifer complete.
27 1640 3% L4841 195 144.107 198 192.168.31. 44 e S4 1006 « 1888 [FTN, ACK) Seqell54) Acke] Win=66816 Lensd
43 16 &0 35, 944078 192,168, 3] .44 195, 144,107,198 e o 1084 - 1020 [AK] Sege] Ack-]1]1%48 Win=4194384 Len-0
dd 16 an: 15 94530)] 194, 108, 4] .44 195 1448, 197 . 1498 P il '.E'*-'-Ij"r._l.i'Jr- (FIN, .-'-‘-il| Cegel Ark-115%48 Win-41940704 | mne@
L.

Frame 21: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on dnterface \Device\WPF _[E7SCR210-BOOF-4B7C-8721-04BDSCF16174), id
Ethernet 11, Sre: BeiijingX 06:3F:00 (50:d2:75:06:34:00), Dst: IntelCor 7c:b2:fd (18:26:°49:7¢ b2 fd)
Internet Protocol Version 4, Src: 195.144.107.198, Dst: 192.168.31.44

Tranwmission (ontrol Protocol, Src Port: 21, Dst Port: 1031, Seq: 113, Ack: 43, Len: 24

File Transfer Protocol (FTP)

|Current working directory

Which frame numbers contain a file that is extractable via TCP stream within Wireshark?
A. 7,14, and 21

B. 7 and 21

C. 14,16,18, and 19

D.7to21

Answer: B

NEW QUESTION 184
Refer to the exhibit.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-201 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/200-201/ (263 Q&AS)

D EF e Tl TR 18D arvd 0D DOlewB08 1 B M regulit kil o5
™ = Tirw il o Profigosl  Lergi rd
1 0539 ¥ i 1. 192 _ 168 _1 . B HTTP JAS GET Snows.php WHTTP/1.1
i4d 3 23516 192.168.1.86 192 .168_1.83 HTTP 12 HTTP/s1.0 260 OK (text/ht |
14_27.842983 192.168.1.83 192 .168.1.8€ HTTP 516 POST Jadmin/get.php WTTP 1
14 2 CE4T4 192.168.1.806 192 .168.1.83 HTTF 519 HTTP/1.0 208 OX text himl
14 B, B~ 13 168.1.83 192.168.1.8 HTTF 276 POST /nows . php HTTP
15_ 28.065561 192.168.1 102 _.168.1.83 HTTP 1. HTTR/1.0 200 OK text/himl)
245337 192.168.1.83 192.168.1.8 HTTP 259 GET ogin/process.php HTTP/1.1
13. 253440 192 .168.1.8( 167 . 168.1.813 HTTP B0 HTTP/1.0 200 0K text/ ht
23_ 38.265183 192.168.1.83 182 _.16A8.1.8 HTTP 250 GET nws . php HTTE i
3 r1. B, 353 192.168.1.886 102 .168_1.83 HTTP 68 HTTP/1.8 2860 OK (text/him
K ad. 91043 197 .160.1.83 1902 .168 .1, A HTTP 259 GET login/process.php WTTP/1.1
J6. 43 798364 192 .168.1.806 18 ER 1 HTTP 60 HTTP/1.8 200 OK text/hitml)
48 . 311212 192.168,.1.83 182.168.1.8 HTTP 259 GET login/process.php HTTP/]
€ 28 . 322750 192.168.1.80 192.168.1.83 HTTE 140 HTTP/1 .0 208 OX [Tex n ]
18 48 439913 192.168.1.83 192.168.1. 8¢ HTTP 148 POST Jadmin/get.php HTTP/]
8. 455743 192.168.1.B88 192. 1 i .B3 HTTP &8 HTTP/1.0 404 NOT FOUND (text/hitml
35. 53.482265 192 .16B.1.83 192 .168.1.80 HTTP 765 GET 7admin/get.php HTTR/1.1
15 " 49106 ; 192 .168.1.8 192 . 168 .1 HTTP 60 HTTPR/1.6 2060 OK X [ 1
£l 515811 192.168.1.83 192 . 168 .1 . 8i HTTF 259 GET ogln/process.php HTTP/1
4 CH . 522947 192.168.1.8B8 192 .168.1.83 HTTP &0 MTTP/1.8 200 OK (text/html)

A network administrator is investigating suspicious network activity by analyzing captured traffic. An engineer notices abnormal behavior and discovers that the
default user agent is present in the headers of
requests and data being transmitted What is occurring?

A. indicators of denial-of-service attack due to the frequency of requests

B. garbage flood attack attacker is sending garbage binary data to open ports

C. indicators of data exfiltration HTTP requests must be plain text

D. cache bypassing attack: attacker is sending requests for noncacheable content

Answer: D

NEW QUESTION 185
Refer to the exhibit.

# nmap -5V 172.18.104.139

Starting Mmap 7.01 ( https://nmap.org ) at 2020-03-07 11:36 EST

Nmap scan report for 172.18.104.139

Host is up (0.000018s latency).

Not shown: 596 closed ports

FORT STATE . VERSTON

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4dubuntuZ.4 (Ubuntu Linux; protocel Z.0)
25/tcp open smip Postfix smtpd

110/tcp open pop3 Dovecot pop3d

143/tcp open imap Dovecot imapd

Service Info: Host: 172.18.108.139; 0OS: Linux; CPE: cpe:/o:linux:linux kernel

What does the output indicate about the server with the IP address 172.18.104.1397
A. open ports of a web server

B. open port of an FTP server

C. open ports of an email server

D. running processes of the server

Answer: C

NEW QUESTION 188
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