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NEW QUESTION 1
- (Exam Topic 1)
View the following exhibit.

< % FortivManager MAT Device
N
|

FortiManager NATed IP address FortidManager NATed IF address
If both FortiManager and FortiGate are behind the NAT devices, what are the two expected results? (Choose two.)

A. FortiGate is discovered by FortiManager through the FortiGate NATed IP address.

B. FortiGate can announce itself to FortiManager only if the FortiManager IP address is configured on FortiGate under central management.

C. During discovery, the FortiManager NATed IP address is not set by default on FortiGate.
D. If the FCFM tunnel is torn down, FortiManager will try to re-establish the FGFM tunnel.

Answer: AC

Explanation:

Fortimanager can discover FortiGate through a NATed FortiGate IP address. If a FortiManager NATed IP address is configured on FortiGate, then FortiGate can
announce itself to FortiManager. FortiManager will not attempt to re-establish the FGFM tunnel to the FortiGate NATed IP address, if the FGFM tunnel is
interrupted. Just like it was in the NATed FortiManager scenario, the FortiManager NATed IP address in this scenario is not configured under FortiGate central

management configuration.

NEW QUESTION 2
- (Exam Topic 1)
View the following exhibit, which shows the Download Import Report:

Start to import config from devices(Remote-FortiGate) vdom (rootjto adom (MyADOM),
Package(Remote-FortiGate)

“firewall address”, SUCCESS,"(name=REMOTE_SUBNET,0id=580, new object)”

“firewall policy”,SUCCESS,"(name=1, 0id=590,new chject)"”

“firewall policy”,FAIL"(name=ID:2(#2), 0id=591, reason=interface(interface binding

Contradiction.detail:any<-ports)binding fail)"”

Why it is failing to import firewall policy ID 2?

A. The address object used in policy ID 2 already exist in ADON database with any as interface association and conflicts with address object interface association

locally on the FortiGate

B. Policy ID 2 is configured from interface any to port6é FortiManager rejects to import this policy because any interface does not exist on FortiManager

C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager
D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named Remote-FortiGate.

Answer: A

Explanation:
FortiManager_6.4_Study_Guide-Online — page 331 & 332

NEW QUESTION 3
- (Exam Topic 1)
View the following exhibit.

S=8 System Settings «

|- Advanced Settings

Advanced

SNMP

Maid Server

Svslog Server

Meta Fields ADOM Mode (O Normal @ Advanced
Device Log Seftmgs

File Management

Advanced Settings

What is the purpose of setting ADOM Mode to Advanced?

A. The setting allows automatic updates to the policy package configuration for a managed device
B. The setting enables the ADOMs feature on FortiManager

C. This setting allows you to assign different VDOMSs from the same FortiGate to different ADOMs.

D. The setting disables concurrent ADOM access and adds ADOM locking

Answer: C
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Explanation:
Reference:

https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adom-device-modes

NEW QUESTION 4
- (Exam Topic 1)
Refer to the exhibits. Exhibit one.
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Exhibit two.
Install Preview
Virtual Domain: global, root
config system ntp
unset ntpsync
end
config system email-senver
unsel sener
unset securily
end
config log fortianalyzer sefting
unset stalus
unsaet sener
unset upload-option
unset reliable =
unset senal
end

config system central-managemeant
config server-list

purge

end

end

config system global

unsel admintimeoul

unsel admin-https-redirect
end

config system dns

sel pimary 192.168.1.111
set secondary 192.168.1.112
end

config system snmp sysinfo

An administrator created a new system template named Training with two new DNS addresses on FortiManager. During the installation preview stage, the

administrator notices that many unset commands need to be pushed.
What can be the main reason for these unset commands?

A. The DNS addresses in the default system settings are the same as the Training system template

B. The Training system template has other default settings
C. The ADOM is locked by another administrator
D. The Training system template does not have assigned devices

Answer: B

NEW QUESTION 5
- (Exam Topic 1)

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior administrators.

How should the Workspace mode be configured on FortiManager?
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A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature

Answer: A

Explanation:
Reference:
https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_0Online_Help/200_What's-New.03.03.html

NEW QUESTION 6

- (Exam Topic 1)

View the following exhibit:

#¢diagnose fmupdate view-serverlist fds

Fortiguard Server Comm: Enabled

Server Override Mode: Loose

FDS server list :

Index Address Port TimeZone Distance Source
Q0 CLI
0 FDNI
0 FDNI

en

Ln

Ln

38 fdsl.fortinet.com 443 -5 DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default server fdsl.fortinet.com

D. From public FDNI server with highest index number only

Answer: A

Explanation:
Reference:
https://community.fortinet.com/t5/Fortinet-Forum/Clarification-of-FortiManager-s-quot-Server-Override-Mode

NEW QUESTION 7
- (Exam Topic 1)
Refer to the following exhibit:

config system global
set workspace-mode normal

end

Which of the following statements are true based on this configuration? (Choose two.)

A. The same administrator can lock more than one ADOM at the same time

B. Ungraceful closed sessions will keep the ADOM in a locked state until the administrator session times out
C. Unlocking an ADOM will submit configuration changes automatically to the approval administrator

D. Unlocking an ADOM wiill install configuration automatically on managed devices

Answer: AB

Explanation:
Reference: http://help.fortinet.com/fmgr/cli/5-6-2/Document/0800_ADOMs/200_Configuring+.htm

NEW QUESTION 8
- (Exam Topic 2)
Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

A. The Security Fabric license, group name and password are required for the FortiManager Security Fabric integration
B. The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric devices

C. The Security Fabric settings are part of the device level settings

D. The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices

Answer: CD

NEW QUESTION 9
- (Exam Topic 2)
Refer to the exhibit.
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Create New CLI Script

Script Mame

Comments

Type

Run script on

Script detads

Advanced Device Filters )

Routing

Write a commeant

CLI Script

Device Database

config router prefix-list
edit public

config rule

editl

set prefis 0.0.0.0/0
st action permit
next

edit 2

set prefix 8.8.8.8/32
sat action deny
end

Which two statements are true if the script is executed using the Device Database option? (Choose two.)

[View Sample Seript]

A. You must install these changes using the Install Wizard to a managed device

B. The successful execution of a script on the Device Database will create a new revision history
C. The script history will show successful installation of the script on the remote FortiGate
D. The Device Settings Status will be tagged as Modified

Answer: AD

NEW QUESTION 10

- (Exam Topic 2)

An administrator has assigned a global policy package to custom ADOML1. Then the administrator creates a new policy package, Fortinet, in the custom ADOML1.

Which statement about the global policy package assignment to the newly-created policy package Fortinet is true?

A. When a new policy package is created, it automatically assigns the global policies to the new package.

B. When a new policy package is created, you need to assign the global policy package from the global ADOM.

C. When a new policy package is created, you need to reapply the global policy package to the ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to the new package.

Answer: A

Explanation:

Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM policy packages you want to exclude (there is no option to
choose Policy Packages to include).

NEW QUESTION 10
- (Exam Topic 2)
Refer to the exhibit.

An administrator logs into the FortiManager GUI and sees the panes shown in the exhibit.
Which two reasons can explain why the FortiAnalyzer feature panes do not appear? (Choose two.)

A. The administrator logged in using the unsecure protocol HTTP, so the view is restricted.

B. The administrator profile does not have full access privileges like the Super_User profile.

C. The administrator IP address is not a part of the trusted hosts configured on FortiManager interfaces.
D. FortiAnalyzer features are not enabled on FortiManager.

Answer: BD

NEW QUESTION 11

- (Exam Topic 2)

Refer to the exhibit.
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config system dm
set rollback-allow-reboot enable

end

An administrator has configured the command shown in the exhibit on FortiManager. A configuration change has been installed from FortiManager to the managed
FortiGate that causes the FGFM tunnel to go down for more than 15 minutes.
What is the purpose of this command?

A. It allows FortiGate to unset central management settings.

B. It allows FortiGate to reboot and recover the previous configuration from its configuration file.

C. It allows the FortiManager to revert and install a previous configuration revision on the managed FortiGate.
D. It allows FortiGate to reboot and restore a previously working firmware image.

Answer: B

Explanation:
Reference:
https://docs.fortinet.com/document/fortimanager/6.2.0/fortigate-fortimanager-communicationsprotocol-guide/14

NEW QUESTION 13

- (Exam Topic 2)

An administrator’'s PC crashes before the administrator can submit a workflow session for approval. After the PC is restarted, the administrator notices that the
ADOM was locked from the session before the crash.

How can the administrator unlock the ADOM?

A. Restore the configuration from a previous backup.

B. Log in as Super_User in order to unlock the ADOM.

C. Log in using the same administrator account to unlock the ADOM.

D. Delete the previous admin session manually through the FortiManager GUI or CLI.

Answer: D

NEW QUESTION 14

- (Exam Topic 3)

An administrator would like to create an SD-WAN using central management. What steps does the administrator need to perform to create an SD-WAN using
central management?

A. First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route

B. You must specify a gateway address when you create a default static route

C. Remove all the interface references such as routes or policies

D. Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SDWAN firewall policies.

Answer: D

NEW QUESTION 18
- (Exam Topic 3)
Which of the following statements are true regarding schedule backup of FortiManager? (Choose two.)

A. Backs up all devices and the FortiGuard database.

B. Does not back up firmware images saved on FortiManager
C. Supports FTP, SCP, and SFTP

D. Can be configured from the CLI and GUI

Answer: BC

NEW QUESTION 21
- (Exam Topic 3)
Which of the following statements are true regarding VPN Manager? (Choose three.)

A. VPN Manager must be enabled on a per ADOM basis.

B. VPN Manager automatically adds newly-registered devices to a VPN community.

C. VPN Manager can install common IPsec VPN settings on multiple FortiGate devices at the same time.

D. Common IPsec settings need to be configured only once in a VPN Community for all managed gateways.
E. VPN Manager automatically creates all the necessary firewall policies for traffic to be tunneled by IPsec.

Answer: ACD

NEW QUESTION 22

- (Exam Topic 3)

In addition to the default ADOMSs, an administrator has created a new ADOM named Training for FortiGate devices. The administrator authorized the FortiGate
device on FortiManager using the Fortinet Security Fabric.

Given the administrator's actions, which statement correctly describes the expected result?

A. The FortiManager administrator must add the authorized device to the Training ADOM using the Add Device wizard only.

B. The authorized FortiGate will be automatically added to the Training ADOM.
C. The authorized FortiGate will appear in the root ADOM.
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D. The authorized FortiGate can be added to the Training ADOM using FortiGate Fabric Connectors.

Answer: C

NEW QUESTION 26
- (Exam Topic 3)
View the following exhibit.
Edit Address
Address Name

Training
Type
IPNemmask
IPMNetwork
192.168.1.0/255.255.255.255.0
Interface
any
Static Route Configuration
OFF
Comments
- 0255
Add to Groups
Click to add
Advanced Omptions =
Per-Device Mapping

+Add [# Edit @ Delete
Mame VDOM Details
Local-FortiGate root  IP/Netmask10.0.10/255.255.255.0

An administrator has created a firewall address object, Training, which is used in the Local-FortiGate policy package. When the install operation is performed,
which IP Netmask will be installed on the Local-FortiGate, for the Training firewall address object?

A. 10.0.1.0/24

B. It will create firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values
C.192.168.0.1/24

D. Local-FortiGate will automatically choose an IP Network based on its network interface settings.

Answer: A

NEW QUESTION 29
- (Exam Topic 3)
Which two settings are required for FortiManager Management Extension Applications (MEA)? (Choose two.)

A. When you configure MEA, you must open TCP or UDP port 540.

B. You must open the ports to the Fortinet registry

C. You must create a MEA special policy on FortiManager using the super user profile
D. The administrator must have the super user profile.

Answer: CD

NEW QUESTION 30
- (Exam Topic 3)
View the following exhibit:

Import Device - Local-FortiGate [root] |

When importing configuration from this device, all enabled interfaces require a mapping to an ADOM
Level interface. Mote, the same ADOM Level interface can map to different interfaces on the sach device.

portl WAN
port3 | LAN

¢ Add mappings for all unused device interfaces

An administrator used the value shown in the exhibit when importing a Local-FortiGate into FortiManager. What name will be used to display the firewall policy for
portl?

A. portl on FortiGate and WAN on FortiManager

B. portl on both FortiGate and FortiManager

C. WAN zone on FortiGate and WAN zone on FortiManager

D. WAN zone on FortiGate and WAN interface on FortiManager
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Answer: A

NEW QUESTION 33
- (Exam Topic 3)
View the following exhibit.

Il Aclvanced

Advanced Settings

SMNMP
Mail Server
ADOM Mode © Mormal (=) Advanced
Syslog Server
Meta Fields

Device Log Settings

m

File Management ek
Which of the following statements are true based on this configuration setting? (Choose two.)

A. This setting will enable the ADOMs feature on FortiManager.

B. This setting is applied globally to all ADOMSs.

C. This setting will allow assigning different VDOMSs from the same FortiGate to different ADOMSs.

D. This setting will allow automatic updates to the policy package configuration for a managed device.

Answer: BC

NEW QUESTION 38
- (Exam Topic 3)
What will happen if FortiAnalyzer features are enabled on FortiManager?

A. FortiManager will keep all the logs and reports on the FortiManager.

B. FortiManager will enable ADOMSs to collect logs automatically from non-FortiGate devices.
C. FortiManager will install the logging configuration to the managed devices

D. FortiManager can be used only as a logging device.

Answer: C

NEW QUESTION 39
- (Exam Topic 3)
View the following exhibit.

E Managed FortiGate
@ Logging FortiGate i 3

1 Devices

Total

[# Edit P4 Delete -] Import Polic

"] A Device Name  Config Status
&) ##Local-FortiGate A Modified

Import Policy
Install Config

When using Install Config option to install configuration changes to managed FortiGate, which of the following statements are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history

C. Installs device-level changes to FortiGate without launching the Install Wizard

D. Provides the option to preview configuration changes prior to installing them

Answer: AC

NEW QUESTION 43
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