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NEW QUESTION 1
What do you use to provide real-time integration between Azure Sentinel and another security source?

A. Azure AD Connect
B. a Log Analytics workspace
C. Azure Information Protection
D. a connector

Answer: D

Explanation: 
To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of connectors for Microsoft solutions,
including Microsoft 365 Defender solutions, and Microsoft 365 sources, including Office 365, Azure AD, Microsoft Defender for Identity, and Microsoft Cloud App
Security, etc.

NEW QUESTION 2
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity
D. Microsoft Defender for SQL

Answer: B

NEW QUESTION 3
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated
Box 1: No
Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 4
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text Description automatically generated with medium confidence

NEW QUESTION 5

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version SC-900 Questions & Answers shared by Certleader
https://www.certleader.com/SC-900-dumps.html (128 Q&As)

Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk
B. Compliance Score
C. Devices at risk
D. Service Health
E. User Management

Answer: BC

NEW QUESTION 6
In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.
NOTE: Each correct selection is worth one point.

A. Plan
B. Manage
C. Adopt
D. Govern
E. Define Strategy

Answer: AE

NEW QUESTION 7
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text Description automatically generated with medium confidence

NEW QUESTION 8
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated

NEW QUESTION 9
Which three statements accurately describe the guiding principles of Zero Trust? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Define the perimeter by physical locations.
B. Use identity as the primary security boundary.
C. Always verity the permissions of a user explicitly.
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D. Always assume that the user system can be breached.
E. Use the network as the primary security boundary.

Answer: BCD

NEW QUESTION 10
What is a use case for implementing information barrier policies in Microsoft 365?

A. to restrict unauthenticated access to Microsoft 365
B. to restrict Microsoft Teams chats between certain groups within an organization
C. to restrict Microsoft Exchange Online email between certain groups within an organization
D. to restrict data sharing to external email recipients

Answer: B

Explanation: 
Information barriers are supported in Microsoft Teams, SharePoint Online, and OneDrive for Business. A compliance administrator or information barriers
administrator can define policies to allow or prevent communications between groups of users in Microsoft Teams. Information barrier policies can be used for
situations like these:

NEW QUESTION 10
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated
Multi-factor authentication is a process where a user is prompted during the sign-in process for an additional form of identification, such as to enter a code on their
cellphone or to provide a fingerprint scan.

NEW QUESTION 12
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text, letter Description automatically generated

NEW QUESTION 15
Select the answer that correctly completes the sentence.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text Description automatically generated
Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)
solution.

NEW QUESTION 19
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text Description automatically generated

NEW QUESTION 24
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 25
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Defender for Cloud
B. Azure Blueprints
C. Microsoft Sentinel
D. Azure Policy

Answer: B

NEW QUESTION 26
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and iOS only
B. Windows 10 and Android only
C. Windows 10, Android, and iOS
D. Windows 10 only

Answer: A

NEW QUESTION 30
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?
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A. Microsoft Secure Score
B. Productivity Score
C. Secure score in Azure Security Center
D. Compliance score

Answer: D

NEW QUESTION 34
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity
D. Microsoft Defender for Office 365

Answer: B

Explanation: 

 Artikel

 12.05.2022

 3 Minuten Lesedauer
Microsoft Secure Score for DevicesApplies to:

 Microsoft Defender for Endpoint Plan 2

 Microsoft Defender Vulnerability Management

 Microsoft 365 Defender
Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.
To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).
Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.
Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.
Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

 Application

 Operating system

 Network

 Accounts

 Security controls
Select a category to go to the Security recommendations page and view the relevant recommendations.
Turn on the Microsoft Secure Score connectorForward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security
posture. Forwarded data is stored and processed in the same location as your Microsoft Secure Score data.
Changes might take up to a few hours to reflect in the dashboard.

 In the navigation pane, go to Settings > Endpoints > General > Advanced features

 Scroll down to Microsoft Secure Score and toggle the setting to On.

 Select Save preferences.
How it worksMicrosoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations
which might have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual configuration status in case your
organization is using Intune for secure configuration management.
The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

 Compare collected configurations to the collected benchmarks to discover misconfigured assets

 Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

 Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

 Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 35
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated
Box 1: No
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Box 2: Yes
Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.
Box 3: Yes
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 40
Which type of identity is created when you register an application with Active Directory (Azure AD)?

A. a user account
B. a user-assigned managed identity
C. a system-assigned managed identity
D. a service principal

Answer: D

Explanation: 
When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 45
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
playbooks
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 46
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

NEW QUESTION 47
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A
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Explanation: 
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 51
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call
B. text message (SMS)
C. email verification
D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 53
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated
Box 1: Yes
System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.
Box 2: Yes
Box 3: Yes
If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 57
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text, letter Description automatically generated

NEW QUESTION 62
Match the Azure networking service to the appropriate description.
To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, application Description automatically generated
Box 1: Azure Firewall
Azure Firewall provide Source Network Address Translation and Destination Network Address Translation. Box 2: Azure Bastion
Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)
You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 66
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT
B. to provide secure connections to Azure virtual machines
C. to protect sensitive information hosted anywhere in the cloud
D. to provide pass-through authentication to on-premises applications
E. to prevent data leaks to noncompliant apps and limit access to regulated data

Answer: ACE

NEW QUESTION 69
You need to keep a copy of all files in a Microsoft SharePoint site for one year, even if users delete the files from the site. What should you apply to the site?

A. a data loss prevention (DLP) policy
B. a retention policy
C. an insider risk policy
D. a sensitivity label policy

Answer: B

NEW QUESTION 72
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 73
Select the answer that correctly completes the sentence.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 74
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 78
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated
Box 1: Yes
The MailItemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.
Box 2: No
Basic Audit retains audit records for 90 days.
Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.
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Box 3: yes
Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 80
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
A screenshot of a computer Description automatically generated with medium confidence
Box 1: No
Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No
Box 3: Yes

NEW QUESTION 81
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.
B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.
D. A policy initiative that includes multiple policies.

Answer: B

Explanation: 
Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.
Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:
Compliance Manager helps simplify compliance and reduce risk by providing:

 Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

 Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

 Detailed step-by-step guidance on suggested improvement actions to help you comply with the standards and regulations that are most relevant for your
organization. For actions that are managed by Microsoft, you’ll see implementation details and audit results.

 A risk-based compliance score to help you understand your compliance posture by measuring your progress in completing improvement actions.

NEW QUESTION 86
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fingerprint
B. facial recognition
C. PIN
D. email verification
E. security question

Answer: ABC

NEW QUESTION 91
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel
C. Azure AD Connect
D. Azure Ad Privileged Identity Management (PIM)

Answer: C
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NEW QUESTION 93
Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?

A. sensitivity label policies
B. Customer Lockbox
C. information Barriers
D. Privileged Access Management (PAM)

Answer: C

NEW QUESTION 95
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Text, letter Description automatically generated
Biometrics templates are stored locally on a device. Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

NEW QUESTION 99
What is a characteristic of a sensitivity label in Microsoft 365?

A. persistent
B. encrypted
C. restricted to predefined categories

Answer: B

NEW QUESTION 104
What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus
C. Microsoft Defender for Identity
D. Microsoft Defender for Endpoint

Answer: A

NEW QUESTION 107
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
A screenshot of a computer Description automatically generated with low confidence
You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources. For each rule, you can specify
source and destination, port, and protocol.
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NEW QUESTION 108
Which compliance feature should you use to identify documents that are employee resumes?

A. pre-trained classifiers
B. Content explorer
C. Activity explorer
D. eDiscovery

Answer: C

NEW QUESTION 113
What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?

A. applications
B. network controls
C. operating systems
D. accounts and identities

Answer: D

NEW QUESTION 117
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)
C. Azure Active Directory (Azure AD) Identity Protection
D. conditional access policies

Answer: A

Explanation: 
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure Privileged Identity Management provides time-based and
approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access permissions on resources that you care about. Here are some of
the key features of Privileged Identity Management: Provide just-in-time privileged access to Azure AD and Azure resources Assign time-bound access to
resources using start and end dates Require approval to activate privileged roles Enforce multi-factor authentication to activate any role Use justification to
understand why users activate Get notifications when privileged roles are activated Conduct access reviews to ensure users still need roles Download audit history
for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 122
Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure resources?

A. conditional access policies
B. Azure AD Identity Protection
C. Azure AD Privileged Identity Management (PIM)
D. authentication method policies

Answer: C

Explanation: 
Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure AD and Azure resources

NEW QUESTION 126
Select the answer that correctly completes the sentence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application, Word Description automatically generated

NEW QUESTION 127
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal
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B. Compliance Manager
C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

NEW QUESTION 130
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit
B. Compliance Manager
C. Content Search
D. Alerts

Answer: C

Explanation: 
The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.
The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.

NEW QUESTION 135
......
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