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NEW QUESTION 1

- (Exam Topic 4)

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.

How should you complete the template? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

v
[*AzureADApphicatoniD
| ‘WorkspacelD"
| ‘WorkspaceName ;
| “WorkspaceURL '
v
AzureADApphcahonSecrel !
StorageAccountKey
WorkspacelD
| Waorkspacekey” |
A. Mastered

B. Not Mastered
Answer: A

Explanation:
References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in

NEW QUESTION 2

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the
planned authentication.

Solution: You deploy an Azure AD Application Proxy.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:

> Create Azure Virtual Network.
> Create a custom DNS server in the Azure Virtual Network.
> Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

> Configure forwarding between the custom DNS server and your on-premises DNS server. Reference:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

NEW QUESTION 3
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
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Name | Type
lser . Azure Active Directory (Azure AD) user
UserZ | Azure Active Directory (Azure AD) user
Group1 Arure Active Directory (Arure AD) group
Vault1 Arure key vault

Userl is a member of Groupl. Groupl and User2 are assigned the Key Vault Contributor role for Vaultl.

On January 1, 2019, you create a secret in Vaultl. The secret is configured as shown in the exhibit. (Click the Exhibit tab.)

Create a secret

Upload |||"~T.- 1S

* Value

O N
0190301 -+, 12 00-00 AM
L "'i ] [T
U ~

User2 is assigned an access policy to Vaultl. The policy has the following configurations:
> Key Management Operations: Get, List, and Restore
> Cryptographic Operations: Decrypt and Unwrap Key

> Secret Management Operations: Get, List, and Restore
Groupl is assigned an access to Vaultl. The policy has the following configurations:

# Key Management Operations: Get and Recover

> Secret Management Operations: List, Backup, and Recover
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes

On January 1, 2019, User1 can view the value of Passwordl. ()

OnJune 1, 2019, User2 can view the value of Password]l. O

On June 1, 2019, Userl can view the value of Passwordl. ()

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

sy
On January 1, 2019, Userl can view the value of Password1. C) : O |

-

-
OnJune 1, 2019, User2 can view the value of Password1. ! O i O

On June 1, 2019, Userl can view the value of Password1l. () : O :

NEW QUESTION 4

- (Exam Topic 4)

You have an Azure Container Registry named Registry1.

You add role assignment for Registryl as shown in the following table.

User Role
User1 AcrPush

User2 | AcrPull

User3 | AcrimageSigner
Userd | Contributor

Which users can upload images to Registryl and download images from Registryl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload images: v

User1 only

User1 and User4 only

User1, User3, and User4

User1, User2, User3, and User4

Download images: v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Box 1: Userl and User4 only

Owner, Contributor and AcrPush can push images. Box 2: Userl, User2, and User4
All, except AcrimagineSigner, can download/pull images.
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Access Resource Create/delete Delete image Change Sign

Role/Permission Manager registry image image data policies images

Chwner X X " X X X

Contributor X X b X X X

Reader X X

AcrPush X X

AcrPull X

AcrDelete u !

Acrimagesigner X
References:

https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION 5

- (Exam Topic 4)

You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001 standards. What should you use?

A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection
C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION 6
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

r Name Type | Resource group .!
| RG1 Resource group . Not applicable |
l RG2 Resource groug Hat.ppﬂclhlt |
T | Resource group Not applicable f
L-._ y & | Azure SQL Database | RO ]

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign polices to the resource groups as shown in the following table.

sl v el s i e e - —— — . - _—
Name Condition Effect if condition is Assignment

L, O e U e e il U T

| Policy1 | TDE enabled Deny RG1, RG2

= it - - — E _— - —_—— —= 3 - - -

| Policy2 | TDE enabled DeploylfNotExists RGZ, RG3

| Policy3 | TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.
NOTE: Each correct selection is worth one point.

Arswer Areca
Statements Yes MNo
A1 Mave [ wibecd oA Tic Ay
e 1 TN if ) ol 1 ai
Hw o OOy B TR B SOOI a1
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated
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NEW QUESTION 7

- (Exam Topic 4)

You have an Azure Active Din-dory (Azure AD) tenant named contoso.com that contains a user named Userl. You plan to publish several apps in the tenant.
You need to ensure that Userl can grant admin consent for the published apps.

Which two possible user roles can you assign to User! to achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Application developer

B. Security administrator

C. Application administrator

D. User administrator

E. Cloud application administrator

Answer: CE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent

NEW QUESTION 8

- (Exam Topic 4)

You have an Azure subscription.

You plan to create two custom roles named Rolel and Role2.

The custom roles will be used to perform the following tasks:

* Members of Rolel will manage application security groups.

» Members of Role2 will manage Azure Bastion. You need to add permissions to the custom roles.

Which resource provider should you use for each role? To answer, drag the appropriate resource providers to the correct roles. Each resource provider may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content

Resource Providers Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Resource Providers Answer Area

NEW QUESTION 9

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of password hash synchronization and seamless SSO. Does the solution meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 10

- (Exam Topic 4)

You have a hybrid configuration of Azure Active Directory (Azure AD).

All users have computers that run Windows 10 and are hybrid Azure AD joined.

You have an Azure SQL database that is configured to support Azure AD authentication.

Database developers must connect to the SQL database by using Microsoft SQL Server Management Studio (SSMS) and authenticate by using their on-premises
Active Directory account.

You need to tell the developers which authentication method to use to connect to the SQL database from SSMS. The solution must minimize authentication
prompts.

Which authentication method should you instruct the developers to use?

A. SQL Login

B. Active Directory — Universal with MFA support
C. Active Directory — Integrated

D. Active Directory — Password

Answer: C

Explanation:

Azure AD can be the initial Azure AD managed domain. Azure AD can also be an on-premises Active Directory Domain Services that is federated with the Azure
AD.

Using an Azure AD identity to connect using SSMS or SSDT

The following procedures show you how to connect to a SQL database with an Azure AD identity using SQL Server Management Studio or SQL Server Database
Tools.

Active Directory integrated authentication

Use this method if you are logged in to Windows using your Azure Active Directory credentials from a federated domain.

* 1. Start Management Studio or Data Tools and in the Connect to Server (or Connect to Database Engine) dialog box, in the Authentication box, select Active
Directory - Integrated. No password is needed or can be entered because your existing credentials will be presented for the connection.

L ZH

Server type: Database Engine

Server name: tedus.database windows net
Authentication: Active Directory - Integrated

DOMAIN \username

Connect Cancel Help Options >>

* 2. Select the Options button, and on the Connection Properties page, in the Connect to database box, type the name of the user database you want to connect
to. (The AD domain name or tenant ID” option is only supported for Universal with MFA connection options, otherwise it is greyed out.)

References:

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/sql-database/sql-database-aad-authentication

NEW QUESTION 10

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com. You have an Azure Directory (Azure AD) tenant named contoso.com.

You plan to configure synchronization by using the Express Settings installation option in Azure AD Connect. You need to identify which roles and groups are
required to perform the planned configurations. The solution

must use the principle of least privilege.

Which two roles and groups should you identify? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. the Domain Admins group in Active Directory
B. the Security administrator role in Azure AD

C. the Global administrator role in Azure AD

D. the User administrator role in Azure AD

E. the Enterprise Admins group in Active Directory

Answer: CE
Explanation:

References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

NEW QUESTION 15
- (Exam Topic 4)
Your company has an Azure subscription named Subl that is associated to an Azure Active Directory Azure (Azure AD) tenant named contoso.com.
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The company develops a mobile application named Appl. Appl uses the OAuth 2 implicit grant type to acquire Azure AD access tokens.
You need to register Appl in Azure AD.
What information should you obtain from the developer to register the application?

A. aredirect URI

B. areply URL

C. akey

D. an application ID

Answer: A

Explanation:

For Native Applications you need to provide a Redirect URI, which Azure AD will use to return token
responses. References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

NEW QUESTION 20

- (Exam Topic 4)

You have 15 Azure virtual machines in a resource group named RG1. All virtual machines run identical applications.
You need to prevent unauthorized applications and malware from running on the virtual machines. What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.

B. From Microsoft Defender for Cloud, configure adaptive application controls.
C. Apply an Azure policy to RGI.

D. Apply a resource lock to RGI.

Answer: B

Explanation:

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security
of your Azure resources. It provides integrated security monitoring and policy management across your Azure subscriptions. It helps detect threats that might
otherwise go unnoticed, and works with a broad ecosystem of security solutions.

Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

> Providing security recommendations for the virtual machines. Example recommendations include: app system updates, configure ACLs endpoints, enable
antimalware, enable network security groups, and apply disk encryption.

> Monitoring the state of your virtual machines.
https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

NEW QUESTION 23
- (Exam Topic 4)
You have an Azure subscription that is linked to an Azure AD tenant and contains the virtual machines shown in the following table.

Name | Connected to Private |P address Public IP address
“ mll Ik HZ_*_' _5 bnet’ ‘_5 ;_; ;;4_._;1? '”'_}
VM2 \.H"' SubnetZ | 10.1.2.5 20.224.219.230
VM3 VINE :'r,.'::":-?.‘ 10.11.15 40.122.155.212

The subnets of the virtual networks have the service endpomts shown in the foIIowmg table.

~ Subnet . Service cndpolnt . B}

VNET1/Subnetl | Microsoft.Storage

VNET1/SubnetZ | _‘.'q-:r:z-:-"r yVault ) |

VNET2/Subnet1 | Microsoft H‘“fa::.c Microsoft.Key Vaul |
You create the resources shown in the following table.

Name Type
stor a.::-:'!' [ Azure Stor rage account
Vault1 Azure Key Vault

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Mo
Connections from VM1 1o storage 1 always use IP address 10.1.1.5
Conpections from VM2 1o Vaultl always use IP address 20.224.219,23(
Authentication fram VM3 to the tenant uses either IP address 10.11.1.5 or 40.122.155.212
A. Mastered

B. Not Mastered
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Answer: A
Explanation:
Answer Area
Statements Yes No
Connections from VM1 1o storage always use IP address 10.1.1.5 h
Connections from VM2 to Vault] always use IP address 20.224.219.230

Y

Authentication from VM3 to the tenant uses either IP address 10.11.1.5 or 40,1221

L
i
P
M

NEW QUESTION 28

- (Exam Topic 4)

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account. What should you use to retrieve the diagnostics logs?

A. the Security & Compliance admin center
B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%?2fstorage%?2

NEW QUESTION 32
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA)
j status
Userl | None '_I'I":ﬂ.ihh'{i |
r.]q__{h_t'ff___ --'{.'1-'_0_'!._1:;?1 ____ ;D['.«_dhl;d__ ___ “___ _._ ___ '
:erj E{.':-'wu‘.l Enforced |

Azure AD Privileged Identity Management (PIM) is enabled for the tenant. In PIM, the Password Administrator role has the following settings:
> Maximum activation duration (hours): 2

> Send email notifying admins of activation: Disable

> Require incident/request ticket number during activation: Disable

> Require Azure Multi-Factor Authentication for activation: Enable

> Require approval to activate this role: Enable

> Selected approver: Groupl
You assign users the Password Administrator role as shown in the following table.

Name I Assignment type
Userl Active
User2 - Ehgible
user3 Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
When User1 signs in, the user is assigned the Password Administrator role automatically. O O
User2 can request to activate the Password Administrator role. O O
If User3 wants to activate the Password Administrator role, the user can approve their own O O
request.
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

YES (Already active)

YES (The user will be prompted for MFA regardless the MFA Status of the user) NO ( Even the user is included in the group, a user can't approve itself)
https://docs.microsoft.com/es-es/azure/active-directory/privileged-identity-management/pim-deployment-plan (Require approval section)

NEW QUESTION 36
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
RG1 Resource group
VM1 Virtual machine

You perform the following tasks:

Create a managed identity named Managed1l. Create a Microsoft 365 group named Groupl.

You need to identify which service principals were created and which identities can be assigned the Reader role for RG1. What should you identify? To answer,
select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Service Principles: v
App1 only
Managed1 and VM1 only
Managed1, VM1, and App1 only
Managed1, VM1, App1, and Group1
Identities: v
App1 only
Managed1 and VM1 only
Managed1, VM1, and App1 only
Managed1, VM1, App1, and Group1
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Service Principles: v
App1 only
[Managedtvm,and App1 only |
ManagedT, VMT, App1. and Group1
Identities: v

App1 only

[Managem and VM1 only |
anagedi, ,an p1 only

Managed1, VM1, App1, and Group1

NEW QUESTION 41

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines. Solution: You add an extension to each virtual machine.

Does this meet the goal?

A. Yes
B. No
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Answer: A

Explanation:

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft Antimalware extension from the dropdown

list under Installed Extensions and click Add to configure with default antimalware configuration.
References:
https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

NEW QUESTION 43
- (Exam Topic 4)

You have an Azure subscription that contains a storage account and an Azure web app named Appl. Appl connects to an Azure Cosmos DB database named

Cosmosl that uses a private endpoint named
Endpointl. Endpointl has the default settings.
You need to validate the name resolution to Cosmos1. Which DNS zone should you use?

A. Endpointl. Privatelink,blob,core,windows,net
B. Endpointl. Privatelink,database,azure,com
C. Endpointl. Privatelink,azurewebsites,net

D. Endpointl. Privatelink,documents,azure,com

Answer: D
NEW QUESTION 46

- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

' Private IP | Public!® |
| Name | Connected to adideass adicians

| VM1 VNET1/Subnet1 | 10.1.14 13.80.73.87 |
(VM2 | VNET2/Subnet2 [10214  |213.199.133.190
(VM3 | VNET2/Subnet2 |10.2.1.5 | None

Subnetl and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageaccl that is configured as shown in the following exhibit.

L) Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts.

Virtual networks
Secure your storage account with virtual networks.

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE SUBSCRIBTION
NETWORK RANGE STATUS GROUP

Mo network selected.

Firewall
Add IP ranges to allow access from the internet on your on-premises networks.

Address Range

=l

13.80.73.87
IP address or CIDR

Exceptions
¥ Allow trusted Microsoft services to access this storage account @
L] Allow read access to storage logging from any network
L] Allow read access to storage metrics from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes
From VM1, you can upload a blob to storageacc]. O
From VM2, you can upload a blob to storageacc]. O
From VM3 , you can upload a blob to storageaccl. O

Your Partner of IT Exam

No
O

O
O

visit - https://www.exambible.com



We recommend you to try the PREMIUM az-500 Dumps From Exambible
exam blb|@ https://www.exambible.com/az-500-exam/ (377 Q&AS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The public IP of VM1 is allowed through the firewall.

Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageaccl directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot
access storageaccl over the Internet.

Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageaccl directly. VM3 does not have a public IP address so it cannot access storageaccl over
the Internet.

Reference:

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION 49
- (Exam Topic 4)
You have an Azure subscription that contains the Azure virtual machines shown in the following table.

Name Operating system
VM1 Windows 10
VM2 Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

You create an MDM Security Baseline profile named Profilel.
You need to identify to which virtual machines Profilel can be applied. Which virtual machines should you identify?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1 and VM3 only

D. VM1, VM2, VM3, and VM4

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

NEW QUESTION 52

- (Exam Topic 4)

You plan to deploy an app that will modify the properties of Azure Active Directory (Azure AD) users by using Microsoft Graph. You need to ensure that the app
can access Azure AD. What should you configure first?

A. a custom role-based access control (RBAC) role
B. an external identity

C. an Azure AD Application Proxy

D. an app registration

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION 53

- (Exam Topic 4)

You are collecting events from Azure virtual machines to an Azure Log Analytics workspace. You plan to create alerts based on the collected events
You need to identify which Azure services can be used to create the alerts.

Which two services should you identify? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point.

A. Azure Monitor

B. Azure Security Center

C. Azure Analytics Services
D. Azure Sentinel

E. Azure Advisor

Answer: AD

Explanation:
https://docs.microsoft.com/en-us/azure/analysis-services/analysis-services-overview

NEW QUESTION 58
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- (Exam Topic 4)
You have an Azure subscription that contains the storage accounts shown in the following, table.
f

| Name Performance Account kind Azure Data Lake Storage
. Gen2

| storage Standard BlobStorage Enabled

| storagel Premium BlockBlobStorage Disabled

[ storage3 Standara Storage Desabled

l storage4d Premwum _FileStorage | Drsabled

| storageS | Standard Storagev.s Enabled

You enable Microsoft Defender for Storage.
Which storage services of storages are monitored by Microsoft Defender for Storage, and which storage accounts are protected by Microsoft Defender for

Storage? To answer, select the appropriate options in the answer area.
Answer Area

Monitoned STOISgES Servicoss: =
Protected storage accounts: -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Monitornsd STorages enaoet | File services and tabile senaces only -
Protected storage accownts:  storage ], storasged, and storages only et

NEW QUESTION 61

- (Exam Topic 4)

You have an Azure Storage account that contains a blob container named containerl and a client application named Appl.
You need to enable Appl access to containerl by using Azure Active Directory (Azure AD) authentication.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

From Azure AD: v

Register App1

Create an access package
Implement an application proxy
Modify the authentication methods.

From the storage account: v

Add a private endpoint

Regenerate the access key

Configure Access control (IAM).

Generate a shared access signature (SAS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/ https://github.com/MicrosoftDocs/azure-
docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal

NEW QUESTION 62

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL Database logic server named SQL! and an Azure virtual machine named VM1. VM1 uses a private IP
address only.

The Firewall and virtual networks settings for SQL1 are shown in the following exhibit.
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Rule name Start 1P End ¥

Hule name Virtual network Subnet
2|

You need to ensure that VM1 can connect to SQL1. The solution must use the principle of least privilege. What should you do?

A. Add an existing virtual network.

B. Set Connection Policy to Proxy.

C. Create a new firewall rule.

D. Set Allow Azure services and resources to access this server to Yes.

Answer: C

NEW QUESTION 66
- (Exam Topic 4)
You have an Azure subscription that contains an app named Appl. Appl has the app registration shown in the following table.

API Permission | Type Admin Status
' consent
‘ l required |
Microsoft. Graph User.Read '| Delegated P | None
Microsoft.Graph Calendars.Read 5'-q-l-r_1.r'--1.' Pl :': MNone

You need to ensure that Appl can read all user calendars and create appointments. The solution must use the principle of least privilege.
What should you do?

A. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.

B. Add a new Application API permission for Microsoft.Graph Calendars.ReadWrite.

C. Select Grant admin consent.

D. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.Shared.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions

NEW QUESTION 68

- (Exam Topic 4)

You have an Azure subscription that contains virtual machines. You enable just in time (JIT) VM access to all the virtual machines.
You need to connect to a virtual machine by using Remote Desktop. What should you do first?

A. From Azure Directory (Azure AD) Privileged Identity Management (PIM), activate the Security administrator user role.

B. From Azure Active Directory (Azure AD) Privileged Identity Management (PIM), activate the Owner role for the virtual machine.
C. From the Azure portal, select the virtual machine, select Connect, and then select Request access.

D. From the Azure portal, select the virtual machine and add the Network Watcher Agent virtual machine extension.

Answer: C
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon

NEW QUESTION 71
- (Exam Topic 4)
You have an Azure subscription named Sub1 that contains the resources shown in the following table.

Name Type Region REOLres
group
Sal Azure Storage account East US RG1
VM1 Azure virtual machine East US RG2
KV1 Azure key vault East US 2 RG1
SQlL1 Azure SQL database East US 2 RG2

You need to ensure that you can provide VM1 with secure access to a database on SQL1 by using a contained database user.
What should you do?

A. Enable a managed service identity on VM1.
B. Create a secret in KV1.

C. Configure a service endpoint on SQL1.

D. Create a key in KV1.

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-windows-vm

NEW QUESTION 75

- (Exam Topic 4)

You have an Azure subscription that contains a

You need to grant userl access to blobl. The solution must ensure that the access expires after six days. What should you use?

A. a shared access policy

B. a shared access sighature (SAS)
C. role-based access control (RBAC)
D. a managed identity

Answer: C

Explanation:

Depending on how you want to authorize access to blob data in the Azure portal, you'll need specific permissions. In most cases, these permissions are provided
via Azure role-based access control (Azure RBAC). For more information about Azure RBAC, see What is Azure role-based access control (Azure RBAC)?.
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

NEW QUESTION 80

- (Exam Topic 4)

You have an Azure subscription.

You plan to implement Azure DDoS Protection. The solution must meet the following requirement:

* Provide access to DDoS rapid response support during active attacks.

* Project Basic SKU public IP addresses.

You need to recommend which type of DDoS projection to use for each requirement.

What should you recommend? To answer, drag the appropriate DDoS projection types to the correct requirements. Each DDoS Projection type may be used once,
or not at all. You may need to drag the split bar between panes or scroll to view connect.

NOTE: Each correct selection is worth one point.

D05 Protection types Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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D05 Protection types Answer Area

NEW QUESTION 81

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (AzureAD). You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the
planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server. References:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

NEW QUESTION 82

- (Exam Topic 4)

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain.

You plan to create an Azure file share that will contain folders and files.

Which identity store can you use to assign permissions to the Azure file share and folders within the share? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area
n-“'l..‘1 & Tl nare -
lders in the file share b
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
1 HIT: nare \ ¥
inme e snare v

NEW QUESTION 86
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.
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Name Type
Userl User
User2 User
User3 User
Groupl Security group
Group?2 Security group
Appl Enterprise application

User2 is the owner of Group2.
The user and group settings for Appl are configured as shown in the following exhibit.

& Add user ¥ . » =2 Columns Got feedback?

0 The apphcation will appear on the access panel for assigned users. Set "visible to users™ to no in properties to prevent this. <

Il

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

@ Groupl Group Default Access

You enable self-service application access for Appl as shown in the following exhibit.

Allow users to request access to this No

apphcation?

To which group should assigned users be

added? | Select group \
Require approval before granting access m No

to this application?

Who 15 allowed to approve access to this

application? Select approvers )

1 users selectad

To which role should users be assigned in
this application?

User3 is configured to approve access to Appl.

You need to identify the owners of Group2 and the users of Appl.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group2 owners: v

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

App1l users: v
Groupl members only
Group2 members only

Groupl and Group2 members only
Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 88
- (Exam Topic 4)

You have an Azure subscription that contains an Azure Data Lake Storage Gen2 account named storagel. You deploy an Azure Synapse Analytics workspace
named synapsewsl to a managed virtual network. You need to enable access from synapsewsl1 to storagel. What should you configure?

A. a virtual network gateway

B. a network security group (NSG)
C. a private endpoint

D. peering

Answer: C

NEW QUESTION 89
- (Exam Topic 4)
You create an alert rule that has the following settings:

> Resource: RG1
> Condition: All Administrative operations
> Actions: Action groups configured for this alert rule: ActionGroupl

> Alert rule name: Alertl
You create an action rule that has the following settings:

> Scope: VM1

> Filter criteria: Resource Type = "Virtual Machines"
> Define on this scope: Suppression

> Suppression config: From now (always)

> Name: ActionRulel

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Note: Each correct selection is worth one point.

Statements Yes No
If you start VM1, an alert is triggered. QO :_)
If you start VM2, an alert is triggered. Q O
If you add a tag to RG1, an alert is triggered. QO O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1:

The scope for the action rule is set to VM1 and is set to suppress alerts indefinitely.
Box 2:

The scope for the action rule is not set to VM2. Box 3:

Adding a tag is not an administrative operation. References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION 92
- (Exam Topic 4)
You have the Azure resource shown in the following table.

Name Type . Paremt

You need to meet the following requirements:

* Internet-facing virtual machines must be protected by using network security groups (NSGs).
* All the virtual machines must have disk encryption enabled.

What is the minimum number of security that you should create in Azure Security Center?
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00w
A WDN P

Answer: D

NEW QUESTION 93

- (Exam Topic 4)

You need to create an Azure key vault. The solution must ensure that any object deleted from the key vault be retained for 90 days.

How should you complete the command? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

New-AzureRmKeyVault -VaultName ‘KeyVaultl’ -ResourceGroupName ‘RG1’

-Location ‘East US’ v v
-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its
contents after it is deleted.

References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

NEW QUESTION 94

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD).
The Azure AD tenant contains the users shown in the following table.

Name Source Password
Userl Azure AD Adatuml123
User2 Azure AD N3w3rT0Gue33
User3 On-premises Active Directory | ComplexPassword33

You configure the Authentication methods — Password Protection settings for adatum.com as shown in the following exhibit.
Custom smart lockout

(]
L=

>ut duration in seconds ©

s
ol

Custom banned passwords

— — E—

Adatum

Password protection for Windows Server Active Directory

Mode @ I Enforced Audit

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Userl will be prompted to change the password on the next sign-in.

User2 can change the password to @d@tum_COmpleX123.

User3 can change the password to Adatum123!.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-de https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-password-ban-bad

NEW QUESTION 96

- (Exam Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You have accounts for the following cloud services:
* Alibaba Cloud

» Amazon Web Services (AWS)

» Google Cloud Platform (GCP)

What can you add to Defender for Cloud?

A. AWS only

B. Alibaba Cloud and AWS only
C. Alibaba Good and GCP only
D. AWS and GCP only

E. Alibaba Cloud, AW

F. and GCP

Answer: A

NEW QUESTION 97

- (Exam Topic 4)
Your on-premises network contains the servers shown in the following table.
| Name Operating system [ Description
B 1 N . gl : i . [ & | T ] '
I I
[ — e e — — e — e — e e e

b B kB

You have an Azure subscription that contains multiple virtual machines that run either Windows Server 2019 or SLES. You plan to implement adaptive application
controls in Microsoft Defender for Cloud. Which operating systems and platforms can you monitor? To answer, select the appropriate options in the answer
area.

Operating systems: | -
!
I
SLES only e
Windows Server only -
SLES and Windows Server
Platfarms: | T --J
Azure wrtual machines only \'L"" ¢ are the selecbons Yor Platfom
Azure wvirtual machines and Hyper-V wirtual machings only
Azure Arc-enabled servers and Azure wirtual machines only
Agure wirtual machines, Hyper-Y wirtual machunes, and Azure Arc-enabled servers
A. Mastered

B. Not Mastered

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM az-500 Dumps From Exambible
exam blb|@ https://www.exambible.com/az-500-exam/ (377 Q&AS)

Answer: A
Explanation:
Operating systems: | N - |
SLES only L, —
| Windows Server only : ;
SLES and Windows Server
Pratiorms: [____ & ]
( Azure wirtual machines only | These are the selections for Platforn
Azure wirtual machines and Hyper-V wirtual machinés only
Azure Arc-enabled servers and Azure virtual machines only

Azure virtual machines, Hyper-Y virtual machinags, and Azure Arc-gnabled servers

NEW QUESTION 100

- (Exam Topic 4)

You have a web app named WebApp1.

You create a web application firewall (WAF) policy named WAF1. You need to protect WebAppl by using WAF1.
What should you do first?

A. Deploy an Azure Front Door.
B. Add an extension to WebAppl.
C. Deploy Azure Firewall.

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

NEW QUESTION 101

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains a user named User1.

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains an Azure Storage account
named storagel. Storagel contains an Azure file share named sharel.

Currently, the domain and the tenant are not integrated.

You need to ensure that Userl can access sharel by using his domain credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a private link to storagel.

Enable Active Directory Domain Services
(AD DS) authentication on storagel.

Implement Azure AD Connect.

Create a service endpoint to storagel.

Assign share-level permissions for sharel.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard
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NEW QUESTION 106

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 6

You need to email an alert to a user named adminl@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a
period of 15 minutes.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To email an alert to a user named adminl@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a period of 15
minutes, you can follow these steps:

> In the Azure portal, search for and select the virtual machine named VM1.
> In the left pane, select Alerts.

Select New alert rule.

In the New alert rule pane, enter the following information:

Name: Enter a name for the alert rule.

Description: Enter a description for the alert rule.

Condition: Select Metric measurement.

Resource: Select the virtual machine named VM1.

Metric: Select Percentage CPU.

VWV NVNVNNVVY

Operator: Select Greater than.

> Threshold: Enter 70.

> Aggregation type: Select Average.

> Period: Select 15 minutes.

> In the Actions pane, select Add action group.

> In the Add action group pane, enter the following information:

> Name: Enter a name for the action group.

> Short name: Enter a short name for the action group.

> Email recipient: Enter the email address of the user you want to receive the alert. For example, adminl@contoso.com.
> Select OK.

NEW QUESTION 107
- (Exam Topic 4)
You have an Azure subscription and the computers shown in the following table.

Name Operating system | Description
VM1 Windows Server 2012 R2 | Azure virtual machine
VM2 Red Hat Enterprise Linux | Azure virtual machine
(RHEL) 8.2 |

Serverl Windows Server 2019 | On-premises physical computer connected
| to Microsoft Defender for Cloud

VMS51_0 | Windows Server 2022 | Azure virtual machine in a virtual machine
| scale set

You need to perform a vulnerability scan of the computers by using Microsoft Defender for Cloud. Which computers can you scan?

A. VM1 only

B. VM1 and VM2 only

C. Serverl and VMSS1.0 only

D. VM1, VM2, and Serverl only

E. VM1, VM2, Serverl, and VMSS1.0

Answer: A
NEW QUESTION 112

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
storage Storage account

LayVaultl | Azure key vault
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You need to configure storagel to regenerate keys automatically every 90 days. Which cmdlet should you run?

A. set -A=StorageAccount

B. Add-A:StorogcAccountmanagementPolicyAction

C. Set-A;StorageAccountimanagementPolicy
D. Add-AsKeyVaultmanageStorageAccount

Answer: D

NEW QUESTION 116
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The User administrator role is assigned to a user named Admin1.

An external partner has a Microsoft account that uses the userl@outlook.com sign in.

Adminl attempts to invite the external partner to sign in to the Azure AD tenant and receives the following error message: “Unable to invite user

userl@outlook.com Generic authorization exception.”
You need to ensure that Adminl can invite the external partner to sign in to the Azure AD tenant.

What should you do?

A. From the Roles and administrators blade, assign the Security administrator role to Adminl.

B. From the Organizational relationships blade, add an identity provider.
C. From the Custom domain names blade, add a custom domain.
D. From the Users blade, modify the External collaboration settings.

Answer: D

Explanation:

You need to allow guest invitations in the External collaboration settings.

NEW QUESTION 120
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You have the deleted objects shown in the following table.

Name Type Deleted on
Group1 Security group April 5, 2020
Group?2 Office 365 group April 5, 2020
Usert User March 25, 2020
User2 User Apnl 30, 2020

On May 4, 2020, you attempt to restore the deleted objects by using the Azure Active Directory admin center. Which two objects can you restore? Each correct
answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Groupl
B. Group2
C. User2
D. Userl

Answer: BC

Explanation:

Deleted users and deleted Office 365 groups are available for restore for 30 days. You cannot restore a deleted security group.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

NEW QUESTION 125
- (Exam Topic 4)

You have an Azure subscription that contains two virtual machines named VM1 and VM2 that run Windows Server 2019.
You are implementing Update Management in Azure Automation. You plan to create a new update deployment named Updatel.

You need to ensure that Update! meets the following requirements:
« Automatically applies updates to VM1 and VM2.

» Automatically adds any new Windows Server 2019 virtual machines to Updatel. What should you include in Updatel?

A. a security group that has a Membership type of Dynamic Device
B. a security group that has a Membership type of Assigned
C. a Kusto query language query
D. a dynamic group query

Answer: D

NEW QUESTION 126
- (Exam Topic 4)

You have the Azure Information Protection conditions shown in the following table.
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Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

ou have the Azure Information Protection labels shown in the following table.

| Name | Appliesto |

Use label | Set the default label |

| Global | Not applicable | None __| None = 1
Policy 1 User1 | Label1 None .
| Policy2 | User1 _jLabel2 | None

You need to identify how Azure Information Protection will label files.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text

‘Black and White’, the file will be assigned:

If User1 creates a Microsoft Notepad file that includes the

text “Black or white”, the file will be assigned:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Label 2 only

v

No label

Label1 only
Label2 only

Label1 and Label2

No label

Label1 only
Label2 only

Label1 and Label2

How multiple conditions are evaluated when they apply to more than one label

> The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive)

and the label positioned last has the highest position (most sensitive).
> The most sensitive label is applied.

> The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification
does not apply to Microsoft Notepad.

References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION 128
- (Exam Topic 4)

You create an Azure subscription with Azure AD Premium P2.
You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.,

Verify your identity by using multi-factor

authentication (MFA).
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Verify your identity with MFA
* 2. Consent to PIM

* 3. Sign up PIM for AAD Roles

NEW QUESTION 133

- (Exam Topic 4)

You have 20 Azure subscriptions and a security group named Groupl. The subscriptions are children of the root management group.
Each subscription contains a resource group named RG1.

You need to ensure that for each subscription RG1 meets the following requirements:

> The members of Groupl are assigned the Owner role.

> The modification of permissions to RG1 is prevented.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure role-based access control (RBAC) v

role assignments by using Azure Blueprints
Azure Policy
Azure Security Center
Prevent the modification of permissions to v
RG1 by using A resource lock
A role-based access control (RBAC) role assignment
at the resource group level
Azure Bluepnnt assignments in locking mode
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Configure role-based access control (RBAC) v
role assignments by using Azure Bluepnnts |
Azure Policy
Azure Security Center
Prevent the modification of permissions to v
RG1 by using A resource lock

atthe resource group level .
Azure Bluepnnt assignments in locking mode

NEW QUESTION 134

- (Exam Topic 4)

You have an Azure subscription that contains a user named UseR1. You need to ensure that UseR1 can perform the following tasks:
* Create groups.

« Create access reviews for role-assignable groups.

* Assign Azure AD roles to groups.

The solution must use the principle of least privilege. Which role should you assign to User1?

A. Groups administrator

B. Authentication administrator

C. Identity Governance Administrator
D. Privileged role administrator

Answer: C
NEW QUESTION 138
- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl and a storage account named storage 1. The storagel account contains the resources shown
in the following table:
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Name Type

- - {
II"-- File chare

' 1
F ak ‘_' '_|

Userl is assigned the following roles for storagel:
« Storage Blob Data Reader

« Storage Table Data Contributor

* Storage File Data SMB Share Reader

Statements Yes No

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No, Yes, No

NEW QUESTION 143

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL server named SQL1. SQL1 contains. You need to use Microsoft Defender for Cloud to complete a
vulnerability assessment for DB1. What should you do first?

A. From Advanced Threat Protection types, select SQL injection vulnerability.
B. Configure the Send scan report to setting.

C. Set Periodic recurring scans to ON.

D. Enable the Microsoft Defender for SQL plan.

Answer: A

NEW QUESTION 147

- (Exam Topic 4)

HOTSPOT

You suspect that users are attempting to sign in to resources to which they have no access.

You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must only show users who had more
than five failed sign-in attempts.

How should you configure the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

let timeframe = 3d;
SecurityEvent

where TimeGenerated > ago (3d)

where ZcccountType == 'User’ and v
ActivitylD
DataType
EventlD
QuantityUnit

Il
Il
N
(5]
(a8
LN

Summarie failed login attempts= v

Count(),

Countif(),

Makeset(),
Split(),

latest failed login=arg max (TimeGenerated by Account

where failed login attempts > 5
A. Mastered
B. Not Mastered
Answer: A
Explanation:

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted to log in.
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let timeframe = 1d; SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account
| where failed_login_attempts > 5

| project-away Accountl References:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION 152
- (Exam Topic 4)
You have an Azure subscription named Subl. Subl has an Azure Storage account named Storagel that contains the resources shown in the following table.

I Name | Type
! Ol ainer BIOD CONTaIner

You generate a shared access signature (SAS) to connect to the blob service and the file service.

Which tool can you use to access the contents in Containerl and Share! by using the SAS? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Tools for Container!. |Robocopy.exe
Azure Storage Explorer
File Explorer
Tools for Sharel: |Robocopy.exe
Azure Storage Explorer
File Expiorer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Tools for Container!: |Robocgpy.exe
Azure Storage Explorer
File Explorer

Tools far Share

obocopy.exe

: IR
lazure Storage Explorer
Iz .

File Explorer

NEW QUESTION 157

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.
=

ATure Standand ad Salan

¥
-
&
L]
i
1
.

You plan to deploy an Azure Private Link service named APL1. Which resource must you reference during the creation of APL1?

A. VMSS1
B. VM1
C.SQL
D. LB1

Answer: D

NEW QUESTION 162
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.
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Name | Connected to Private IP address | Public IP address |
VM1 VNET1/Subnet! | 10.1.15 20.224.219.170
VMZ VNET1/Subnet2 | 10.1.2.5. 20.224.219230
VM3 VNET2/Subnet1 | 10.11.15 40.122.155.212

You have an Azure Cosmos DB account named cosmosl configured as shown in the following exhibit.
ow access from

) s, - . c | = - 1 =
L) AN MeTWONKs ®) Selected neltvw

Statements Yes No

VM1 can access cosmos1 over the intérnet.

VM2 can access cosmos] over the internet.

VM3 can access cosmosT over the internet.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes, Yes, No

NEW QUESTION 166
- (Exam Topic 4)
You work at a company named Contoso, Ltd. that has the offices shown in the following table.

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users have Azure Multi-Factor Authentication (MFA) enabled. The
tenant contains the users shown in the following table.

Name User device Last sign-in During last sign-in, user selected
Don’t ask again for 14 days
Userl Devicel June 1 Yes
User2 Device2 June 3 No

The multi-factor settings for contoso.com are configured as shown in the following exhibit.
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multi-factor authentication

users  service settings

dpPp passow rdS (learn more)

@ Allow users to create app paswords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps

trusted ips (earn more)

Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

180.15.10.0/24

verification options (earn more)

Methods available to users:
-all to phon
Text message to phone
Motification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication earn more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): ' 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. O O

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

When User1 signs in to Devicel from the Seattle office s
on June 10, the user will be prompted for MFA. O Q.

When User2 signs in to Device2 from the Boston office g
on June 5, the user will be prompted for MFA. 'Ot O

When User1 signs in to to a new device from the Seattle ~ -,
office on June 7, the user will be prompted for MFA, O | O

NEW QUESTION 169
- (Exam Topic 4)
You have an Azure subscription that contains an Azure key vault. The role assignments for the key vault are shown in the following exhibit.

"RoleAssigneent1d™: “3336fchf-3308-4cRa-B5b6 - dBeddond762b",

“Seope”: TSsubscriptions/T6cdlarl-badd- A5Fd-bf b-dedThasalffa”,
"DisplayNane™; “User1®,
"Signlniame”™: “UserlBcontaso.com”,

Rolefef initionName™: “Dwner”,
e

“RoleAssigneent 1d™; “odegdald- 246e-4580-Bbab- 07 TbFec 2267,
..-__._-'r"'-- “/subscriptions Tecdlafl-padd-48Fd-bf 3b-dedTbaaalifa/ resour "H‘:'r.":'l-"'IF:-='i':"n.'-'!-f-_-'f,."| PR Kkt T :-.I-l:‘m‘ilj-l
.'|l'|_'|-__=|',!a'.=|.'-'ﬂ-: 'I.i.n._.:_--.-'l

= ¥ i -
';’,-.I‘J»I.'.:'.....!“J...‘: I User2gcontoso.com
.

Rolel

efinlt ionkame™: “Kev Vault Crypto 0ffi ,_.r-'f
"Roledssignment 1d™: i

“Soope” -_.:.\ll.'--'.;-"'l.':l-'ﬂ.. bedzatd - baia- a5+ Q -0t sh -0 d Ioadd /11 af resourcebroups, Bal/providers /M crasoe T KayVaul T/ vaults ieyyaultl”,
"DisplayName®: “Userd”,

“Signinkame”: “Userigcontoso.com”,

RoleDefinitiontiame™: “Key Vault Secrets Offlicer”,

"RoleAssignmentld” @ rledfifl-c5a8-4519-%eel-1285Meead i,

“Scope™: "fsubscriptions/TEcd2atl-baed-48Fd-bEdb-ded7basaltfa/resourcelroups/RGI/providers/Microsof L KeyWault vaul ts MeyVault 1/ keys /ieyl™,

['l:':FIjH1:||I_II\.'": ':':Fr':.r

“Signiniame”: “Userdgoontoso.com”,

“RoleDefinitiondame™: “Key Vault Adeinictrator”,

]

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct
selection is worth one point.

Answer Area

[Answer cholce] can create keys in the key vault v

[Answer choice] can create secrets in the key vault v

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

[Answer choice| can create keys in the key vault.  Only User

[Answer choice] can create secrets in the key vault ser and User3 v

NEW QUESTION 171

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of pass-through authentication and seamless SSO with password hash synchronization.

Does the solution meet the goal?

A. Yes
B. No

Answer: A
Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 174
- (Exam Topic 4)
You have two Azure virtual machines in the East US2 region as shown in the following table.

_' “Name ~ Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 | Ubuntu 16.04-DAILY-LTS  L4s | Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The operating system version
The tier
The type

VM2 v
The operating system version

The tier

The type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

VM1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs
with Azure Premium Storage.

VMZ2: the operating system

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-ca

NEW QUESTION 179
- (Exam Topic 4)
You have an Azure subscription that contains a user named Userl and an Azure Container Registry named ConReg1.
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You enable content trust for ContReg1.
You need to ensure that Userl can create trusted images in ContRegl. The solution must use the principle of least privilege.
Which two roles should you assign to Userl? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. AcrQuarantineReader
B. Contributor

C. AcrPush

D. AcrimageSigner

E. AcrQuarantineWriter

Answer: CD

Explanation:
References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust https://docs.microsoft.com/en-us/azure/container-registry/container-
registry-roles

NEW QUESTION 182

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 1

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1. The solution must minimize the attack surface of VML1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To configure Azure to allow RDP connections from the Internet to a virtual machine named VM1, you can follow the steps below:

> Create a new inbound security rule in the network security group (NSG) that is associated with the virtual network subnet that contains VM1. The rule should
allow RDP traffic from the Internet to the virtual network subnet. You can use the Azure portal, Azure PowerShell, or Azure CLI to create the rule.

> Configure the network security group (NSG) to associate it with the virtual network subnet that contains VML1.

> Configure the virtual machine to allow RDP traffic. You can use the Azure portal, Azure PowerShell, or Azure CLI to configure the virtual machine.
To minimize the attack surface of VM1, you can use the following best practices:

> Use a strong password for the local administrator account on the virtual machine.
> Use Network Security Groups (NSGs) to restrict traffic to only the necessary ports and protocols.
> Use Azure Security Center to monitor and protect your virtual machines.

NEW QUESTION 185

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com

You need to configure diagnostic settings for contoso.com. The solution must meet the following requirements:
* Retain logs for two years.

* Query logs by using the Kusto query language

» Minimize administrative effort. Where should you store the logs?

A. an Azure Log Analytics workspace
B. an Azure event hub
C. an Azure Storage account

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

NEW QUESTION 189

- (Exam Topic 4)

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

> When Azure Sentinel identifies a threat, an incident must be created.

> A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.
Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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When Azure Sentinel identifies a threat. an incident o
must be created Anahtics
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform -
when an incident is created in Azure Sentinel Analviics
Data connectors
Playbooks
Workbooks

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 191

- (Exam Topic 4)

You have two Azure subscriptions named Subl and Sub2. Subl contains a resource group named RG1 and an Azure policy named Policyl.

You need to remediate the non-compliant resources in Subl based on Policyl.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content. NOTE: Each correct selection is worth one point.

Values Answer Area

Get-AzPolicyResediation

-

$policyAssignmentld » "/subscriptions/f8710c27-9663-4c05-1578- 1babedlebbas/providers/Microsoft Authorization/|

Set-Arlontext Vaiue -Subscription “Subl”
Value -PalicyAssignmentld fpolicydssignmentId -Mame “policyl™ -ResourceDiscovery

Set-AzResourceGroup

-

Start-AzPolicyComplianceScan

Start-azPolicyResediation

A. Mastered
B. Not Mastered

Answer: A

Explanation:

> For the first blank, use Set-AzContext
to set the current subscription context.

> For the second blank, use Start-AzPolicyRemediation

policy assignment.

to create and start a policy remediation for a

The final script should look like this:

$policyAssignmentld = "/subscriptions/f0710c27-9663-4c05-1978-1bdbedle86as/providers/Microsoft.
Authorization/f Value Set-AzContext

-Subscription “Sub1” ValuSetart-AzPolicyRemediation

-PolicyAssignmentld $policyAssignmentid -Name "policyl” -ResourceDiscovery

NEW QUESTION 196

- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)
tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center

B. Azure Blueprints

C. Azure AD Privileged Identity Management (PIM)
D. Azure Policy
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Answer: B

Explanation:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-definition https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 198
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Mame Member of Multi-factor authentication (MFA) status
Group1, Groupd Disabled
| User2 Group?2 | Disabled

The tenant contains the named locations shown in the following table.

Name | IP address rnr_'og: Trusted location
| Seattle | 193.77.10.0/24 | ==
Hoston 154.12.18.0/724 NGO

You create the conditional access policies

for a cloud app named App1l as shown in the following table.

| Name Include Exclude Condition Grant |
Folicy Group Group’ Locations: Boston Block access
Locations: An srant access, Require
- - DL dLIOnN S, ATTY
POHICY i Nork multi-factor
iocation
authentication
Holicy i roup ] Locations: Boston Hiock access
- arant access, Require
: , LOCahonNs: Any
Folicy4 User, Nore ; multi-factor
locatiorn
| authenticaton

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Argwer Area

NEW QUESTION 201
- (Exam Topic 4)

Statements

Userl Can access App from an 1P address of 154127810

sarl can access Appl from an 1P address of 19307101
.‘.'-"; Can adcess Appl r':.r" 8 AOdregs f 154 ': '3 |
User] can access App1 from an [P address of 154.12.18.1(0

serd can access Appt from an 12 address of 16

ser? can access Appl from an IF address of 154.12.18.34

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant.
When a developer attempts to register an app named App1l in the tenant, the developer receives the error message shown in the following exhibit.
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You do not have access

Access denied
You do not have access

You don't have permission to register applications in the sk200510outlook (Default

Directory) directory. To request access, contact your administrator

Summary

You need to ensure that the developer can register Appl in the tenant. What should you do for the tenant?

A. Modify the User settings

B. Set Enable Security default to Yes.

C. Modify the Directory properties.

D. Configure the Consent and permissions settings for enterprise applications.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION 202

- (Exam Topic 4)

You have a management group named Groupl that contains an Azure subscription named subl. Subl has a subscription ID of
11111111-1234-1234-1234-1111111111.

You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Groupl.
What should you include in the role definition of Rolel? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Resource provider:

Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope:

/
/Group1
/subscriptions/11111111-1234-1234-1234-1111111111

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, application Description automatically generated

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the
subscription level.

Reference:
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https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations https://docs.microsoft.com/en-us/azure/role-based-access-
control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

NEW QUESTION 204

- (Exam Topic 4)

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company’s security policy for administrator accounts has the following conditions:
* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90 days. You need to minimize the number of generated alerts.
Which PIM alert should you modify?

A. Roles don't require multi-factor authentication for activation.

B. Administrator aren’t using their privileged roles

C. Roles are being assigned outside of Privileged identity Management
D. Potential state accounts in a privileged role.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure

NEW QUESTION 209

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Adminl. Adminl is assigned the Application developer role.
You purchase a cloud app named Appl and register Appl in Azure AD.

Adminl reports that the option to enable token encryption for Appl is unavailable.

You need to ensure that Adminl can enable token encryption for Appl in the Azure portal. What should you do?

A. Upload a certificate for App1l.

B. Modify the API permissions of Appl.

C. Add Appl as an enterprise application.

D. Assign Adminl the Cloud application administrator role.

Answer: C

Explanation:

This is a tricky one because uploading a certificate is also required. However, the question states that the Token Encryption option is unavailable. This is because
the app is not added as an enterprise application. When the app is added as an enterprise application, the Token Encryption option will be available. Then you can
upload the certificate.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption

NEW QUESTION 213

- (Exam Topic 4)

You have an Azure subscription named Subcriptionl that contains an Azure Active Directory (Azure AD) tenant named contosos.com and a resource group hamed
RG1.

You create a custom role named Rolel for contoso.com.

You need to identify where you can use Rolel for permission delegation. What should you identify?

A. contoso.com only

B. contoso.com and RGT only

C. contoso.com and Subscription1 only
D. contoso.com, RG1, and Subcriptionl

Answer: A
Explanation:

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

NEW QUESTION 215
- (Exam Topic 4)
You create resources in an Azure subscription as shown in the following table.

Name Type Region

p'l' ': thl_._.li o !‘."I."';' '.l.r"-..'-"jl_]"u': -

VIRIET . . & L. ] I -
VINET1 Arure yvirtual network ywest curope

rs : ] T, - L & T
LontosolYll Arure Storage account West Europe

VNET1 contains two subnets named Subnetl and Subnet2. Subnetl has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)
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1tosol90]1) . NetworkRuleSe

be-4112-abfb-

ovidars /Microsoft. Network/

1atl 1

ontosol90l) . NetworkRule!

contosol90l) . NetworkRules

Action VirtualNetworkResourceld

Succeedad

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

An Azure virtual machine on Subnetl can access data in Contoso1901.

An Azure virtual machine on Subnet? can access data in Contoso1901.

%

A computer on the Internet that has an IP address of 193.77.10.2 can access
data in Contoso1901.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Access from Subnetl is allowed. Box 2: No

No access from Subnet?2 is allowed. Box 3: Yes
Access from |IP address 193.77.10.2 is allowed.

NEW QUESTION 218

- (Exam Topic 4)

Your company uses Azure DevOps.

You need to recommend a method to validate whether the code meets the company’s quality standards and code review standards.
What should you recommend implementing in Azure DevOps?

A. branch folders
B. branch permissions
C. branch policies
D. branch locking

Answer: C

Explanation:

Branch policies help teams protect their important branches of development. Policies enforce your team's code quality and change management standards.
References:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies?view=azuredevops&

viewFallbackFrom=vsts

NEW QUESTION 223

- (Exam Topic 4)

You need to recommend which virtual machines to use to host Appl. The solution must meet the technical requirements for KeyVaultl.
Which virtual machines should you use?

A. VM1 only
B. VM1 and VM2 only
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C. VM1, VM2, and VM4 only
D. VM1, VM2, VM3. and VM4

Answer: D

NEW QUESTION 225
- (Exam Topic 4)

You have an Azure subscription that contains the virtual machines shown in the following table.

~ Name Location Virtual network name |
VM1 East US VNET1
ViMZ West US VNET2
VM3 East US VNET1

(VM4 [WestUS I VNETS L

All the virtual networks are peered. You deploy Azure Bastion to VNET2.
Which virtual machines can be protected by the bastion host?

A. VM1, VM2, VM3, and VM4
B. VM1, VM2, and VM3 only
C. VM2 and VM4 only

D. VM2 only

Answer: A
Explanation:

https://docs.microsoft.com/en-us/azure/bastion/vnet-peering

NEW QUESTION 226
- (Exam Topic 4)

You have 10 virtual machines on a single subnet that has a single network security group (NSG). You need to log the network traffic to an Azure Storage account.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.
B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.

D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.

Answer: D

Explanation:

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows

through an NSG with Network Watcher's NSG flow log
capability. Steps include:

> Create a VM with a network security group

> Enable Network Watcher and register the Microsoft.Insights provider

> Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability
> Download logged data

> View logged data Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

NEW QUESTION 227
- (Exam Topic 4)
You have an Azure subscription that contains the following resources:

> A virtual network named VNET1 that contains two subnets named Subnetl and Subnet2.
> A virtual machine named VM1 that has only a private IP address and connects to Subnetl.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the

correct order.
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Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet,

Deploy Azure Application Gateway.

Deploy Azure Firewall.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
Actions

| Configure a network security group (NSG). Create a new subnet.

[ B BN B BN W N N e W N Wy e W m W

\

e

Create a network rule collection. .
__________________ Deploy Azure Firewall.

———————————————— T

Create a NAT rule collection.
_________________ Create a NAT rule collection. l

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.

NEW QUESTION 230
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity | RG1 West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name | Usage location
User1 | United States
User2 | Germany
You create the groups shown in the following table.

Name Type Membership type
Group1| Security Dynamic User
Group2 | Microsoft 365 Dynamic User

The membership rules for Groupl and Group2 are configured as shown in the following exhibit.
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Dynamic membership rules - X

/s Got feedback?

Configure Rules Validate Rules (Preview)
g

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule,

And/Or Property Operator Value
accountEnabiled Equals brige
Or usagelocation Equals LS
L
Rule syntax
{user.accountEnabled -eq true) or (userusagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 is a member of Group1 and Group?2. O Q
User2 is a member of Group2 only. O O

Managed1 is a member of Group1 and Group?2. O QO

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION 233
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
VM1 Virtual machine
VNET1 | Virtual network
| storage1 Storage account
Vault1 Key vault

You plan to enable Azure Defender for the subscription. Which resources can be protected by using Azure Defender?

A. VM1, VNET1, storagel, and Vaultl
B. VM1, VNET1, and storagel only
C. VM1, storagel, and Vaultl only

D. VM1 and VNET1 only

E. VM1 and storagel only

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

NEW QUESTION 238
- (Exam Topic 4)
You have the Azure virtual machines shown in the following table.
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Name Operating system
VM1 “Windows Server 2008 R2 Service Pack 1 (SP1)
VM2 IWinci{w.:a Server 2012R2
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

For which virtual machine can you enable Update Management?

A. VM2 and VM3 only

B. VM2, VM3, and VM4 only
C. VM1, VM2, and VM4 only
D. VM1, VM2, VM3, and VM4
E. VM1, VM2, and VM3 only

Answer: C

Explanation:
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautomat

NEW QUESTION 243
- (Exam Topic 4)

You have an Azure subscription that contains several Azure SQL databases and an Azure Sentinel workspace.

- Running
| Running
| Stopped
| Running

State

You need to create a saved query in the workspace to find events reported by Advanced Threat Protection for Azure SQL Database.

What should you do?

A. From Azure CLI run the Get-AzOperationallnsightsworkspace cmdlet.
B. From the Azure SQL Database query editor, create a Transact-SQL query.
C. From the Azure Sentinel workspace, create a Kusto Query Language query.

D. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query.

Answer: C

NEW QUESTION 245
- (Exam Topic 4)

You have an Azure subscription linked to an Azure Active Directory Premium Plan 1 tenant. You plan to implement Azure Active Directory (Azure AD) Identity

Protection.

You need to ensure that you can configure a user risk policy and a sign-in risk policy. What should you do first?

A. Purchase Azure Active Directory Premium Plan 2 licenses for all users.

B. Register all users for Azure Multi-Factor Authentication (MFA).
C. Enable security defaults for Azure AD.
D. Upgrade Azure Security Center to the standard tier.

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

NEW QUESTION 249
- (Exam Topic 4)

You have a management group named MGL1 that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VML1.

You have the custom Azure roles shown in the following table.

Mame ] Scoped to

The permissions for Rolel are shown in the following role definition file.
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“permissionsT: [

& e

“"Microsoft.Compute/virtualMachines s
"motAactions™: |
“Microsoft.Compute/virtualMachines/delete™

-
|

"datadctionsT: [].
TI'It-‘ F:‘t:‘!i T i B _I"T.CT-'T.'_"' Al sl S i im U P AR i WP P 0 LT LT L T
"permissions™ [
I
L
"sctiongT: [
“"Microzoft.Compute/virtualMachines /"™
-
"notiActions” [1.
“datamkcrtionsT: [].
“notDatasctions™: |

You assign the roles to the users shown in the following table.

.
| Name | Role |
: "'\- -r 3 ""-.:- L=
i r * - T
€ o | Hole {-'..;'I",:.

Licer 3 P e

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Lser 1 can delele Y
Usar2 can delete VM
Uzerd can delate VMY
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Mo

-— .

User! can delete Wi | |
Userd can delete VM1 | |

Usee3 can delete W

NEW QUESTION 251

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following Table.
| Name Type

VM1 Virtual machine

VNET1 Virtual network

storage1 Storage account

Vault1 Key vault

You plan to enable Microsoft Defender for Cloud for the subscription. Which resources can be protected by using Microsoft Defender for Cloud?

A. VM1, VNET1, and storagel only
B. VM1, storagel, and Vaultl only

C. VM1.VNET], storagel, and Vaultl
D. VM1 and storagel only

E. VM1 and VNET only

Answer: C
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NEW QUESTION 253
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.

Name Type Category
Initiative1 Initiative definition Secunty Center
Initiative?2 Initiative definition My Custom Category
Policy1 Policy definition Secunty Center
Policy2 Policy definition My Custom Category

You need to identify which initiatives and policies you can add to Subscription1 by using Azure Security Center.
What should you identify?

A. Policyl and Policy2 only

B. Initiativel only

C. Initiativel and Initiative2 only

D. Initiativel, Initiative2, Policyl, and Policy2

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

NEW QUESTION 258

- (Exam Topic 4)
You have an Azure subscription that contains the Azure Log Analytics workspaces shown in the following table.
Name Location Description

Workspace1 East US Used by Azure Sentinel
Workspace/ West US Not applicable

You create the virtual machines shown in the following table.

Name Location Operating system Connected to

VM1 East US Windows Server 2019 None
VM2 East US Windows Server 2019 WorkspaceZ
VM3 West US Windows Server 2019 None
VM4 West US Windows Server 2019 Workspace?2

You plan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual machines. Which virtual machines you can connect to Azure Sentinel?

A. VM1 and VM3 only

B. VM1 Only

C. VM1 and VM2 only

D. VM1, VM2, VM3 and VM4

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

NEW QUESTION 259

- (Exam Topic 4)

You have an Azure subscription named Subl.

In Azure Security Center, you have a security playbook named Playl. Playl is configured to send an email message to a user named Userl.
You need to modify Playl to send email messages to a distribution group named Alerts. What should you use to modify Play1?

A. Azure DevOps

B. Azure Application Insights
C. Azure Monitor

D. Azure Logic Apps Designer

Answer: D

Explanation:

You can change an existing playbook in Security Center to add an action, or conditions. To do that you just need to click on the name of the playbook that you
want to change, in the Playbooks tab, and Logic App Designer opens up.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

NEW QUESTION 264

- (Exam Topic 4)

You are troubleshooting a security issue for an Azure Storage account. You enable the diagnostic logs for the storage account.
What should you use to retrieve the diagnostics logs?

A. Azure Storage Explorer

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM az-500 Dumps From Exambible
exam blb|@ https://www.exambible.com/az-500-exam/ (377 Q&AS)

B. SQL query editor in Azure
C. File Explorer in Windows
D. Azure Security Center

Answer: A

Explanation:

If you want to download the metrics for long-term storage or to analyze them locally, you must use a tool or write some code to read the tables. You must
download the minute metrics for analysis. The tables do not appear if you list all the tables in your storage account, but you can access them directly by name.
Many storage-browsing tools are aware of these tables and enable you to view them directly (see Azure Storage Client Tools for a list of available tools).
Microsoft provides several graphical user interface (GUI) tools for working with the data in your Azure Storage account. All of the tools outlined in the following
table are free.

Azure Storage client tool Supported | Block Blob | Page Blob | Append Blob | Tables | Queues | Files

platforms
Azure portal Web Yes Yes Yes Yes Yes Yes
Azure Storage Explorer Windows, OS5X |Yes Yes Yes Yes Yes Yes
Microsoft Visual Studio  [Windows Yes Yes Yes Yes Yes No

Cloud Explorer

References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics?toc=%2fazure%2fstorage%?2f https://docs.microsoft.com/en-
us/azure/storage/common/storage-explorers

NEW QUESTION 265

- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)
tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)
D. Azure Blueprints

Answer: D

Explanation:

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information
technology groups to define a repeatable set of

Azure resources that implements and adheres to an organization's standards, patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:

> Role Assignments
> Policy Assignments
> Azure Resource Manager templates

> Resource Groups
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 268
- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named SQL1 and an Azure key vault named KeyVaultl. KeyVaultl stores the keys shown
in the following table.

| Mag_lle I I:.-]:-e__+ RS.A h‘._f_}l e I_[_ilqE-t!c Curve name |

+ + +
* * +
4 ' i
- '

You reed to configure Transparent Data Encryption (TDE). TDE will use a customer-managed key for SQL1?

A. Keyl. Key2 Key3. and Key4
B. Key1 only

C. Key2 only

D. Keyl and key?2 only

E. Key2 and Key3 only

Answer: E

NEW QUESTION 269
- (Exam Topic 4)
You have an Azure subscription that contains the resources show in the following table.
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Both VM1 and VM2 connect to VNET1 and are configured to use NSG1. You need to ensure that only VM1 and VM2 can access DB1.
What should you do?

A. Add the IP address range of VNETL to the Firewall setting of DB1.
B. For NSG1, configure a rule that has a service tag.

C. Create an application security group.

D. Configure DBL1 to allow access from only VNETL1.

Answer: B

NEW QUESTION 270

- (Exam Topic 4)

Lab Task

Task 2

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the

VNETOI-Subnet0-NSG network security group (NSG) are stored in the 10gs31330471 Azure Storage account for 30 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable diagnostic resource logging for the NSG. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the Rule counter
category under Logs and choose

the 10gs31330471 storage account as the destination.

Configure the retention policy for the storage account to keep the logs for 30 days. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this.
You need to specify the days parameter as 30 for the Set-AzStorageServiceProperty cmdlet or the az storage logging update command.

View and analyze the logs in the storage account. You can use any tool that can read JSON files, such as Azure Storage Explorer or Visual Studio Code. You can
also export the logs to any visualization tool, SIEM solution, or IDS of your choice

NEW QUESTION 272

- (Exam Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a Microsoft Sentinel notebook that will use the Guided Investigation - Anomaly Lookup template.
What should you create first?

A. an analytics rule

B. a Log Analytics workspace

C. an Azure Machine Learning workspace
D. a hunting query

Answer: A

NEW QUESTION 277

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains two users named Userl and User2 and a registered app named App1l.

You create an app-specific role named Rolel.

You need to assign Rolel to Userl and enable User2 to request access to Appl.

Which two settings should you modify? To answer select the appropriate settings in the answer area NOTE: Each correct selection is worth one pant.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

< IS

Graphical user interface, application Description automatically generated

NEW QUESTION 279
- (Exam Topic 4)

You are evaluating the security of the network communication between the virtual machines in Sub2. For each of the following statements, select Yes if the
statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements
From VM1, you can successfully ping the public IP address of VM2,
From VM1, you can successfully ping the private IP address of YM3,

From WM1, you can successfully ping the private IP address of VM3,

Q1: No { and it should not be allowed as only TCP 80 is allowed from the "Internet" service tag

Q2: Yes {as it should be for VMs in the same local subnet pinging each other on private IP and no NSG configured}

Q3: Yes {VM5 is in subnet where 1st rule of NSG allows any traffic from any source to the destination}

NEW QUESTION 282
- (Exam Topic 3)

No

You need to configure support for Azure Sentinel notebooks to meet the technical requirements. What is the minimum number of Azure container registries and
Azure Machine Learning workspaces

required?
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Container registries: v
0
1
2
3
Workspaces: v
0
1
2
3
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Table Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 285
- (Exam Topic 2)
You need to meet the technical requirements for VNetworkl1. What should you do first?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnetll and Subnet13.
C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: A

Explanation:

From scenario: Deploy Azure Firewall to VNetworkl in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet. References:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

NEW QUESTION 288

- (Exam Topic 2)

You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
From VM1, you can successfully ping the private IP address of vM4. () O
From VM2, you can successfully ping the private IP address of VM4, O O
From VM1, you can connect to the web server on VMA4. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Box 1: No. VM4 is in Subnetl3 which has NSG3 attached to it.

VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic is allowed from ASG1.
NSG3 has the inbound security rules shown in the following table.
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| Priority | Port | Protocol | Source | Destination | Action
| 100 | Any | TCP | ASG1 | ASG1 | Allow

| 150 | Any | Any | ASG2 | VirualNetwork | Allow

| 200 | Any | Any | Any | Any | Deny

| 65000 | Any | Any | VirtualNetwork | VirtualNetwork | Alliow

| 65001 | Any | Any | AzureLoadBalancer | Any | Allow

| 65500 | Any | Any | Any | Any | Deny
Box 2: Yes.

VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASGL1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server as connections to the web server would be on ports TCP 80 or
TCP 443.

NEW QUESTION 292

- (Exam Topic 1)

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials. Litewire plans to deploy AKS1, which is a managed AKS (Azure
Kubernetes Services) cluster. Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server component that provides user
authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication. This client application uses the server application for
the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster. Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant,
and bindings apply them to desired users. These assignments can be applied to a given namespace, or across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

NEW QUESTION 294
- (Exam Topic 1)
You need to meet the identity and access requirements for Groupl. What should you do?

A. Add a membership rule to Groupl.

B. Delete Groupl. Create a new group named Groupl that has a membership type of Office 365. Add users and devices to the group.
C. Modify the membership rule of Groupl.

D. Change the membership type of Groupl to Assigne

E. Create two groups that have dynamic membership

F. Add the new groups to Groupl.

Answer: D
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Groupl.
The tenant currently contain this group:
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Name Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

Group1 Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership https://docs.microsoft.com/en-us/azure/active-

directory/fundamentals/active-directory-groups-create-azure-porta

NEW QUESTION 299

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM az-500 Dumps From Exambible
exam blb|@ https://www.exambible.com/az-500-exam/ (377 Q&AS)

Relate Links

100% Pass Your az-500 Exam with Exambible Prep Materials

https://www.exambibl e.com/az-500-exam/

Contact us

Weare proud of our high-quality customer service, which servesyou around the clock 24/7.

Viste - https.//www.exambible.com/

Your Partner of IT Exam visit - https://www.exambible.com


https://www.exambible.com/az-500-exam/
https://www.exambible.com/
http://www.tcpdf.org

