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NEW QUESTION 1
- (Exam Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Office 3657?

A. executive
B. marketing
C. security
D. sales

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb-and-teams? view=0365-worldwide

NEW QUESTION 2
- (Exam Topic 1)

You need to recommend a solution to meet the technical requirements for the Azure virtual machines. What should you include in the recommendation?

A. just-in-time (JIT) access

B. Azure Defender

C. Azure Firewall

D. Azure Application Gateway

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

NEW QUESTION 3
- (Exam Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Endpoint?

A. executive
B. sales
C. marketing

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft- defender-atp-ios

NEW QUESTION 4
- (Exam Topic 2)
You need to create the test rule to meet the Azure Sentinel requirements. What should you do when you create the rule?

A. From Set rule logic, turn off suppression.

B. From Analytics rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytics rule details, configure the severity.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 5

- (Exam Topic 2)

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Secunty Center
LA1

Windows security events to collect v
All Events
Common
Minimal
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 6
- (Exam Topic 2)

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements. What should you do? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

In the Cloud App Security portal

v

Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add a data connector
Add a workbook
Configure the Logs settings

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

NEW QUESTION 7
- (Exam Topic 3)

You purchase a Microsoft 365 subscription.

You plan to configure Microsoft Cloud App Security.
You need to create a custom template-based policy that detects connections to Microsoft 365 apps that originate from a botnet network.
What should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Policy template type:

v

Access policy
Activity policy
Anomaly detection policy

Filter based on:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

|P address tag
Source
User agent string

Graphical user interface, text, application, table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 8
- (Exam Topic 3)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named Userl. You are notified that the account of Userl is

compromised.

You need to review the alerts triggered on the devices to which Userl signed in.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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DPevicelnfo
| where LoggedOnUsers contains ‘userl’
| distinct Deviceld

| ¥  kind=inner AlertEvidence on Deviceld

extend

join
|project

| project Alertld
| join AlertInfo on Alertld

| ¥ Alertld, Timestamp, Title, Severity, Category

project
summarize

take

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: join

An inner join.

This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for Deviceld.

This query uses the Devicelnfo table to check if a potentially compromised user (<account-name>) has logged on to any devices and then lists the alerts that have
been triggered on those devices.

Devicelnfo

/IQuery for devices that the potentially compromised account has logged onto

| where LoggedOnUsers contains '<account-name>'

| distinct Deviceld

/ICrosscheck devices against alert records in AlertEvidence and Alertinfo tables

| join kind=inner AlertEvidence on Deviceld

| project Alertld

//List all alerts on devices that user has logged on to

| join Alertinfo on Alertld

| project Alertld, Timestamp, Title, Severity, Category Devicelnfo LoggedOnUsers AlertEvidence "project AlertID" Box 2: project
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view

NEW QUESTION 9

- (Exam Topic 3)

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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Secure Score Recommendations status Resource health
Unhealthy

(=) B cempleted centrel 10 Toral ol 2

oss%( 30 of 45 points) P— N & ——
e 'ﬂ ml l|I' I|
L 'LTGTA-L 1
16 completed 21 Toml s

Y= recommendations m |' f;ﬂ&pﬂtﬂi&

= B = H
Resource exemption (preview)
<@ Now you can exempt irmelevant resources so they do not affect your secure score. 2

Leam mare

Each security controd below represents a secunty risk you should mitigate.
Address the recommendations in each control, fogusing on the controls worth the most points.
To gﬂ the max score. fix all recommendatians for all resources in 3 contrel. Leam more >
£ Search recommendations | Confrol status” 2 Selected Recommendation status: 2 Selected

Recommendation matunty. All Resource type: All Quick fix available: All
- o - Reset Group by controls:

filters m On

Controlks Potential score increase Unhealthy resources Resource Health
2 Restnict unauthorized network access +99%, (4 pﬂlﬂtﬂ} 2 of 2 resources _—
? Secure management ports +9% (4 points) 1 of 2 resources —e—— @000
2 Enable encryption at rest +9% (4 pointg} 2 of 2 resources .
? Remediate security configurations +4% (2 p(]mts} 1 of 2 resources e
2  Apply adaptive apphcation control +3% (2 points) 1 of 2 resources _—
?  Apply system updates @ Completed +0% {0 pUIrItS} MNone _
# [Enable endpoint protection @ Compilefed +0% [ﬂ WI"!S} MNone _—
> Remediate vuinerabiities @ Completed +0% (0 points) None
?  Implement security best practices @ Completed +{)% (0 points) MNone e
> Enable MFA @ Completed +0% (0 points) None S—
> Manage access and permissions @ Compileted +0% (0 p‘.}il"ltﬁ} MNone
Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)
Home * Policy
Policy - Compliance
b G Assign policy G Asssgn mitiatnee D Refresh
G ' Scope Type Compliance state Search
- m 1 - It
e Microsoft Azure | - Al definition types | All compliance states w
i Gotting started
5 Complisnce Overall resource compliance (& Resources by compliance state (0 Mon-compliant initiatives
o
P 1 00% ~ 0 - Comphliant 0 &
0 - Exermpt
0 cutel 0
Authoring W 1 - Non-compliam
W 0 - Conflicting

& Assignments -
Mon-comphant policies 12

Defintions 0 >
@ Exemphions out of
Related Services w— T4 Scope T Complhance T Resource compliance

By Blueprints (preview) Mo assignments to display within the given scope ;. Non-Compliant Resources T4 Non-compliant policies

“s Resource Graph

& User privacy

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access

from either Any or Internet ranges. 2 O

Both virtual machines have management ports exposed O e
directly to the internet

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-ac https://techcommunity.microsoft.com/t5/azure-
security-center/security-control-secure-management-ports/ba-p/1

NEW QUESTION 10

- (Exam Topic 3)

You are investigating an incident in Azure Sentinel that contains more than 127 alerts. You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator. What should you do to provide the alerts to the administrator?

A. Create a Microsoft incident creation rule
B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

NEW QUESTION 10

- (Exam Topic 3)

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are
received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

“rasources”

type”: © W /autcmations®,
Microsoft Automaton
Microsoft Logic
Microsoft Secunty

“apiVersion®™: “2019=01=0l-preview"”,
“name™: " [parameters(‘name’)]”,
“location®™: “[parameters(‘location’)1®,
“properties”
“description®*: “[format (variables{(‘description’), ‘{(0}', parameters
{ ‘subscriptionId’}) 1™,
“igEnabled™: true,
“actions"®
actionType" LegichApp"”,
logichAppResourcelId”: “[resourceld(“ITEM2/workflows', parameters
‘appMame’)) 1",
“uri®: "“[listCallbackURL (resourceld(parameters (*subscriptionId’),
parameters ( ‘resourceGroupNama’ ) : W /workflows/triggers’,
Microsoft Automation
Microsoft Logic
Microsoft Secunty
parameters ( ‘appName'’ ), ‘manual’), *2015-05-01').valua]”

}

1
4 F
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION 13

- (Exam Topic 3)

Your company uses Microsoft Defender for Endpoint.

The company has Microsoft Word documents that contain macros. The documents are used frequently on the devices of the company’s accounting team.

You need to hide false positive in the Alerts queue, while maintaining the existing security posture. Which three actions should you perform? Each correct answer
presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Resolve the alert automatically.

B. Hide the alert.

C. Create a suppression rule scoped to any device.

D. Create a suppression rule scoped to a device group.
E. Generate the alert.

Answer: BCE

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-alerts

NEW QUESTION 16

- (Exam Topic 3)

You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled. You need to ensure that the Fusion rule can generate
alerts.

What should you do?

A. Disable, and then enable the rule.

B. Add data connectors

C. Create a new machine learning analytics rule.
D. Add a hunting bookmark.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-data-sources

NEW QUESTION 17

- (Exam Topic 3)

You have a Microsoft Sentinel workspace.

You have a query named Queryl as shown in the following exhibit.

& New Query 1* ) Feedback 3= Q : W

» m lime range : Set in query e i = Mew alert ¢+ Export

OfflceActivity

where TimeGenerated > ago(7h) .
where Operation contalns “delete” i
: project TimeGenerated, Userld, Operatlion, OfficeWorkload, RecordType, _Resourceld
5 sort by TimeGgenerated desc nulls last

You plan to create a custom parser named Parser 1. You need to use Queryl in Parserl. What should you do first?

A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the ‘contains operator with the 'has operator.

Answer: C
Explanation:

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the “has” operator
should not be used in the query, and that it is unnecessary. Reference: https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs
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NEW QUESTION 22

- (Exam Topic 3)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever an incident representing a sign-in risk event is activated in Azure Sentinel.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Enable Entity behavior analytics.

B. Associate a playbook to the analytics rule that triggered the incident.
C. Enable the Fusion rule.

D. Add a playbook.

E. Create a workbook.

Answer: AB

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/enable-entity-behavior-analytics https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-
playbooks

NEW QUESTION 24

- (Exam Topic 3)

You have a Microsoft Sentinel workspace named workspacel that contains custom Kusto queries.

You need to create a Python-based Jupyter notebook that will create visuals. The visuals will display the results of the queries and be pinned to a dashboard. The
solution must minimize development effort.

What should you use to create the visuals?

A. plotly

B. TensorFlow
C. msticpy

D. matplotlib

Answer: C

Explanation:

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with
Threat Intelligence, geolocations and Azure resource data. extract Indicators of Activity (IoA) from logs and unpack encoded data.

MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.

Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX.

Enrichment functions like geolocation of IP addresses, Indicator of Compromise (loC) extraction, and Whols lookups.

Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started https://msticpy.readthedocs.io/en/latest/

NEW QUESTION 29

- (Exam Topic 3)

Your on-premises network contains 100 servers that run Windows Server. You have an Azure subscription that uses Microsoft Sentinel.

You need to upload custom logs from the on-premises servers to Microsoft Sentinel. What should you do? To answer, select the appropriate options m the answer
area.

L.

s b s e i |____,| P ¥

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To upload custom logs from the on-premises servers to Microsoft Sentinel, you should install the Log Analytics agent on each of the 100 servers. The Log
Analytics agent is a lightweight agent that runs on the server and allows it to connect to the cloud-based Microsoft Defender Security Center. Once installed, the
agent will allow the Microsoft Sentinel service to collect and analyze the custom log data from the servers.

NEW QUESTION 32

- (Exam Topic 3)

You plan to create a custom Azure Sentinel query that will provide a visual representation of the security alerts generated by Azure Security Center.
You need to create a query that will be used to display a bar graph. What should you include in the query?
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A. extend

B. bin

C. count

D. workspace

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart-visualizations

NEW QUESTION 33

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 34

- (Exam Topic 3)

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine that runs Windows 10 and has the Log Analytics agent installed. You need to simulate an attack on the virtual machine that will
generate an alert.

What should you do first?

A. Run the Log Analytics Troubleshooting Tool.

B. Copy a executable and rename the file as ASC_AlerTest_662jf10N,exe
C. Modify the settings of the Microsoft Monitoring Agent.

D. Run the MMASetup executable and specify the -foo argument

Answer: A

NEW QUESTION 35

- (Exam Topic 3)

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded to Microsoft Defender for Cloud.

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual machine, you receive an email notification. The solution
must generate a test email.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
From Workflow automation in Defender for Cloud, change the status of the workfiow automation
From Logic App Designer, fun 3 tngqer
From Security alerts in Defender for Cloud, create  sample dlert
From Loagic App Designer, create a ki apg
Fiom Workflow automation in Detender for Cloud, add a wordlow automatio
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Step 1: From Logic App Designer, create a logic app.

Create a logic app and define when it should automatically run

* 1. From Defender for Cloud's sidebar, select Workflow automation.

* 2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.
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Add workflow automation

5 Microsoft Defender for Cloud | Workflow automat| .., @
et N Mame ™
arch (Ctri+ @ ‘_ refresh
Genmneral Crastrpkaom
ter by nam £ 5. E
D Cvendew
& Getting started Hame T4 Status t4 Scope T Subscmption
ADF Test sub - App Model V3 e
Recommendations [] £ Cudure Disabled ASC DEN
= Resource growup *
W Security alerts ] £& Dudute Cisabled ASC DEM
o
Fvean [ & ronnytest 0 pisabled ASC DEM
# workbooks L[] ¥s Disabled ASCDEN|  Trigger conditions (O
Choose the trigger conditions that will automatically trigoer the configured action
&8 Commiuniby |_1 o text Cisabled private-&
Defender for Cloud data bype =
ZP Diagnose and solve problems D & oafrTess. Clizablad AST DEN = -
g Secunty alert _I'l-.-.l L ]
L] nakhbec ASC Kl
d (=] Chgidersd
Cloud Security -| Alert name comiams
nables SC B
P Secure Score r_ = i I
1 ]
| | tnabled 5C DE M e e g
¥ Reguiatory compliance — e Severiy
= S o : :
=Mafieq =R LIEN all sevveniegs telecied e
L} workload protections r el : :
l_:l Enab ASC DEN
= Firewall Manager - i - -
. — E i Actions
L] ¥a ed ASC DEN e e - i
w— Configure the Logic App that will be tnggered
LN BT M = vorcs|  Choose an existing Logic App ar visit the Logic Apps pace 10 create 8 new one
| ] o g1 8all -] ASCDE -
! Environment settin g% Show Logic App instances from the foliowing subscriptions =
73 salectad bl

i Securty sedutians

) Ligic App name O
& Wiorkilow Sutomation @ L el

Here you can enter:

A name and description for the automation.

The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.
The Logic App that will run when your trigger conditions are met.

* 3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

* 4. Etc.

Step 2: From Logic App Designer, run a trigger. Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation. Step 3: From Workflow automation in Defender for cloud, add a
workflow automation. Configure workflow automation at scale using the supplied policies

Automating your organization's monitoring and incident response processes can greatly improve the time it takes to investigate and mitigate security incidents.

Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

Policy definition

B Assign i [E Duplicate definition ! e Export definition

~ Essentials
Definition  Assignments (0] Parameters

{

"properties”: {

o T ]

2 "displayName": "Deploy Workflow Automation for Microsoft Defender for Cloud recommendations™,

4 "policyType™; "BuiltIn™,

5 "mode"”: "All",

6 “description”: "Enable automation of Microsoft DefenderforCloud recommendations. This policy deploys
7 "metadata”: {

a8 "version®: "1.8.8",

=] “category”: "Security Center”

18 }J

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation

NEW QUESTION 40

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You have Linux virtual machines on Amazon Web Services (AWS). You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You enable Azure Arc and onboard the virtual machines to Azure Arc. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

NEW QUESTION 45

- (Exam Topic 3)

You receive an alert from Azure Defender for Key Vault.

You discover that the alert is generated from multiple suspicious IP addresses.

You need to reduce the potential of Key Vault secrets being leaked while you investigate the issue. The solution must be implemented as soon as possible and
must minimize the impact on legitimate users.

What should you do first?

A. Modify the access control settings for the key vault.
B. Enable the Key Vault firewall.

C. Create an application security group.

D. Modify the access policy for the key vault.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage

NEW QUESTION 47

- (Exam Topic 3)

You create a new Azure subscription and start collecting logs for Azure Monitor.

You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure virtual machines. The solution
must validate the configuration.

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.

Actions Answer Area

Change the alert severity threshold for emails to
Medium

Copy an executable file on a virtual machine and
rename the file as ASC_AlertTest_662jfi039N.exe

Enable Azure Defender for the subscription ©

©

Change the alert severity threshold for emails @
to Low.

Run the executable file and specify the appropriate
arguments

Rename the executable file as AlertTest exe.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

NEW QUESTION 51

- (Exam Topic 3)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a custom report that will visualise sign-in information over time. What should you create first?

A. a workbook
B. a hunting query
C. a notebook
D. a playbook

Answer: A
Explanation:
A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview
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NEW QUESTION 52
- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions
will not appear in the review screen. You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.
Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks section.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the ‘Mitigate the threat’ option.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 54
- (Exam Topic 3)

You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and present the activity as a time
chart aggregated by day.

You need to create a query that will be used to display the time chart. What should you include in the query?

A. extend

B. bin

C. makeset
D. workspace

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/logs/get-started-queries

NEW QUESTION 56
- (Exam Topic 3)

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named Userl and User2.
You plan to deploy Azure Defender.

You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

User

Task

- 28 4
User]

Assign initiatives

Edit security policies

Enable automatic provisioning

View alerts and recommendations
Apply security recommendations
Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.

You may need to drag the split bar between panes or scroll to view content.

Roles

Contributor

Owner

Security

| administrator

Security reader

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
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Box 1: Owner

Only the Owner can assign initiatives. Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions

NEW QUESTION 59

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online. You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Online sites during the month before their accounts were deleted.
What should you use?

A. afile policy in Microsoft Defender for Cloud Apps
B. an access review policy

C. an alert policy in Microsoft Defender for Office 365
D. an insider risk policy

Answer: C

Explanation:

Alert policies let you categorize the alerts that are triggered by a policy, apply the policy to all users in your

organization, set a threshold level for when an alert is triggered, and decide whether to receive email notifications when alerts are triggered.

Default alert policies include:

Unusual external user file activity - Generates an alert when an unusually large number of activities are performed on files in SharePoint or OneDrive by users
outside of your organization. This includes activities such as accessing files, downloading files, and deleting files. This policy has a High severity setting.
Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 61

- (Exam Topic 3)

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address. Which two actions should you perform? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Azure Security Center, enable workflow automation.

B. Create an Azure logic appthat has a manual trigger

C. Create an Azure logic app that has an Azure Security Center alert trigger.
D. Create an Azure logic appthat has an HTTP trigger.

E. From Azure Active Directory (Azure AD), add an app registration.

Answer: AC

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure?tabs=azure-security-c https://docs.microsoft.com/en-us/azure/security-
center/workflow-automation

NEW QUESTION 64
- (Exam Topic 3)
You have the resources shown in the following table.

Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SWi1
Server! | A Linuxserver configured to send Common Event Format
(CEF)logsto CEF1
Server2 | A Linux server configured to send Syslog logs to CEF1

You need to prevent duplicate events from occurring in SW1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not
at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Resources Answer Area

SWH1
From the Syslog configuration, remove the facilities

CEF1 that send CEF messages

From the Log Analytics agent, disable Syslog

Server1
synchronization

Serverz

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog

NEW QUESTION 68

- (Exam Topic 3)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.

Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 72

- (Exam Topic 3)

You are configuring Microsoft Cloud App Security.

You have a custom threat detection policy based on the IP address ranges of your company’s United

States-based offices.

You receive many alerts related to impossible travel and sign-ins from risky IP addresses. You determine that 99% of the alerts are legitimate sign-ins from your
corporate offices. You need to prevent alerts for legitimate sign-ins from known locations.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Override automatic data enrichment.

B. Add the IP addresses to the corporate address range category.

C. Increase the sensitivity level of the impossible travel anomaly detection policy.
D. Add the IP addresses to the other address range category and add a tag.

E. Create an activity policy that has an exclusion for the IP addresses.

Answer: AD

NEW QUESTION 77

- (Exam Topic 3)

You have two Azure subscriptions that use Microsoft Defender for Cloud.

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level. The solution must minimize administrative
effort.

What should you do in the Azure portal?

A. Create an Azure Policy assignment.

B. Modify the Workload protections settings in Defender for Cloud.
C. Create an alert rule in Azure Monitor.

D. Modify the alert settings in Defender for Cloud.

Answer: D

Explanation:

You can use alerts suppression rules to suppress false positives or other unwanted security alerts from Defender for Cloud.
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Note: To create a rule directly in the Azure portal:

* 1. From Defender for Cloud's security alerts page:

Select the specific alert you don't want to see anymore, and from the details pane, select Take action.

Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new suppression rule:

* 2. In the new suppression rule pane, enter the details of your new rule.

Your rule can dismiss the alert on all resources so you don't get any alerts like this one in the future.

Your rule can dismiss the alert on specific criteria - when it relates to a specific IP address, process name, user account, Azure resource, or location.
* 3. Enter details of the rule.

* 4., Save the rule.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression-rules

NEW QUESTION 81

- (Exam Topic 3)

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

Add the Amazon Web Services @ @

Set the alert logic

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled guery

Select a Microsoft security service

Add the Syslog connector

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION 84
- (Exam Topic 3)
Your company uses line-of-business apps that contain Microsoft Office VBA macros.
You plan to enable protection against downloading and running additional payloads from the Office VBA macros as additional child processes.
You need to identify which Office VBA macros might be affected.
Which two commands can you run to achieve the goal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.
A, Add-MpPreference -AttackSurfaceReductionRules Ids D4FS40AB -401B -
4EFC -ARDC -ADSF3C50688A -AttackSurfaceReducticonRules Actions Enabled

B. sSet-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3CL50688A -AttackSurfaceReductionRules Actions AuditMode
C. Add-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC

-AADC -ADSF3C50688A -AttackSurfaceReducticonRules_Actions AuditMode

D. set-MpPreference -AttackSurfaceReductionRules Ids D4F240RB -401B -4EFC -
ARDC —-ADSF3C50688A -AttackSurfaceReductionRules Actions Enabled

A. Option A
B. Option B
C. Option C
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D. Option D
Answer: BC
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface- reduction

NEW QUESTION 86

- (Exam Topic 3)

You have an Azure Sentinel deployment.

You need to query for all suspicious credential access activities.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

| From Azure Sentinel.. select Hunting.

| Select Run All Queries. |

| Select New Query. | @ @
Filter by tactics. | @ @

| From Azure Sentinel select Notebooks. |

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Actions Answer Area

P E==  eew s e we s mee wee e wee s mew s s s -y

| From Azure Sentinel, select Hunting. | | FromAzure Sentinel, select Hunting. '
e R e e R e e e
| ' - -

Select Run All Queries. | Filter by tactics. l

 SelectNewQuery. | @359'9‘5‘“““ Sk @:

| Filter by tactics

| From Azure Sentinel, select Natebanks.f

NEW QUESTION 90

- (Exam Topic 3)

Your company has a single office in Istanbul and a Microsoft 365 subscription.

The company plans to use conditional access policies to enforce multi-factor authentication (MFA). You need to enforce MFA for all users who work remotely.
What should you include in the solution?

A. a fraud alert

B. a user risk policy

C. a named location

D. a sign-in user policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 92

- (Exam Topic 3)

Your company uses Microsoft Sentinel

A new security analyst reports that she cannot assign and resolve incidents in Microsoft Sentinel.
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You need to ensure that the analyst can assign and resolve incidents. The solution must use the principle of least privilege.
Which role should you assign to the analyst?

A. Microsoft Sentinel Responder
B. Logic App Contributor

C. Microsoft Sentinel Reader

D. Microsoft Sentinel Contributor

Answer: A

Explanation:

The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other
users. This role is designed to provide the necessary permissions for incident management and response while still adhering to the principle of least privilege.
Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and may not be suitable for the
analyst's needs. Microsoft Sentinel Reader role is not sufficient as it doesn't have permission to assign and resolve incidents.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/role-based-access-control-rbac

NEW QUESTION 96

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: You add the accounts to an Active Directory group and add the group as a Sensitive group. Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

NEW QUESTION 97

- (Exam Topic 3)

You have an Azure subscription that contains a virtual machine named VM1 and uses Azure Defender. Azure Defender has automatic provisioning enabled.
You need to create a custom alert suppression rule that will supress false positive alerts for suspicious use of PowerShell on VML1.

What should you do first?

A. From Azure Security Center, add a workflow automation.

B. On VM1, run the Get-MPThreatCatalog cmdlet.

C. On VM1 trigger a PowerShell alert.

D. From Azure Security Center, export the alerts to a Log Analytics workspace.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-alerts?view=0365-worldwid

NEW QUESTION 100

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 104
- (Exam Topic 3)
You open the Cloud App Security portal as shown in the following exhibit.
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You need to remediate the risk for the Launchpad app.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

'Tag the app as Unsanctioned.

Run the script on the source appliance.

'Run the script in Azure Cloud Shell.

select the app.

'Tag the app as Sanctioned.

Generate a block script.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/governance-discovery

NEW QUESTION 105

- (Exam Topic 3)

©
®

Answer Area

You have a Microsoft Sentinel workspace named Workspaces
You configure Workspacel to collect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the
source IP address in 15-minute intervals. The solution must maximize query performance.
How should you complete the query? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.
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Dns
imDns {

(startime=ago( 1d), responsecodename="NXDOMAIN')
| where TimeGenerated > ago(1d) | where RespanseCodeName =~ "NXDOMAIN"

| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

mDns i

(starttime=ago(1d), responsecodename="NXDOMAIN’)
where TimeGenerated » ago(1d) | where ResponseCodeName =~ "NXDOMAIN"
| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)

NEW QUESTION 109

- (Exam Topic 3)

You deploy Azure Sentinel.

You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative
effort.

Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Microsoft Teams: v
Custom
Office 365
Security Events
Syslog
Linux virtual machines in Azure: v
Custom
Office 365
Security Events
Syslog
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365 https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION 113
- (Exam Topic 3)
You have an Azure subscription that uses Microsoft Sentinel. You detect a new threat by using a hunting query.
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You need to ensure that Microsoft Sentinel automatically detects the threat. The solution must minimize administrative effort.
What should you do?

A. Create a playbook.

B. Create a watchlist.

C. Create an analytics rule.

D. Add the query to a workbook.

Answer: C

Explanation:

By creating an analytics rule, you can set up a query that will automatically run and alert you when the threat is detected, without having to manually run the query.
This will help minimize administrative effort, as you can set up the rule once and it will run on a schedule, alerting you when the threat is detected. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/analytics-create-rule

NEW QUESTION 114

- (Exam Topic 3)

You have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The
logic app is triggered manually. You deploy Azure Sentinel.

You need to use the existing logic app as a playbook in Azure Sentinel. What should you do first?

A. And a new scheduled query rule.

B. Add a data connector to Azure Sentinel.

C. Configure a custom Threat Intelligence connector in Azure Sentinel.
D. Modify the trigger in the logic app.

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/sentinel/playbook-triggers-actions https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 119

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a hunting bookmark. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 123
- (Exam Topic 3)
You have the following KQL query.

Statements Yes No

g ity &l P u &
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

NEW QUESTION 124

- (Exam Topic 3)

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Microsoft Sentinel bookmarks

B. Azure Automation runbooks

C. Microsoft Sentinel automation rules
D. Microsoft Sentinel playbooks

E. Azure Functions apps

Answer: CD
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook?tabs=LAC

NEW QUESTION 125

- (Exam Topic 3)

You use Azure Sentinel to monitor irregular Azure activity.

You create custom analytics rules to detect threats as shown in the following exhibit.
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You do NOT define any incident settings as part of the rule definition.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

If a user deploys three Azure virtual machines simultaneously, how many
times will you receive [answer choice] in the next five hours

If three separate users deploy one Azure virtual machine each within five
minutes of each other, you will receive [answer choice].

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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NEW QUESTION 127
- (Exam Topic 3)
You have the following advanced hunting query in Microsoft 365 Defender.

DeviceProcessEvents
where Timestamp > ago (24h)
and InitiatingProcessFileName =~ ‘runsll3Z.exe’
nd InitiatingProcessCommandLine !contains ™ ™ and InitiatingProcessCommandLine != ™"
and FileName 21

in~ (‘schtasks.exe’)
and ProcessCommandLine has ‘Change’ and ProcessCommandLine has ‘SystemRestore

and ProcessCommandLine has ‘disable

You need to receive an alert when any process disables System Restore on a device managed by Microsoft Defender during the last 24 hours.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a detection rule.

B. Create a suppression rule.

C. Add | order by Timestamp to the query.

D. Replace DeviceProcessEvents with DeviceNetworkEvents.
E. Add Deviceld and Reportld to the output of the query.

Answer: AE

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detection- rules

NEW QUESTION 129
- (Exam Topic 3)
You have the following environment:

> Azure Sentinel
> A Microsoft 365 subscription
> Microsoft Defender for Identity

> An Azure Active Directory (Azure AD) tenant

You configure Azure Sentinel to collect security logs from all the Active Directory member servers and domain controllers.

You deploy Microsoft Defender for Identity by using standalone sensors.

You need to ensure that you can detect when sensitive groups are modified in Active Directory. Which two actions should you perform? Each correct answer
presents part of the solution. NOTE: Each correct selection is worth one point.

A. Configure the Advanced Audit Policy Configuration settings for the domain controllers.
B. Modify the permissions of the Domain Controllers organizational unit (OU).

C. Configure auditing in the Microsoft 365 compliance center.

D. Configure Windows Event Forwarding on the domain controllers.

Answer: AD

Explanation:

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/configure-windows-event-collection https://docs.microsoft.com/en-us/defender-for-identity/configure-event-
collection

NEW QUESTION 133

- (Exam Topic 3)

You have a Microsoft Sentinel workspace that contains an Azure AD data connector. You need to associate a bookmark with an Azure AD-related incident.
What should you do? To answer, drag the appropriate blades to the correct tasks. Each blade may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.

Blades Answer Area

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
You can use the Logs blade or incident blade to create a bookmark of an Azure AD-related incident. Once the bookmark is created, you can associate it with the
incident by using the incident blade. This allows you to quickly and easily access important information related to the incident in the future.

NEW QUESTION 135

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a livestream from a query. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 139

- (Exam Topic 3)

You create an Azure subscription named subl.

In subl, you create a Log Analytics workspace named workspacel.

You enable Azure Security Center and configure Security Center to use workspacel.

You need to ensure that Security Center processes events from the Azure virtual machines that report to workspacel.
What should you do?

A. In workspacel, install a solution.

B. In subl, register a provider.

C. From Security Center, create a Workflow automation.
D. In workspacel, create a workbook.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION 141

- (Exam Topic 3)

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses
C. Activity from infrequent country

D. Malware detection

Answer: C

Explanation:

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers alerts when activity is detected from a location
that was not recently or was never visited by any user in the organization. Activity from the same user in different locations within a time period that is shorter than
the expected travel time between the two locations. This can indicate a credential breach, however, it's also possible that the user's actual location is masked, for
example, by using a VPN.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 142

- (Exam Topic 3)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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NEW QUESTION 145
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